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B | 0220101 | Yy vmm-oo

ﬂgﬂ [pzez3 | HHmm:ss

_____________________

| @ Mone
i EOR =73
; =B O JEER
; i (O USA
: i () European
wemE | o | 4584 (1 - 1440, B3 60)
i W B[EEEY| =m[Ev| R[=A ¥| wmal !
=i - B
@ A[EEEV| 2y(E—v| B[—B ¥| =l !
o | | YYYy-Mm-DD | | HH:MM
LG |
i | YyYy-mMm-oD | | HH:MM

_____________________

_____________________

FEZ X TR
ECE I i BR
i 8] 5 RFEFER AR, Th@d SNTP Y, PCHEFLEE
X RENKX
Hh bR FHBHE IPv4 i (BFERZ SNTP R &)
BR &=ttt BRSarttit (RF[ER SNTP BFiRE)
BR&=7im A5 BRS5Atim OS5 (RIELRDG SNTP iR E)




HEA REIEE, £-B-B (RHEEAFIRE)

A 8] REMES, NE-2-F (NEEAFITRE)
KE LEIEKE S None JEFR, JETEIR, EREH, RUM
AME AT 8] B L RAMERT )

IR BLMEHERMIRE

JETEIR BLMIERIERNNRE

5 i H

51 wHBiE

HETIRFED, 4EOREFRLENERER. BRPYMUREEEEEME E AN
0,

BRIELR:
1 BHEMAEPIRO > mORE¥E, #ARORENE:
R ER
Q|
L ®S | WO | XR | @R | RS | EERD | EE wnL | ®mE |
||:| i TEf 10G Fiber BB Down ==} Full 25
| O 2 TE2 10G Fiber B Down =i Full =25
||:| 3 TE3 10G Fiber =) Down BirE Full =25
| O 4 TE4 10G Fiber BE Up S (106) Ful (Full) 28 ()
||:| £ TES 10 Fiber == Down =i Full 25
i (] 6 TE6 10G Fiber BE Down BirE Full =25
2. RBEFERENKO, TURNERZ NHA, RERTHEIURE, #AENE:
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R

............

e

____________

) 10M
- 10M ) 100M
- 100M O 1000M

) 10G

- 1000M
- 10M/100M

FIF FiA

HREETEE & XA TR

B &N 75 A

R BATRARERE NG ORIIERER, RIMRFER D

RS wmAFBEMXFIEIR, AATMRERSEFXHA

R o REARE, REEk, EETk, BEAk, TMRETEERSEMNED
EE,

WT NEREBNE, ENIMENTER

ik YRR E T BT RERFHNERE, IRAREEXEHE, SBEX
MRFRAXEE, BAMNHEEENEILELRRY, I mEEEZERELZHEE
ER¥ERELERRRLERST, MMBERTRXERAZHNEE
X — ZF PAUSE MAYEBCR{E %
FFia — /BA PAUSE MifyiEBRf&4
BihE — B 5XTimthE PAUSE hrayahiEse

5.2 i F &R

— MR, AR AR AN 2 v
BBV RIER S R 0 LAeE| — L

BRESR:

AE#HIR, wmASZEIXE, fEZ, HX
BIREME, XRYVEBEHXRAwA,




1. BHSHMPHNwA > wAFERPEHNTE, OTEMA

wERER | 200

_______________________

-----------------------

§ BPDU Guard |

H
i

UDLD |

H M oM HHH A AN
T 1| S 1| 1 N 11 SN 11V S 111 S 1]

5.3 #RES

FEPRER A (Link Aggregation) 2% —EMIRE DM E—L A —MB R O KEmM
T B A0 o] SRS — T A

PEFRER 540 LAG (Link Aggregation Group) =igE TR IN KSR YPE— M
HZESERS, 854 Eth-Trunks

fEE MEMRARYT K, AANEBNTEMESREERESHNER, EESEFAR
B, FAERERENEORSERIFSRRE ORMEENA KGNS, BXFHT
REEMESTNEA, MEFRERE,

XAEBBEEATUERAHTEGARNEHT, BISEZMBE ORI D —MNE
EED, SIENERTRABEN. SEREANEMITRENReETEE, BN, ©Ea)
SR EAEAR YIRS F A9 AR I8,

I TEFr7R, SwitchA 5 SwitchB Z B)iBId = & A KM IREEEEAEE, KX = 555
BAE—IE, AT —%K Eth-Trunk BHEHE, XETEMBNTREFTRE=ZZUANY
BT I S, MMAR TIBNERTRABN, BN, X=&NANYIEEREEE
£, BRHRS T HRATEM.
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Eth-Trunk
TEL . TEL
SwitchA @ TEZ - L@ SwitchB
TES - TES

HAHEWMTEXRE, TEIREEHAREESII:

o UWETHARFZEEIY —FHEEKEET R AB,

& YUWMAETHIRFZEBIT —FEEEERETEMENHEE RN,

RIBES BB AEHMINL LACP, #EEBES MESERM LACP xR, S
KT, Eth-Trunk B9&. REOXNMABHFIRE, RESBERERHEHNNSE. %
R TR AR SSSEENE L, FHHERE, AR ARESEER, NREL
SENHEERIE, MR AHBNERRAESNHEERP IO ERE. SREERIEERE
B R — MR K BYRERS T B8 MR 8 X A X HF LACP #f AT, o] IUfE B SHE R,

53.1 BREAHERE

ANBRSHERABRESR:
1 BESHEFmO > #IERE > BEARE X8, #A\EBRSAEERE, RE
XRRMOBSEEE, ERARREERHEIT— NAREEN, WTEMR
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S

| mEmseE

T e e e o

? @ ETFMACHEHE
O EFIP-MACHEE

® LAGZ —
O LAG3 —
@ LAGH4 -
o LAGS —
® LAGS —
@ LAGT =
@& LAGS —

2. REXFF 8 HIERAE EFHEPZ—,

BUEERERAM
T ihG] 1
-
e ® B2
IR & Lace
| o B
i | [TE1 R »
| |TE2
= [1e3
PR ey
i |TES
| | |TES
' | |TE7
TES hd ¥
wE | =@

FEEEE X TR

ECE I

i A

LAG

HERAEEID, £H1~8 81 RA4A

26
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Z¥F SR BEAANERER, TMURESTEEX
KA EEFERHSBAEARNLEET LACPHEREAR
B &R PRBAHBENARIKA, &% 8 MNirH

=~

AT EFT7R, SwitchA F SwitchB 1833 IX K 5588 7> 5 EBTE 5 VLAN10 F1 VLAN20 ByMI4,
B SwitchA #1 SwitchB Z Bl BB AMEIERE .

FA A 45 SwitchA F SwitchB z [B] BE BB 1R AR K AYSE B 5 B K (4B B VLAN (Bl B AEB 1S
BN AP HEREBRE—ENTRE, RIEEIEECEMNERATEN.

Eth-Trunk
TE1 =4 TE1L
SwitchA @ ez - TE?@Switcha
TE= N TEZ

BRIETR:

1. 7E SwitchA €2 Eth-Trunk EOFMARRED, ST MEE TR, SwitchBEES
SwitchA £, FHER, BHSMEPHO > #RES > BRHARE XE, #HAHER

REARERT, HEHIAGL, XEFEREMmA TEL, TE2, TE3, mERAF X,
BHEERmOh, S NAER, O TEFTR.
HEPREEA T
Q| |
| LAG | &% | 2 | SIRKS | TR | EEs |
O LAG1 B= Down TE1I-TE3
O LAG2 = =
O LAG3 — —
O LAG4 = =
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5.3.2 in & &

REEM AR ONEMEE
BRESE:
1 BESHMPH RO > SRS > mORE XEFAANTE, WTEFR:

il 5 S

Q

T [ the [m || ve | mwe | m% | ML | RE |
| LAG 1 BE Down ShE S 25 |
| O LaG2 BE  Down S0l SuE 25
| O LAG3 BR Down EWE S0E 28

LAG 4 =3 Down SiE SNE =5
| O LAGs BA  Down Sl SwE =8 |
@ LaGs B  Down S=HE SuE 25
| O LAG7 EF Down ESHE SHE 24

LAG & =A Down Sig SthE Z=H

5.3.3 LACP &

£ T IEEE802.3ad R HY LACP (Link Aggregation Control Protocol, $%5& T B 3= &%)
ML SR 5L BN LACP I &1d LACPDU (Link Aggregation
Control Protocol Data Unit, #5B&/CBEHIMEIRETT) S EER.

FF R iH OB LACP MG, 1%k O 8IT & 1% LACPDU [EXimB & H C MRS ER.

RS MAC. K BEER . iwOSHIERE Key. MNimZEREXLEEFEE, BXEFEES5HTE
i A ET R FFH{E) tl:iéxu SRR RO, WX TT o XX i B AR HEA SR
HHIE—E

S LACP BER— MR KB BESMERAVCE, siZCRARNG DR INFMERE
X BB TR Y. /\ﬁ ERANW T M. i%@ﬂ]ﬂ—’hﬁ%\ FHEREARE DA

BRI BAE—

ISR E Tﬂ’ﬁ*ﬁ'y%:
1. BESHMEF RO > #KRES > BA4EARE %ﬁ HAGRBRAEHARERT, ®F
EREMGRICERA D, SEERUREENERTIE, HFXEN LACP, M TEMFR:
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fEeEElRRAE

T LAG| 2
Ml
i U
| x& @ LACP
§ =i BigEiwl
§ t [TE1
: i TE2
= ! |TE3
ﬁh‘*; TE4
i |TES
i |TES
i |TE7
i |TES ¥
I

2. BEHEHmAD RO > $ERES > IACPEE XS, HA LACP BMEEE, o IME
E LACP HHXEM, WMEASZMLER, wHOMER, wHABNARE, WTE:

_____________

.............

______

______

LACPI®RIGEE
Q| I
s | w0 | wow | wse |
J = IE] 1 e
|:| 2 TEZ2 1 R
] 3 TE3 1 T
|:i 4 TE4 1 i
J 5 TE5 1 e

FHEEEAXIMTER

=21 i A
it BARN RBRNMPeREZENHTRENTEN, MRaRERE—

BARXHF LACP Bl A, oI IR& LRIBESMEEBE, HFIMASZ IR
BEOBINE &AM TR T EM,

LACP #3: 7E&IZS LACP R TR ZE MM AR LRSIk
YR SEER B AT S AR R B RIE SRS, RIFEURE RN,
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RGN ER LACP E R ARz EIEF 5. WA RIEML KL FRE

iy DAL SELR LACP AT EMNSREEMARR, RERFMERSHRFIRALER
KHE .

B I i 18 RTE LACP IR X R IX RIS

ANEYE
M A Eth-Trunk TEERBIIEE £ HRIZ Eth-Trunk FEBIMANEFR REQD, UL
SEAE R Eth-Trunk B9 TEHET . AinAFinEc B M TIEER MR EF— .

244515 R
UK MZZ 4l Switch A A 3 i A (TEL~TE3) JLE

BEARKRMAZHA] Switch B, SEIUREAES M Riw A PR AEDE,
THEHNSSREET, BRABNTCRITRND BHTEM.

@ Switch A

Link aggregation ———»(|

@ Switch B

L) 335

AT RFIE S Switch A BEEE, X Switch B W EEEERNERSE, AsELWisOsC
B,
BRIESE:
1. BESHET O > HRES > BAEEE X8, #ASRRSARERE, ®F
LAG 2, Bf &8, EFF TEL-TE3, ®IFHKA N LACP, SHNAEIT, W THE:
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(s R A

| 0] BigR0

| [TE4 TET
i |TES TE2
i |TES TE3

____________

EERAHEE
Q| |
A6 | EF | A | EERE | TR | e | :
() LAGH = =
) LAG2 LACP Down TE1-TE3
) LAG3 —

54 ERWECE

BRIELE:
1 BESHNPR WA > ERNEE KEHENFRE, WTEFT:

--------------

i

______________

55 iwHA&ZE

iy 0 2 8 RIT MAC HiERICFIE 2 T #Alum O A9 UKM MAC #3E, RE—1
MAC b o] Ui iZ s A T8 (E . HHM MAC it X IXMEURE B I AR, mAX
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SRR E LM AR 2R T B RERNAIR & B MK F R L 2 M Lo,

R 0] I)UE i 0 L2 IhEESRBh LE MAC Hidit R E MAC Hi3ih% H TiE
BESE:
1. BESMMTMNGSRO > s LS XaFEANRE, WTERAR:

""""" ws| O e
EERS L 100 :
i =)
2. iwAREekR, BFWmAFK, AESHER, #NHOEERE, MWTEMR:
e
Q|
| 82 | WO | ¥ | SAMACHHE | Total | Configured | 38R | #RRAME | Sticky |
] 1. TE1 =5 il ] 0 0 Protect =5
] 2. B2 =5 1 0] 0 0 Protect ZE
] Jn o FES =5 1 0] 1] 0 Protect Z=F
& 4 TE4 =H 1 1] 1] 0 Protect zZE
J 5 TES =R 1 1] 1] 0 Protect Z=HF
e
------------------ ﬁl:] TE1-TE2
__________________ wa| O 7=
EAMACKELE | [
@ Protect
2MafE | (O Restrict
I (7 Shutdown
________________ sticky| [ 7=
I
LLX
5.6 s AfEE
mAREZEERAFTELRBE, BRI &, ABFRIXSZTHEIEANKOZE, It
B BT B i O FR B ThaE sk L im 0 5% 0 Z B AR RS .
BESRE:
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1 BHSHETwO > mARE XE, #ANRARSEERE, EXFTERBNIKO,
RETER, EERBWENTX, MTEMR:

iR
Q] |
[[]|ﬁ%|ﬁﬂ|ﬁ| [
Cl 1 TE1 IEHE=
O 2 TE2 EE
O 3 T3 iEE
O 4 TE4 dHEE
O 5 TES IHEE
| O 6 TE6 IEE=
O 7 TEr sEE
e

............

____________
————————————

............

5.7 KFEF=H

REEGIRNTRIK LT & RANEBEBEURRMEBIR =L BNE, BEXH
WEOTHX =KX ARERRHRTHRES .. E— MU EERA, R&EEED
TEEMN=ZXBRXHTFIERRFNEENFAREMELLE, YRXEEXTERENTRAHRE
B, R&ESXZEOHTNEERES, HITEEFINERSEE.

HERFENZEMUKREZEOREIT . BIESR AR EIR XA, I RIREHRSCHIE B MAC
b B AR PRIRCAIHED, &S EE— VLAN (Virtual Local Area Network) HHJ
HEttZREMUREARAXERY, XFTRSE BNE, BRREERAME.
SINXBEIH RS, TTINEFX=ZRBICRE, e BRE.

BESRE:
1 BESMER IR0 > RERHEE, #AXNERGHNE. EJNEREXNFEFERX
B, flmEXE, FEOT:

5 pps
E}t: @ Kbps
""""""" o Fas
_____ ﬁ_ ?%J 2, Eﬁ
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2. WAFTUABN AN FEE &, ARNUERMNEENREFER, EXHFERE
fuim A, RE RS SRR

HORER
Q]
S w2 | w0 | e e e O (0
R3S | 3 (Kbps) | $a | 5 (Kbps) | 5 | #3 (Kbps)
O 1 TE1 =@ =H 10000 10000 23 10000 Drop
] 2. TE2 =5 =5 10000 2= 10000 =EH 10000 Drop
[ ] 3 TE3 =B = 10000 £ 10000 ZF 10000  Drop
O 4 TE4 EF =H 10000 Z2FE 10000 28 10000 Drop
O 5. TES =5 =5 10000 =2F 10000 =EH 10000 Drop
[ 6 TEB =5 =5 10000 %2R 10000 Z=H 10000 Droo

3. MENEHSTE, BRENREHITX BRERFLS KEXM, <SONART FEOT:
EBsaORs

5.8 $ERINEE

iy RGBS Eim O NRXEFZI B MmA,; HPWE S e O ARwH,
SEHmORABNmO. B ASEASERERNRE, APMNAXERESHTENKA
BREIRIRS, HTMEEEMSEAR. MTEMR
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;; e s ‘

AR 001
HICHE M9 2

L2

PC

fic & S
PC1 #@iT# 0 TEL $#£ A SwitchA, PC2 &7 SwitchA B TE2 0 +,
AAHERIT BIFRE PC2 X PCL KR SGH T AR,
BRESE:
1 BESHMEPIRO > SRR, #HASGREENT. MEJMUEE 4 AREEN
n, SFEmaT:

= rRSELEEERR

2. EFEREP-ARRIE, [KEERird, EAFGHRARERE:
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................
................

FAO |

________________
————————————————

0 |

FHEEEAXMTER

Fe BN 1t A

£1E D THHEREH 4 MEKRSIE D

W& BRAR DL

B i A TRERHBLRIKRO, REEF—NLTEDEROEABENKO, THEE
A 328 49305 i H

BN O Zim O AR BER CER R R B B Mis O .

it Zih ORI RCEBR B R R B s O .

6 VLAN Ij&E

VLAN HJ4ERN A2 IBALE PRSI, EILE— VLAN REEH TN E ERE—9IiE
Z=EE, MTEFFR, VLAN IBE— MR E A LAN RIS MBE ) LAN |, &4 VLAN
=

— NS

VLAN AR EY BB E G IXAMBET RN T HTIRXNRZE, mitE
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RE VIAN AR I 2 EMRFTERE, WA TUBIS AR = RN FMNE R R E T 6
LI

Router

S5£5 AN, VIAN EFITHTS
® I EEASERE: EHMWMF%ﬁxﬁmﬁT MVLAN K, BET®HR, 1’

T Mg ALIERE
® E5RT LAN MIREM: BTIRCESUIBMEER VIAN SN #BEFRES, Aits

N VLAN R ENEAREEBE FTERIRARI=ZERRNENEZEEXTR

HTZBEE.

o RESIEEMIIEA: £/ VIAN TJUEIEBEYIEMLSERMNEM TR, YA,

YIEN B EN THRACERABSN, AREEXMEEERN T EEHEMNE,

L BEIBARZ A T 802.1Q VLAN., E-F#Hil A9 VLAN, EF MAC B VLAN MR EF
O VLAN, ZETREECER, VLAN 4 802.1Q VLAN #3,

EFim O VLAN, HFEBEZREZTREZFNEARSEKID VLAN, MEEERHBT
BV ENMEOEREARRMN PVID, BI— Mz OREETH VLAN, H—PDEEBRMUEN TR
BEOR, MRXE® VAN 5%, BizEA FERET PVID, BA, ZEBMESHIT L
O/ PVID, NRHFANMME RS E VLAN #5355, BAZHBRASEIENN VLAN #5355, BIFE
EOBLEET PVID,

XF VLAN BiAY B AR BRE ., AR EX R AL, REERABHHEEHMEE
VLAN,

M
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6.1 VLAN Bc &

6.1.1 €% VLAN

BRIELE:

1. BESAMPAVLAN I8 > VIAN ECE > B8 VIAN'3 &, #HASIE VIAN 7|,
EFEH VAN ER Y VAN B8, RfEasik, Bz e VIAN EF, K& ARE
£, WMTERFR

...........

| EEVLAN BIEVLAN
: L [VIAN 2
! ¢ I WVLAN 3 |
: blviana

WLAM 1 -

¥

t |VLAN5
' |VLAN B
i |VLANT
VLAN 8
VLANG = -

...........

VLANZ

EZTTEAII : £H Showing 1 to 1 of 1 entries Q!
v | w2 | R | viAnes |
1 default Default =353

First | | Previous | | 1| | Mext | | Last

e [ B |

2. BJZ VLAN Z /5, VLAN £B7RTE VIAN RAH, EEFEENA VIAN, SHE50EHE,
HAN VIAN B2 TiE, wWTE:

__________

FHEE S XIN TR,

[T 15 BA
VLAN ID i, FEEMMAN VLAN ID S, BUESEREZ 1 ~4094, #0: 1-3, 5, 7, 9,
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He VIAN 1 BRAR, FTENASEIEIE VLAN 1,

ik, X VIAN fIERE&H#R, TTREFREHTER.

6.1.2 iXE& VLAN

¥imBO A VLAN ERF AR, —ME— VLAN TRIMEZ Ns0, —fE— w0
NEIZAVIAN #, EARFRESRXEABENARE, FEXARHEE AL,
BESRE:
1. BESHMMPAVIAN ThEE > VIAN BEE > RE VIAN'ZEE #A VIAN BEERE,
IR R ERAEBTALE FAEFEEEREN VLAN D, AESEBERE VIAN R OE A,

T ERTR:
VLANACEZ
VLAN
&= | wmO | &t R | PVID | Forbidden | |
1 TE1  Trunk Excluded Tagged @ Untagged ] '
£t |
2 TE2 Trunk Excluded Tagged ® Untagged ] |
3 TE3  Trunk Excluded Tagged @ Untagged [] |
4 TE4 Trunk Excluded Tagoged @ Untagged [} |
5 TES  Trunk Excluded Tagged @ Untagged ]
- |
6 TEG  Trunk Excluded Tagoed ‘® Untagged M I

FHEE S XIN TR,

ECEIN 1508
VLAN FERER VLANID
@Al Z VLAN Wiz AR R ABRER:
Excluded: im O ARETI VLAN
Tagged: i O£ VLAN By Tagged A R
Untagged: % H 21k VLAN A3 Untagged BY 53
PVID It VLAN 2524 A/ PVID
Forbidden i AR EZEIE AL VLAN R

6.1.3 NRECE

—Nif A ANIRE] £ VLAN:

1. BESHMPAVIAN I8 > VIANEE > BREE XS, H#HARREESRHE,

BREEMNKO, KREER, #1T71ZmOr VIAN BHEE:
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Al 1EE

............
____________

————————————

____________
————————————

____________

i () Forbidden

@ Tagged
i (O Untagged

FEEEE XM TRA=.

ECE I

Wt AR

3% 0

FEEENmHS

R

i M BTAY VLAN R, fEim HIRE HEHT

Hybrid: JR&1&, 1Z&Xin DT UEREFZ 1 VLAN B Tagged i B FMIZ 4 VLAN
A9 Untagged i A

Access: 1z Tim O R BT — VLAN LA

Trunk: iZ#E I\ T im0 RET PVID 9 Untagged MR, BT IXET £ VLAN A Tagged
R

=
w0

It O /8 FE9 VLAN ID & 7E VLAN ESE M
Forbidden: ZIF¥ &Itk VLAN R X
Excluded: BTk VLAN

Tagged: VLAN B Tagged p{ R

Untagged: VLAN By Untagged F{ 3

PVID: it VLAN 2 &2 H A PVLAN

6.1.4 i

ABECE

Trunk B2 &, Trunk REFZEOAREZHEXBIEE, EFEEZETERE. Trunk
EORFZA VIAN BIhUEIE . Trunk 8588 A9 2512 IEEE 802.1q, |EEE 802.1q = REIFR
EREMAERIRE, X Ethernet g T T M, 7R MAC it FER R K B F B
ZEIIAN 4 FF5 89 802.1q Tag
802.1q ME
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2bytes  46-1500bytes 4bytes

Gbyles Gbytes  4bytes
Destination] Source [
address | address |

| Length/
Type

Data FCS

802.1Q Tag BFE & XN A

Z2bytes 3bits 1bit 12bits

FEB KE | 8K n
TPID 2bytes | Tag Protocol Identifier (#r | BR{E 3 0x8100 AfF= 7~ 802.1q Tag il
SARIRFF), Fomizk | NRAXFF 802.1q AR & UL R X+
B, b, SEEEF.
PRI 3bits | Priority, FRMAIMLER. | BESEE N 0~ 7, EEAML LR M
5. ATYUMAMBERERN, KX
USSR e o
CFI 1bit Canonical Format Indicator | CFl 24 0 i BB 22 814&=, CFl h 1 3%
(ARER VISR, Ror | mAELHER ., ATHRBEUKRNF
MAC Hhit @ 2L ER . | LREIRM, ZEIXKMF, CFl f9EH 0,
VID 12bits | VLAN ID VLAN ID BUESEEZ 0 ~ 4095, FHF 0
#4095 AR EEUE, Frid VLAN
ID A XBUESEERZ 1~ 4094,

6 X 802.1q XA HIN ZEMNBIER A EE VIAN ID, DUSHAXBRIBETH—1

VLAN., Et, 7E— VLAN ZHRZEA, IR ME X TR
® Hirichl (tagged frame): AIANT 4 F75 802.1q Tag AYmi
® TCERICHI (untagged frame): JRIGHY. RIAN 4 FF5 802.1q Tag HIMT

Trunk XENZEAOMAREREEXBIEE, EEBERTESER., Tunk EORAFSH

VLAN B9hiuidid .

Trunk OEREERELTE:
1. BESHMMTAVIAN IhEE > VIAN BB > OB X8, #ANFHEER®T, &
FEREMNmO, SHER, #MzimHOH VLIAN BHEE:
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EpuEl1RE

.............................

............
————————————

.................
_________________

00| TEY

i (O Hybrid
@ Arcess
Trunk
(" Tunnel

FEEEE XM TRA=.

fe &I 758

i H FERENKOS

B i 0 HBTAY VLAN R, fEim HRE HEET
Hybrid: JRE#8, %8Rs O T IERET £ VLAN B Tagged im A Z A
VLAN 9 Untagged i 0
Access: 1z Tim 0 RsEET— VLAN AL R
Trunk: ZRER Tim A REF PVID B9 Untagged B 53, ST IAEF £ VLAN (1
Tagged AR .

PVID i 0 PVLAN

Accept ik O ZE R AR SO EY:

Frame Type | All: FTEIRX
Tag Only: R#ZEIX Tagged R
Untag Only: RIZEU Untagged R

Ingress ANASRIEAX, BELRBAEE IR E/Y VLAN X

Filtering

Uplink EELTF LEiTER

TPID VLAN Tag FYIR 515

6.2 Voice VLAN

REIBESHIEEHILERNZFHLIETTER[E A ACL (Access Control List) XHiEH#1E
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BT 5>, FEA QoS (Quality of Service) RIEZHIRE. AECAIRE EAENE
EEERAEHE, $RET Voice VLAN H51. fE#E Voice VLAN TIRERY I O ARIEFE AN O AY
R BYE MAC it FESR AIMTZER R B A IBEEEURAR . R MAC it & R 5%
BHIEZ %% OUl (Organizationally Unique Identifier) #iHERIRSGA N BIBZEIER. &
W ENEZEIR RV E DB BaIIA Voice VLAN £, MTfET BAEE, ST HA
F{EEEIESEIE.

Voice VLAN 89 OUI #dit: OUI #idiEFRm—> MAC it . ¥ 48 ALy MAC HbilbF1$&
AT ALESEE T I E OUl Hidlk, AR EH) MAC HilbF1 OUIl #biit ITEEA9AI %R,
BRhe UHNKERE. 10, MAC it h 1-1-1, ##54 FFFF-FF00-0000, AB4E MAC
it 5 EARN BRAH TS EENE SRR 2 OUl #iit 0001-0000-0000.

RERENIREH MAC 38T 24 S2F0 OUI #hHE9RT 24 RIITES, BRA{HEE Voice VLAN ThAE
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HEID-TEE

[First | | Previous | [ | Next| | Last |

[ mm ) mx [ #ee ]

ANtk

VLAN | (1-4094)

FEEE S XM TR,

&g 15 BF
MAC HiE TR MAC it
VLAN MAC it Fr /8 &9 VLAN ID

7.4 iwAZRE MAC Hullt 3k

MR MAC #13HE & AZ4e MAC, NiZimO R AFL4E MAC MEEENU K Z@id, Hith
BIEVISEER
BESE:
1. BRSSP MAC HlER > wO%RE MAC it R FER#HEARE, W TERHAR:
_ﬁﬂﬁiﬁﬂﬁ

ExAal v |=8 Showing O to O of D entries Q | |

l HEIOT SR I

| Fm || s || B | [ First | | Previous | (4 | Next| | Last |
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R e

""" mackst | |

""""" viAN | |

e
i

FREEEE XM TR,

EI1EM Wt A

MAC i3t L4 MAC Hbiik

VLAN MAC i3t Fr /8 A9 VLAN 1D
i 0 MAC 3k xf 7 B9 B 1D

8 4 RN

AR ML R AT #7810, RENEZTENE, BESFERALRMERE. B2F
RAUREBSEZHRME E=EIREE, 5|& BXREME MAC it RAREFHENR,
MNSBAFBERERE EZBETH. ABRTIENEFOIRERE, =HE 7T 4R
Y STP (Spanning Tree Protocol) .

EXZMUNEAREIE—H, £MRHNEEEENENLZRMAHERNN, NEYIH
IEEE 802.1D FE X B9 STP F IEEE 802.1W H/E X AYRE 4 mi &1 RSTP (Rapid Spanning
Tree Protocol), FE|&#FTAY IEEE 802.1S H1E X MY % & At MSTP (Multiple Spanning
Tree Protocol) .

A BRI, MSTP 3&& RSTP. STP, RSTP 3& STP. =F4 st AYEL & anaR Al
o

=R AR I A LR

AR | BR INREERTE

STP TER—REIREE, BRI BNEFXUAL | THFEEX 2B AL SR
RED. B, B VIAN 52—
K SR AR EH R

RSTP TR —RILIREERN, BRI BNRIFLIT
FEM,
K SR R

MSTP R —RTIRBEEA, MR BNRFXUL | FEX B AL SR
REH. B, FXUWRHME. £
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SR E R,
ZRRERMTE VIAN B A E, RE
VLAN B R EIXBARNERHE X .

B9 VLAN BiL RNERE
BWEERE, FIREMN
Wz BB BT,

FEIAKRM I h AR E £ B IMLUE, NRME IR, £AMBERINTE, o

SCIR

® HEBRINES. BIIPEZEITAREERHRMLE T ] BT A A KBS TR
o GEIEL HEUAMMBRRENIEN, RMALREMEN, REMNESERML.

8.1 ThEEiRE

RMBCE STP £ /S EAIINRE,

S, WERRIRENTR.
BRIETR:
1. BESHN PR AR > T RE E, HEAERMMUEERE, MTERT

E—ERENMBRREE, FTEREIBDREH STP

________

________
........

________
........

________
________

________

........

________
........

________
........

________
........

________
........

________

........

________
________

________
________

________

__________________

____________ ¥a! O e
S Tl osr
B8 | @ RSTP
| O MsTP
® LongisEst
mamEsst] o O
P O ER
Bpnuséﬁr‘ﬁti ® =
isem | [32765 |
Hello Time | 2 |
Max Age | [20 |
Forward Delay ; |15 |
Tx Hold Count | [5 |
% | [1C2AA00:00:12 |
T o | (0- 65535, 25
Max Hop | [20 |

__________________

FHEEEXI TR,

ECE I Wt BA
pip= AINEIE, FRIZIALE A Spanning-tree
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ETRN

THE=NEELR, B STP. RSTP #1 MSTP,

BRI TRART

Long 2= A Short 3

BPDU %% A1

Forig &R E BPDU HRXE, AETERXMITATTR

L%

om0 ER

Hello Time

Hello 3 kY i) B A 8]

Max Age

Max Age E1LiTE

Forward Delay

Forward Delay Ff[g]

H#

MST 1%, BRE{EIZTHYIEE FERE MAC i,
AR BRI B AR S MST 589 VLAN &I 3R, MSTP B9ETTR

AFEEIFEIZ IR & T DU TR

2. HEHENMHNEE.

8.2 imHiXE

BN, STRECE

A-ERENMERER, FRAZRDDTHRIIREEOMN STP S, MEXEIRE

YRR o

1. B SHATA AR > wAREXE, #NRARERE, ETFREENR
AERdfEs, HEAFMERTE, MTEFT:

mOEER
Ql__________]
T\ ®5 | w0 | % | mEnE | %R | BPDUFilter | BPOU Guard | SO | ARARHS | #0RE | BOWS | EEWD | ESs00 | w0 |
] 1 TE1 =8 2000 123 =5 =B =E =5 Disabled  Disabled 0-00:00:00:00:00:00 128-1 2000
] F: TE2 2R 2000 123 25 =8 =F =5 Disabled  Disabled 0-00:00:00:00:00:00 128-2 2000
® 3 TE3 BA 2000 123 =5 zE =E =5 Disabled  Disabled 0-00:00:00:00:00:00 128-3 2000
(] 4 TE4 BR 2000 123 =5 =5 =25 =12 Disabled Forwarding ©0-00:00:00:00:00:00 128-4 2000
] 5 TES BE 2000 123 z5 Z2E 25 =E Disabled  Disabled 0-00:00:00:00:00:00 128-5 2000
m A TFA =1::) 2nnn 172 =5 =E =5 f=d=2] Miaahlad Mizahled ANO-NArnn-NO-NaNn. 1284 2000
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O

____________________

| TE1-TE2
| | TR

[ | @
[z

____________________
....................

____________________
____________________

____________________
____________________

____________________
____________________

....................
____________________

....................
....................

| @ =3

| O 7

P O FiE

| Disabled

; 0-00:00:00:00:00:00
| 128-1

§ 2000

| False

| False

) B3
i

| T2
| T2

] .’\'@. 0

FEEEE XM TRA=.

fe B IR 15 EA

3% 0 FERERMNmHS

RS ST R4 R INEE

%% 0 NEIHANEEEEIRAPLE, MARR— DB ME . h%kin
O IRt E R 2R, BATEh%GinD L, WERIEENEL
AR, BT uﬁ—%%m&ibé%ﬁﬁﬁmaﬁ, A& BRI S B
E R AORTS . BUGE B EE 5 B A &im Ay UK 5 O B & Aob %
e, e IREEIE R AR

BPDU Filter 25T /3 BPDU i JEINEE.

BPDU Guard & 7TT /2 BPDU MRIFINEE . BUIARA AL, Hix& L B3N BPDU {RiF

IheE, MRFOUET BPDU, &EHXLEOXF, R BHMNER
Z, WEXANEOREAMESBEARFHNRE.
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Point-to-Point ®‘EFE. XAME.

Bl FoimHREARENESNCNEES 23 S 8EEHEEARES.
FE: RrBEEROLS ST S SEsEE.

KIA: RRFFEROEES X S sEEREE,

2. HEHENMEEN. Bi'NMA" THREE.

8.3 LHIEE

it MSTP B8—ANZHRME 3R, BNMEAFRSIRERR, £z EHKL
T, R4 A I — A2 4 A SEE] MSTI (Multiple Spanning Tree Instance), &M
A fg— MST 35 (MST Region: Multiple Spanning Tree Region)

(L 3mm:

FriBSEBIzt R £ VIAN S— MRS . BIEEZ S VIAN 832 — 2], TIHER
EFHEMRIR S AR, MSTP EANSLEIHAFMNITTERERY, XA Lol XTI A
&, JRUES MERAFNEAT VIAN BRESE] —SLBIE, XL VIAN fEin A LR LIRTS
BURTF ik A X R MSTP L6 19IR 7S .

IR, R — D E A VLAN B35 E MST LB A9k ST . — K o] 3 F— sk £ 4N VLAN
BRI,

BRIEPR:
1. B SMM P ERMIHL > SSERE RS, #AXHERENE, EFEFTERENS
ERRISEB, REER, #HNMEXSTE, FEMTEMR.
MSTEplfcE:
Q| |
| msT | thsem | 1D | D | #5500 | 1723 | Remaining Hop | VLAN |
0 32768 32763-1C:2AA3:00:00:12  0-00:00:00:00:00:00  NfA 0 0 1-4094
1 32768 32763-1C:2AA300:00:12  0-00:00:00:00:00:00  NiA 0 0 |
2 32768 32763-1C:2ACA3:00:00:12  0-00:00:00:00:00:00  N/A 0 0 |
3 32768 32763-1C2ACA300:00:12  0-00:00:00:00:00:00  N/A 0 0 |
4 32768 32763-1C2ACA300:00:12  0-00:00:00:00:00:00  NAA 0 0 |
R AITRA PITRA_AC-2A-AT-NN-ON-47D MAd-N-Nine Mdn-nn-ning LAY ] ] L
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EEMSTGIES

————————————————————————

........................

————————————————————————

________________________

........................

(o] E 32768-1C:2A.A3:00:0012

........................
........................

#ﬁ-ﬁl[}i 0-00:00:00:00:00:00

........................
........................

........................

R =

........................

I
REE XN TRAR
ECE I 758
MSTI ZHE LGS, 0~15,
VLAN KIS AY VLAN S
it REEELFINLER, DAE 4096 B9EE. THEEE 0 F 65535,
TRE{EZ 32768,
# 1D KRBT I B SEBIFT ID, HBILER+MAC it AY
RAF 1D HH A LFIARST ID, BRER+MAC Hillb 2B A
Rif A HEH A LFIRG O S
R 2R BB B AR AVBR 12T 2]

2. HEHNMMEEN. Bi'MA" THREE.

8.4 I fHligORE

1. B SRR E Bt > Kl ARE SRR, #AZERNIFHARERE
FEFIETREEENMARO, EXRFTEENNWA, [EERIRE, #ASLGwO
MECESTmE, TR
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MSTiROAES:
MSTI

Qr______]

U ®2| w0 | mews | g | sO08E | BOKS | B X8| BEMD | [SER0O0 | ROES | Remaining Hop |
1 1" -TE1 2000 128 Disabled Disabled RSTP ¥ 0-00:00:00:00:00:00 128-1 0 20
O 2 TE2 2000 128 Disabled Disabled RSTP #F 0-00:00:00:00:00:00 128-2 0 20
(] 3 TE3 2000 128 Disabled Disabled RSTP #7F 0-00:00:00:00:00:00 128-3 0 20
[} 4 TE4 2000 128 Disabled Forwarding RSTP 3% 0-00:00:00:00:00:00 128-4 1] 20
O ha STED 2000 128 Disabled Disabled RSTP ¥ 0-00:00:00:00:00:00 128-5 0 20
O 6 TEB 2000 128 Disabled Disabled RSTP #F 0-00:00:00:00:00:00 123-6 0 20
EmMsTsES

————————————————————————

______
———————

&1 TE1-TE2

_______

__________________
_________________

_________________

[o | (0 - 200000000) (0 = Aute
|

| Disabled
| Disabled
| RSTP
B onw
| 0-00:00:00:00:00:00
I1281
| 2000
| 20
I

FEEEE XM TRA=.

Bo &I iﬁ‘é !

MSTI HAEFATHEEERERENLS

i A FHFL?%%%EEEE’\]%D

BRI TE %R BN OMRRFEME. # IEEE 802.1t SR T AN EESEEE 0 ~

200000000

L%

W O ER . BEMNRTIEERES.
BEOMERTUEmEOEIEE MSTI EHNAE. BRTIMAERE MSTI £
XTJ'H_&DEE%THE/‘]'T%%?& U\ﬁﬁ'{%jﬂj VLAN E/]/MLE/HZ—HEI]%IE%EE‘%
KR, ST VLAN TiE 1B IhEE.

W FOMARMBER, MSTP SEFNTEZEAMNARHHETREER.

imAAe

DAH=ERimA, FEEwA, &FiwHA, Disabled

i FURZS

BIE=FIRZS, Discarding, Forwarding, Disabled
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R BT A& AR RS

it i QSN AR, & AR 0 MR B A

2. REMNMEEN. 85N THEE.

BLZE MSTP ThRE 15l

SwitchA. SwitchB. SwitchC F1 SwitchD #%z17 MSTP, J43LZE VLAN10 F1 VLAN20 89575
ERHENIE, MSTP5|IANT £LH], MSTP oI E VLAN BLGt3, 3T VLAN T4 s SLBI4E
SBE, S5l 1 MRS VLANLO, ST 2 BRSt VLAN20,

Switch A Switch B
TE1
o <
TE2 TE2
TEZ2 TEZ
@)E(l TEI:@
Switch C Switch D
PC1 PC2
MSTI1; MSTI2:
vian10 vlan20
(O Root Switch:SwilchA O Root Switch:SwitchB
X Blocked port X Blocked port
BIESE:

1 EELTFHAMNANEEN_EHLINE, X IZE SwitchA. SwitchB. SwitchC #
SwitchD €& VLAN10, vlan20, B Sfitdd 9 VLAN IhEE > VLAN B2 & > 6% VLAN”
XE O FEANCYEVIAN'GE, ESHNESE, S5 NA, HEE, WTEFRR.
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: | EHVLAN SEEVLAN
| [VIAN3 - VAN .
L [vuanae o VLAN 2
e VLAN 10

. VLAN. ) ang VLAN 20

i L vy VLAN 100

: b VLAN 8

5 VLAN 9

| VIAN 11 - -

2. BXHIFH FEANRE RO VLAN, B S B VAN I8 > VLAN 2
B> pRAREXRE #NBREE FE, EFKE0O, #AKOEREER, 234
VLAN10,VLAN20 # 8| AIEHE, B A Tagged” B NA", ZHERE:

ERsRES

! ) Forbidden

i 30 GE1

¢ #Es. Trunk

5 L [2 i 1UP s
i 100 10T

! ] 20T

. mR . .

i i @ Tagged
! () Untagged

3. B SRR ERMIIY > IRRERE, #NTIRRE, HSHENEE, ©£F
MSTP R, S EW TEFfR.
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__________________________
__________________________

__________________________
__________________________

ug [1c:2aA3:00:00:12 |
eiTEE | o
Max an; |2ﬂ I

__________________________

4. BEESH) MSTIT MBI MSTI2 £9 VLAN BREF X R . B i SATH Y 4 YL >SK6)ix

BXE, #NIHRE",

M TsEhiRiE =

HEHENSE, Bi&9Rm, REnTEFR.

Q |

#5019 | Remaining Hop |

0
1
2
3
4

| MSTI | $i5%R |

32763
32768
32768
327638
32768

AN\ s
Py

® & SwitchA BIE MSTIL FOLER K 0, MSTI2 B9 5B KA 4096,

32768-1C:2AA3:00:00:12
32768-1C:2AA3:00:00:12
327658-1C:2A°A3:00:00:12
32763-1C:2A:A3:00:00:12
32768-1C:2A°A3:00:00:12

0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:D0:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00

INFA
INFA
MEA,
INFA,
A

{= R == N == E == [ = |

1]
1]
o
1]
1]

1-9,11-19,21-4094
10
20

® T2 E SwitchB BY¥§ MSTI1 ML SR H 4096, MSTI2 L RE A 0. BRBHES
SwitchA —&t, REHER,
® fRERIMIARE 4096 AIfZEL

5. i, Bc & MSTI1 5 MSTI2 BiRFF 5 &M R AF, L& SwitchB 25 MSTI2 B4R A, BC & SwitchB

A MSTIL & MRT. BIESRE 65—, FHEER.
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6. 2N LERE, KMNEEBTMAIR, KEUERIEAE .

8.5 X Grit

BRIESER:

1. BHSHMPAERRIIY > /RXFEITERHANTE, O TEFR:
RntE
Rl #

Q|
o [ [ #BPOU RZBPDU
! | &S| =0 | TCN | MSTP | Config | TCN | MSTP
O 4 e D D 0 R D
o 2 TE2 o0 0 o0 0
O 3 TE3 00 0 o 0 0
O 4 TE4 0 D 0 00 0
(J 5 TES o0 0 00 0

9 ERPS

ERPS (Ethernet Ring Protection Switching, LAKIE MR {814 ) J& B & ] S 4 A1
e PR LUK IR BE 8% 4R e 7E ORI IR SE B I e i )7 (- 2008 20 % 5 R i) ) R R, T
2 DA WA IR e A A B R SIS DK AT B IR %A a5 2 T B A B, LA e v A S
.

'E UL ERPS MOy A AL, & FA5 5, it PH%E RPL Owner 31, i oAl
3@ O, 15 O B ASTE Forwarding A1 Blocking 2 [ U1, iAW E H ). [H
I 2] VLANS #idls VLAN FiT MST Or4pP s2 il 5L, ASE 47 SEI ERPS D) RE .

9.1 IIEEECE

EEMEZESF ERPS THAEMFF BRI X T
1. B SAFEFERPS > ThEEEC B KE, #HAEEERE

T ERTR:
Erps-‘ﬁ%é . i}:
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9.2 ERPS 3431

ERPS 4L b — MR AT LU S AN, 5 S22 — AV B AR . AN 1 B
B MG A SR B, DA% Owner %5 s 45 SEBIIE Jy— MESTRO PSR, 4E9 4
FAR A R R
1. $HSHAHERPS > ERPS HIVEHE, TR ERPS SIAIIRRE, AHKAUES
B, MTEFR:

Erpss&fl }EI | 0 -0

RiF

ERPSSEfilficE

Q[ |
1 | =00 | Rk | e | Bstvian | WIRIE | Guardilis] | THeEt | 3D | BB | ®iPshl | poro | BOXE | HOWS | portl | SOXE | BORS | ARG |

] InsD — -

2 VERSBIBEEHIRG, EALFRERE, NTERR
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___________________
———————————————————

L O TR

s | o

||f‘v‘ali0 range is 0-7)

...................
...................

wipsepl | o

|(Valiu range is 0-15)

___________________
———————————————————

fegivian | o

|cvalid range is 1-4094)

...................
...................

n

WTREE | |

|(Valiu range is 1-12 Min Default is 5 Min)

___________________
———————————————————

Guardiial |5E|{|

|( “alid range is 100-2000 ms. Default is 500 ms)

...................
...................

| @ EhEE

________ TR O o
------------- FF m [+ |ovalid range is 1-239)
ﬂi;gﬂ |D |(D—masterring}
pom = =
O =m0
| _:','- Eil=p W
P - =
NIA v
| ® =ERD
sOI®e o
LI St = B
sE || xm
RS S
BECE I 158
RS Fia/% A
IR 7] JHERBIERF 0-7
RIS %38 ERPS HMUIRSCREHEIR SCHY VLAN AR BRIASLBI AR, X
# ERPS tMY A ¥ BR HL B 2 JR XX Le4R SOt F735 A PR ZE . B/ I,
VLAN R OTRE S 7E BRI 48 i = A T 1B B SEUNE AT A
=4 VLAN =] VLAN RISk f%i% ERPS MR
WTR F i8] AR T, RPL Owner i 0 T H 82 B8 SR MR AT, HikE
WERS, F1FWTR ERN @8RG, ZHBEZE RPL Owner i 0
Guard ffa] 7e 3w QAN B $5 B8 R B A 250 Guard ERF %, A TBILETRN L%
TR SEAYR R-APS JE B 5% B X W R E A D ENES
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TEiER X ERPS #5BEME EHE /5, TJRIBITIRE ERPS AT iR /AN 0] i 45
ARAEREEHEE RPL owner M,

X ID ERPS IRz

IRKEY 0 AFEIK, NEXFER

Port0 ERPS IRpk Rk O, FTF ERPS TR EWMUIR XA IRIR LAY 1%
Portl ERPS IRpk Rk O, FTF ERPS TR EWMUIR XA IRIR LAY 1%
wmAfAeE @m0, R BERONEE &S558 AP AO MR ST SRR S .

FiwO, AREEMRAARTS R EAF RPL EAwO, BAEFAER
B, M THEESEliE

PE/EH A, RPL _EFMFim OEEMm D, hE FEimOBREMBF AT
S_EAIFRPL ERIHO, #ITHERREH#

—PEwmA,

yi\N-—
pas) W

® ERPS DhEE{XE O B /NF 20ms TI#a/ ik B ZERT
® (XEIFFIR

10 Efpgie

IRE&AS M (Loopback Detection)IhEE IR BECE M T : XWXl is O # 7L BFim O RN
TR, XHEE, BRYMNEXR

WA AT (E) [E)FE, LRI MGG O Bk E R B B, Bid e/ DEsE, Rgald
& RILE R ROIRER B, MR D ERBE KRR = . X BN F N FmFH TIEE=.
1. BESMAAPREEN > RELNESE", 0 TEFR.

—————————————————————

*ﬁﬁgi L 7Tiz
Pt e oo g SRR
e

FrEESsvian | =

_____________________
.....................

.....................
.....................

_____________________
.....................

.....................

loopback port fii&3

ar |

I_I‘ﬁﬁ‘ﬁﬂ‘ &t | %5 | wmouws
IE:

I Automation ZF  Forwarding

2 TE2  Automaton %A Forwarding
3 TE3 Automation ZEF Forwarding
4 TE4  Automation ZEF Forwarding
5 TE5 Automation £F§ Forwarding
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FEEXMTF

Bo &I 75 A

RS N ERFR, FR/ZER

Fr & 2% VLAN SOME VLAN, BRIARTFRE

PRE AN IREE PR 246

& N B 18] MBS B, BUAA 5 F)

PR 5 B jE] R BN RS A B A EHA, BRIAC 30 7
%0 iw A%

R RN TIEHES, BahfFah, BIALBEw
RZS 3% R IRERAR M FF 5%

3 FURZS i O BPIRZS

11 #HFtRI

LLDP (Link Layer Discovery Protocol) =& IEEE 802.1ab & X A9%EEE B 2 I

e MEENZERUAR, TERREENEEDIE, R&RR, B0
EX, HAMEBECHRBEERE, BEEEREFXLEFESEEEEMIFENEREEE MB
(Management Information Base) YT RFFRER, INENKEE R G TR FIMEEEEAY

BERDL.

LLDP A U AR & MESARERF LML ACHZREE, AREEREMNZ

iR & 158 MARE MIB (T REFEXR. TEREW TER®.

LLDP RIB4ER]
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KMt & AL I B E L I
LLDPH JEMIB LLDPH EMIB Pl = YnEi T - MIB
(A[ik) (Afi&) (k)
t i =@ {AMIB
_ i (ATiE)
LLDP# 1th & £EMIB LLDP iz & & £EMIB
#EOMIB
¢ ¢ K (Al
HLitMiB
-l LLDPH M EEGE )
LLDP{tE! rARE:
LY r
A b i EE i g 5 R
LLDP EASIREIE N
® |LDPiEHET LLDP RIS & EWIEHAF MIB. LK MIB. ##0 MIB U E H KA

MIB (932 B, SKE#HE C Y LLDP Kb R % MIB, AR AR & B E XK LLDP ¥ & MIB,
BARMIR &S EEHE R LLDP MR EAITIHRE .

BT imR & &K A LLDP i, BHHECH LLDP min R % MIB, MELHmEEETE
X9 LLDP ¥ [& MIB,

it LLDP RIEUW A LLDP i, REMRFEMMETHERENELS, BEEENIEZ
RN ED . Timi& & MAC S A

LLDP A ZES: MIB FIRIREAMIE&ELE. BIFREID. 0O ID. RERR. RSG5
R, EOFR. MESEIEER.

LLDP imim R4t MIB AR RFRImE&{EE. BFE& ID. EO ID. RERR. REH
R, EOFER. MESEIEER.

LLDP-MED X LLDP A EHl, HEAR ] NiET LLDP-MED W H#TH ‘. MWEZEE
FPRNER, TUERTHREST FATFEERGERM T BME R ED.

11.1 LLDP ThEEEC B

BRIELE:
1. BHSHWPHRINRIL> LLDP > NERE S, #NTEERE FE, WTERR.
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woe
i wE VTS
REES| 30
Hold Multiplier | |4
SHALEEE | 2
{S@RE | |2
(LDPMED
pEESESitE | ]
FES XM TER
fig & I 1% BB
RS FFEE 3% #] LLDP 1KY

LLDP $RXCALIE = | € (7] LLDP i A, LLDP 3R XX 4bIE 75 =4 “Filtering” (i) ,
“Bridging” (& %&),“Flooding”((Z )3 Ff

KIixEER A 30 #), SEE: 5-32768 F

Hold Multiplier RIEFHFEIR, BN 4, SEE: 2-10, REFALREBHFIERK
F 65535

EFWRMHER BN 2%, SoE: 1-10%

fRIXFER EiN2®, SEE: 1-8191 7

REBHNERITE | LLDP-MED s OHRE BshER X E BKiA 3, SEE: 1-10

AN L

%% LLDP ##E# 5T LLDPDU (LLDP Data Unit) A9 KMIRIHFRA LLDP R, TLV
AP LLDPDU I8 T, B4 TLV HREFR—ME 2.
2. EEMRNMEEM, BHNA", THREE.

11.2 iwARE

BRIEPE
1. BEHESHMPAHRINLI> LLDP > imARE SRR, #NimARESRE, WTEMfT.
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B e

Q |

| ®s | w0 |8t | 2sny |

] 1. TEl e 8021 PVID

I:I 2 TE2 W& 8021 PVID

] 3 TE3 W& 3021 PVID

I:I 4 TE4 & 8021 PVID
REE X T &

BB L
#0 XHRE S D
W AER K% LLDP 1B CAE T
Bt TLV BEit TLV{EE, VIANER
(L 3

LLDP F X T mfh T E4E =, Transmit(R &) : R%& LLDP IR,
LLDP #&3C, Normal(&): BE & ixth UL LLDP #R3C. Disable(3%#): BE A& & th AN #ZEUL LLDP
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X&HiE FEMA AL TLV N EARBIE
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[] 3 TE3 0 0 0 ] 0
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fEEMBMENYT KFINERELRENIRS, WEALEHXBEZR, £FHINTENNE
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2 &
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DHCP 14 IP itk 4B

IP itk 43 Fic SR E&
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o FToilt: AEBERADERESR Fin (0 WWW REw%5) BSHEEEMN IP i
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CK ﬂ
DHCP Client oneP P
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&3k DHCP-Offer iR, & Fim RiEZE—ULEIRY DHCP-Offer 183X, AR &7
R (6% DHCP BR%5 8% [E1 &2 DHCP-Request XX, Z{E B P& & ik &Y DHCP fRE
FIER P AR A,

HIARTER . BN DHCP BRES2EFAIAFTIRML IP HbHEAOBNER . 24 DHCP JRS-88ULE DHCP &
FifEZ ) DHCP-Request IR X5, ERE FimAEE R CAREN P HitfEE%
E 9 DHCP-ACK FIAIRS; BNIRE DHCP-NAK R, R R BE D ELAIZE
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Fot R D EC R A9 HE) FATHBUEERN, MREN EMNEIREEREIEN, &A%
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88



(2) DHCP & Fif X E KM

4 DHCP FAHRBRE XML, FEBIIUT/ILNPES DHCP RS EMIHKR.
DHCP B E RIEHMEXMEE, UMEBEXMEN, AR[E HEE XA E P i
&) DHCP-Request R X BIT], AFEEH R AKX DHCP-Discover X,

DHCP BR&#3 U Z| DHCP-Request IR /T, IRE Fin RIFMMUESEHE S E, MIRE
DHCP-ACK #IAIRC, 1BHI1%Z DHCP & Fimh &4 ARk Y IP Hudlt,
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13.1.2 FESARBEE

R|UEFMNAFBBERAR, ¥AE VAN FRBAIERE—NMABAR, HEKAEs
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AINRHFNE R SERT, fTBRIRMENCE LT ENESERET, FEa TEFRR:
HifE

PhE [IPvd [+]
B WE £H Showing 0to 0 of 0 entries Q !
| VIAN | B | BER | XE | BUHEE) |
i HEIONER. .
First F're'u;ious 1 Mext | | Last
| @m | ez || mee || Bz |
T —
""" VIAN| [T ]
‘| |
’ B
| [TET
I |TE2
=% |TE3
MR | ey
b [TES
i |TEB
|TEr
| |TES -
| s J| 8 |
AEEEE XM TR,
[iS=esil 15 AR
VLAN BIBHEFFER VLAN ID, THOIEFERXRFZR VLAN
IP iR A ZH1% P Mol B9 RRA R v4 12 V6
HREHb L LN R L

94
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13.1.3 FEHRwAOERE
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13.2 IGMP Snooping

IGMP {51 (Internet Group Management Protocol Snooping) 2z{TE_EB&R& LN
ARBARYG, BT EREFIAREE.

Z17 IGMP (i B — B R &R IT UL R A9 IGMP 4R SC# 704, him AF MAC 2%
USRS AR, FRBEBXEAMH X R L ABEIE.

MTEFFR HZEEEEFEFTIGMP Tk, ABEHFEE_EH % F"FE
Fiz177 IGMP il /e, EMABEANBREEIEASEZEH & mE_EWRARSIEE
iEWE, BRAMABEENASEZRN &,
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A E 60 LY B (6] EEIRCAVBATAT (8], $Bad RN RV A (8] 4 48 A
TFEAEEREL HEARB R RAKRE

AT ER i LA & 1R SCAY (8] B B [E)

2. HEHNMEEN, BE'NMA" STHREE.
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BRIELR:
1. BHSHMT R 2EEE > IGMP Snooping > IRXGIT"EEFHANFRE, W TERFFR:

100




E e N
""""""""""" git] 0
. EBEEEK 0
mmEX N
[ Leavelfxx | 0
""""""" ReportfEX | 0
. BEmEEX 0
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7%, MERAEIE_ENEEERE.
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AT BRZZMERET VIAN (UERE L ST #ERIE, AR A IGMP ATt Sk IZ 6l
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RS F+/2 537 DHCP-snooping
VLAN DHCP-snooping 431 VLAN 5
g 1 it & DHCP-snooping i OS5
=1 Zis A28/ B fEERD
S kv: bl o] EEFBREPmti—EMHRE
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FRE in 2R BRERRS, REEERE
2. REMNMEEN, B&'NA" ZHEE.

RIEER

Q | |
| &2 | WO | BE | EPEBEs | RE [
In 1 TEl EH BE 100 |
O 2 TE2 =HA BH 100 |
O 3 ™= == =5 TIRE
O 4 TE4 EH EH AIRE
| — £ Toce &M £/ TRE=

15.8.2 |Gt

BRIELE:
1. BHSHMMTE RE > DHCP Snooping > RIS REHNFE, MTEMT:

MRS

Q]
e ﬁ@mmoﬁim
- == P s =5
m 1 TET 0 0 0 0 0 !
O 2 Te2 0 0 0 0 0 .
i = 0 0 0 0 0 |
iuj 4 TE i} s} o} i} 0 '
- .
O & TES5 0 0 0 0 0 |

15.8.3 Option82 ThEEEC B

HEME R MREFAERIEA DHCP RS2, B SEAABEIERMN P Hlt, A7
fERFEERIT 5 AH DHCP RS8R IP Hllt, PS7024 ALK M ZZ#4/l49 DHCP Snooping
Z2HE, AFEEDEEAGETROSAEERA.
® EEimH R5G7AMDHCP RS =FE D e E MmO 5 im0 X 12 #9 DHCP

WX EEHE L, MMRIET DHCP & Ak BUEHHY IP bt
® REEmA BA5EEM DHCP REG=HEENIRD .. WMRMNE LR HZEWE| DHCP

PR %5 280 7 A9 DHCP-ACK #1 DHCP-OFFER 3RXX & FEF, MBALET DHCP & Fimik

BEERAY 1P L,

Option 82 & DHCP IR A 4R IZ(Z 21ET (Relay Agent Information option), 1%
EIMICX 7 DHCP B isMAIES B . DHCP A4k (5 DHCP Snooping % &) #£ULZ| DHCP
K iR 1%% DHCP RSB HIEKRIRE, o AFEIZIRSCH AN Option 82 3£T1, M{EEIE
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RENL DHCP B, LU EFimfILEMITHEES, X $F Option 82 IETAYAR 2818
T PURIBIZIE T (E S HITT 1P Mt FIH S E e B SRER, IR E MR AR BT .
Option 82 & % o] I{B & 255 NFiEIl. HEX T Option 82, MENDEEX—
FIET, BRIEEXEZANFEI:  Circuit ID FIETE Remote ID FET,
T RFC 3046 XF Option 82 MARXEL—ME, AR FEFRBEFTEHITET. U
AMZZHANIEA DHCP kg &, X #F Option 82 FIEIAMY BRERER, HEAERLT
MEZAROTE.
sub-option 1 MR ARZEWE| DHCP B iniERIRXMixmAFE VLAN K%
SMUEIHmAERS HAORSINBRE NKODERSE 1).
sub-option 2 MABEEZEKE] DHCP B FiniEKIRXA DHCP H4% &M
MAC #idlt, sub-option 1 FIRNAREKE] DHCP &FAMiERBXMHEOFE VLAN B4R
SMUEIHAERS HAORSINBRE N KODERSE 1) MTE.

0 7 15 23 31
Sub-option Type (x01) Length (0x06) Circuit ID Type (0x00) | Circuit ID Length (0x04)
VLAN ID Port Index

sub-option 2 AR LEWE| DHCP & Fimig KR A DHCP H4ki%k &I MAC
Ho ik,
0 7 15 23 ki
Sub-option Type (0x02) Length (0x08) Remote ID Type (0x00) | Remote ID Length (0x08)
MAC Address

DHCP H4k%#¥ Option 82 T {EHHl
DHCP % /#3814 DHCP A%k M DHCP ARS8 K BL IP 31k £9i4 72 5 B 4 M DHCP BRSS
FRIKE 1P MRS REAARE, HELHEI. BE. EENFIALENHE, XEBRH
48 DHCP = #% Option 82 W& TIE#G], BAmT:
(1) DHCP F#kiz &l E| DHCP ERIEXfE, BREBXHEZEEH Option 82 EIL, I
HATIER A9 IE
® WMRERFXHFCH Option 82, DHCP HkiR&LIRIRE B 19 KM IHZIR #1740
B (EF. HAB4EEARER Opton 82 HIMERIRXHEFBH Option82 IEIME
RIFIRIURA R Option 82 M), ARBEHIFERIRIIEEKL DHCP k.
® {NRIERIBXHIEH Option 82 T, M DHCP th#4ki& &I Option 82 IR INE
R Rt k4, DHCP RS ES.
(2) DHCP Hr4fix &L E| DHCP RS ariiR IR/, BB T A Option 82 58, A
[E%#H DHCP ELEFEEMREEKRE DHCP & P,

L) 5
DHCP B R i K XM IE XK/ X B R, 7 7 A DHCP-DISCOVER #R 3C F1
DHCP-REQUEST 3. BFTAR/ W4EFH DHCP RS #%E&XT1E KIRX A4 IBHLHI A

B, L& F4AIE DHCP-DISCOVER IR X H Ay Option 82 8, MAE LLIE
DHCP-REQUEST 3R H Ay Option 82 58, FIk DHCP H4ki& &35 783X B FhiR S &R 7R
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Al Option 82 %I,

ZH#ALECE T DHCP Snooping, HX#¥ Option 82 TheEfE, HIKEIAY DHCP & Fimk
A DHCP 1EKIRXH 7 H Option 82 IR, RIEEE MRS FEINA B AR,
DHCP Snooping 33 SR AL R AR [E]

BRIESR:

1. BHESHMAPMN LS > DHCP Snooping > Option82 THEEEL B "X 8, # A
DHCP-snooping Option82 HIREMECE SR @, B©& Option82 £ F[REMKAEE, EEFES
TRENKD, STESURE, # AN Options2 FHELER®E, W TEFF=:

| RemotelD| 1c:2a:a3:00:00:12 (Switch Mac in Byte Order)

___________________

HORER
Q|

C| ®E | w0 | s | s |

O 1 TE1 % ==

|5 2 ez = =25

0 3 TE3 = 5

0O 4 TE4 = 5

0O & Tes = =5

pA || =@
SREEXRAIN TR
ECE I 15t AR
Remote-id iH3E Option 82 F Remote-id FEMHNA (tLtLWBAFABEXHEAE
aaaaaaa)
i 1 282 Option82 Mk A5
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RFIEERE i 71 /3 Option82 Migkfa, IEEEin N AR SCALIET R

R¥F RIFRCPH Option 82 AL HITHE LR

EFF: EFRX

B B F ) Option82 FEx, MRHE Circuit ID BLE SRR EZ#
NEFELR

L) 3

Option 82 FE&H XY Circuit ID FIEINE, Remote ID FIEIM KA MECEHREIRZ, o]
PEEEHL T INEREE, BEEIFEASEE.

DHCP Option82 A ECE AR FHAAM, &HNixE [ DHCP Server & i #Y DHCP
X AL Option82 IEMA A .

LizINE DHCP ARE#3H9 DHCP EINIRXCH, MRIBXHEFH Option 82 I, N
Mg Option 82 FE#IT8A, MRIW/XFEF Option 82 HEI, NEEEEL.

2. HEHNMEEN. B MA" THEE MTE.

¥ BrEEY
Remote ID ; ;
|aaaaaaa

----------------

________________

DHCP Snooping 3% Option 82 ERBE %45, 1 FEFTR, Switch A9 A TES 5 DHCP fR

SEuH8E, W0 TEL, TE2. TE3 4335 DHCP Client A, DHCP Client B, DHCP Client

C #HiE.

® 7£ Switch EFF/@ DHCP Snooping Ih#E.

® %E Switch FimHA TE5 4 DHCP Snooping {EfEimH »

® 7f Switch EFF/& DHCP Snooping X#F¥ Option 82 gk, XW&idimA TE3 A9IRSC,
$% Option 82 &3, Circuit ID 55 Remote-id BRIAKIELE .
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HME

‘ DHCP Server

TES
Switch
DHCP Snooping

Client A Client B Client C

fi2  DHCP Snooping % #% Option 82 ThiitE A

BRIESE:
1. FF/E3#e4l DHCP Snooping Mgk, BHSAMMF A LE > DHCP-Snooping > TIEEEC
B'¥E #ANTVISREEFTE, T2 WTEFAR.

. #s | @ FE

P o . VLAN 10 -
: P [van 2 | vLan 20

| v [N 100

2. ®Biw A TE5 4 DHCP Snooping 5FmA., EEMENEE, 2HEHN. FEOTE
Fromo

AR

Q |

n = | & | MR
. 1 TEd =3 =
0 2 TE2 = = PR
OJ 3 TEz = = FIRE
0 4 TE4 = = FIRE
[] 5 TE5 &BEH = AIRE
0 6 TEG = = IR
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3. EMAMiwO TE3 EELE, X DHCP #&3CHJ Option 82 A Remote-id., B iSZATH
fy %4 > DHCP Snooping > Option 82 TNREECE "8, # N "Option 82 TEEERE", EF
wH, HFARORENE, EFEANEE, 25 NA TREE. FEN TR,

| @ BREEL
Remote ID |

E |aaaaaaa

WRENRER

4. EUAMIHEA TE3 EECE, X DHCP #{3XHy Option 82 H Circuit-id., & SMAHH
“Z4 > DHCP Snooping > Option82 Circuit ID TIEEECE "8, # A "Option 82Circuit-id I
BREE", AMMKOEE, #AFOEETNE, TEENEE, BH VA THEE. 7@
MTE R,

Option82 Circuit ID3E
=5 =5 Showing 1 to 1 of 1 entries Q]

[ ] FE3 10 TE3

[ First | | Previous | 1) | Next | | Last |

[ #m || &m || B

15.9 IP Source Guard

IPIERGHA (IPSG) E—MET IP/Mac 89 MR ST R, o XA LE B85 o
Y 1P IR . IPSG T RURIE = EM&S s 2&unix A9 P AR AHr, o] DURIER
ZENNREFEBL A CIEEN IP HUHPNEH W ENE, SELE HRIRMRER
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15.9.1 iwAERE

BRIESE:
1. BESHmMPH“EL4L > IPSource Guard > i OB EEFANRE, WTEFR:

e

Q |

| ®2 | B0 | vE | nEEs | EEsE | BARn |

B i SFEL  E=H P 0 HEE

O 2 TE2 =R IP 0 FRE

| 3 TE3 =H IP 1} TIEE

& 4 TE4 EH P 0 AREE

] 5 SFER  EE P 0 AEE

1 R TER E= =2 1= n FRBsE

BdesLRE

iﬁl:l' TE1-TE2
s O 7R
e
m; O IP-MAC
gE | oxE
AHEEEA XM TR,
EFiET 154 AR
i O i O 5 3=
RS iy A FFRRTS
REHETR IP: BRIA IPRFIPIEIRIR IP ik,
IP-MAC: A{UTER IP #isik, T B iE5RE MAC Hidik

BRAZKE i O AR R A EE

15.9.2 IMPV 487

7£ DHCP MZ& R, B#7S3REN IP #iltA9 A~ (3E DHCP A7) X4 o] 8177 2 M,
241155 DHCP Server. 31 E{R DHCP Request 3R X, X¥HE 3% DHCP AR EEFH
MEmR T —ENLZERE,
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AT HREIFIEIE DHCP BAIE:, T /BIR&RIE DHCP Snooping 4BE R4 MiiE M
FIEEZS MAC RINNBE. ZJa, ®&EEIRIEZ O THAE K DHCP A3 R AY DHCP Snooping
HBERMEADNITH S AR LEH PR MAC R, FRIE A 0% 57 MAC &
MHEEN . I, REREMAC 587 MAC RIMILE AR XA s @EITZED, BUIRX
SWEF A FiZEOTHIEDHCP A, REEEAFIEE T LKA 898875 MAC

R, HRXAERE, BUHRCEHEF.
BRESR:

1. BHESHMMFHL4E > IP Source Guard > IMPV 48 "3 ## AN IP Source Guard
MR ERERE, SR, FE IP-MAC-Port-VLAN 8 E4H, WM TEFR:

IP-MAC-Port-VLANBESE

=x[Ar =] 28

Showing 0 to 0 of 0 entries

Q[

|| O | VLAN | MACHSE | iPHitE | S | X | A8 |

1 ZEIO =R

[ wm [ ex [ me |

ZMIP-MAC-Port-VLANSEE

First

Previous

1

et

Last

.................

_________________
—————————————————

.................
.................

| @ IP-MAC-Fort-VLAN
() IP-Port-VLAN

.................
—————————————————

_________________
—————————————————

.................

SHE NIRRT

ECE I i A

o fm HBEATHIHOS

VLAN 4hE 9 VLAN ID

BE EFEHMEXR, HIPMV H PV FEF

MAC HbiF ZE R MAC ik

Ptk SRE 69 1P Hodit

2. HEHNMEEN, BE'NMA" THREE.
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IP-MAC-Port-VLAN4BES:

Sx[AI v]£H Shewing 1 to 1 of 1 enfries Q| 1
| ®O|vian | wmacit | IPishit e E-15 1 [
| ] TEl 1 DOO0:11:11:22:22 1921682 1237 255 265 256 255  IP-MAC-Port-VLAN EF  NA

First | | Previous | |1 | Next Last_
L sm | ex || #e |

3. BHEEHRKFIH KL > IP Source Guard > #UREREF X8, WTEMR:

“ e Mone
A= 0 Flash
: TFTF
T |
PR sStuhl |
SABEE| 300
@EEE | 300

16 ACL

& MEMARNY KFUREAIIZIN, X222 a2 6 FIX 1 58 A9 70 Be AR A 25 B 1R AN
BERNE, BUNEESHTIIR, T RUERBAIEIEER AWy E, B ] X IE
B, TAMLKEIERE, ACL (Access Control List, aliE#%IsR) BI2iHid A B X4 AT
AL A AL TR R (SR SR BT TR 9 D BE .

LA D EREHRXE, RIARE S AW 0 BNV A ACL XXX F R 1T
o, EIRMERENRXZE, REMLEENRKBEATFIZEIENNEESRD., B
ACL EXMEUREILEMN, LI MUEHEFTENREFTX2HAINEESIA, 0 QoS Hiik
DEMNEEX . B RE RN FRELIE, HREFI5IFk (ACL) o IASSMEIE R
RINEE. hR RS REEATHESNRINFIELLHNES. HEED HERERE
B, T®RNIEHEEEFESETAN ACLELL, EipRIIFRFPIEENFERME, FEL
FEEHIFUERE. ACL B —RINMERZAHNEEFECHTTHE, XEXHTUREKES
HiE MAC thiit. B MAC thab. J8 IP #biit. BE 1P Hhit, 3wAS%, ACLBII—&
5 A GNEREBEHITHE, XEFHTUREESNRERU. B, %O05%.
RIBNFH B/, o8 ACL 2 A AT JLF:
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® EKIPACL(Basic IP ACL) : RARIEHIREAYIR IP Hubik I E #M . ACL ID SEE: 100~999,
o = 9& IP ACL (Advanced IP ACL): RIBEUIEEAYE IP thit. BAY IP HitE. 1P &KEFATH
KB EHE=. NEESFIEMU. ACLIDSEE: 100~999,
° _E ACL (L2 ACL): 1RIBEUEBHIE MAC ik, BA MAC ik, 802.1p fE%E4&.
"R RBEZEZEEHEMN. ACLIDSEE: 1~99,

16.1 MAC ACL Ec&

ZJ2 ACL: 1RIEJRE MAC tbtiE. B MAC #illE. VIAN fEEk. —EMERE—EE
BEHIER,
BESRE:
1. BESMAFRACL> MACACLECE X%, #ANMACACLEE @, WM TEFx®.

------------

______________

SHEEE RPN T RAR

ECE T i B

ACL &FF B E MAC ACL #A B & FR

2. B ST A ACL > MAC ACE BR B 38, EH ACL B, B&H A e T~EFfR:
ACEsEIR

ACLE= |None [+]

[ WE £H Showing 0to 0 of 0 entries Q !-
: : B MAC B MAC : i 802.1p
| B | w@HE - PIAEEE | VLAN —
S FE T e [ | e | e B | w8
! HEIOTER. |

First Previous | 8| | Next | | Last

FEEFEEEXIRPN T RFR

ECE T i B

ACL &FR ®iT MAC ACL TUEIR B/ ACL M5

3. IHEHENMEED
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L AcLES a

| = | I

feE——— | @ a

i e O EE

: L O ®i@E0

: | © s

! & MAC |

E b il

S e | @ s

! H#h MAC

: /|

R | ® s

AR |

i P Oxf

e | ® e

i VLAN ;

EL -------------- JE I 1 - 4094

i | @ Aa

: 28021p :

L ! | | 5

| s8 || =@ |

REEEES RPN T RAR

B &I 15t BF

Fe MAC ACL BUESEEI=Z: 1-2147483647

;1 ACL Fh1ERIFI IS 4 Permit” (A1) MMEE Deny” ($B48) MM, MR
“Shutdown” (& Him H).

JBE MAC I\ ACL 3 A93E MAC Hb3it Fndgag ., 38 HHHHHH, % any’(FFH),

MR REE MAC,

B HY MAC W\ ACL #LIES B B9 MAC i, 488 HHHHHH, & any’(Fr
B), NFRIER MAC,

IAARMEE | B\ ACL #REIUAY XKML, BUESEERZ: 0x600-0Xffff, ¥ any”(FFH),
MR RERIAKMZKE,

VLAN N ACL FAY VLAN, BUESEREIR: 1-4094, ik any’(FFE), WR-ER
VLAN,
802.1p B\ ACL # A VLAN g A&, BUESERIRZ: 1-7, & any"(FFH),

M FRRIEE VLAN R,

4. BENA, THEE, WMEMFT.
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ACLE= FE[
B Al £8 Showing 1 to 1 of 1 entries Q I

Any  Any Any  Any  Any
|First| | Previous | |1 | Next | | Last|

1 stiF Any  Any  Any

L omm  J[ em ) mes

16.2 IPv4 ACL Bc &

E K IPv4 ACL (Basic IP ACL): RIREEIEE VIR IP #utbH EFN . ACL ID SEHE:
100~999,

SR IP ACL (Advanced IP ACL): RIBREIBEAVIE IP #hik. BAY IP ik, 1P &K AI
PR UM E=. WEEEHEENN, ACLIDSERE: 100~999
BIESPER
1. BHSAMMPAACL> IPv4 ACLECE SR, #HNIPVAACLEEE RE, W TEFIR.

| acaz! |
REEEE RPN TRAR
EC & T 1% B
ACL &R RE IPv4 ACL FL I A9 &2 FR

2. BHSMAARACL > IPv4 ACE FLE"SE, I ACL &R, Bdr AN TEFR:
ACEZIR

acLeF [bf=]

sx[a [+ =8 Showing 0to 0 of 0 entries ar

®EMER

| First| | Previous | ﬂ | Mext | | Last |

3. HEMENHEEIL:
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EMIACE

i )
el el
i ]
i '
(=] [=]

] PN e 0 e (el e
—’ _..@”.. _“._M.u._ _._w.._ _HM_ _.”w_ _“mH_ —’ —’
_._m.m
m m

H ol I B & ¥ o= B il
ﬂ mﬁ » B Py E ﬁw =

il

ljﬂ-] L]
@ mH

|||||| P < e e T e e o [y L T e e T e T e L B e B T s T e e g e B o
B n . (] n T n n ﬂ 1 “ '

hi (] i n i ] 1

“ 1} L] ' i . i i (] !

" L] 1} i 1} ] |

i . L} l i H i i m L) m i

0" ' 0 1] 0 " ' |

il " W " W ] i

W " " " " ¥ |

" " " " 1] ] 1

|||||| L e | | | e |
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FEE
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FFs

IPv4 ACL BUESEREIZ: 1-2147483647

e ACL EHEBIM N 2> J3 Permit” (R1F) FNZLF Deny” (3ELE) #N, MUK
“Shutdown” (3 Fim ).

73 D, AT, ICMP, TCP, UDP %, & any’(FTA), NIRFER
Y

IR P BN ACL MNAYR 1P F0HERD, L any"(FFE), NWFRTEZRIP

B9 1P B\ ACL LA B &9 IP F0#E4L, & any"(FFA), NFRTEREM IP

it BN ACL MEMAIPARS52£EY, DSCP (SeM 0-63) = IP fLscsk (St 0-7),
wany"(FrB), NFRRMEERSHKE

TR O BN ACLELU ARG O, B —im O S5 B E B (SEFE 0-65535) , ¥ “any” (B
B), WFRRERRRKD

El:ShAn WMAACLHMNMBEMNKD, B—imOSHEEER (SEE 0-65535), if

“any’(Frg), NFR~EEBEH®mA

TCP #R&AL

N\ ACL MMEY TCP #R7&EAL,  URG, Ack, PSH, RST, SYM, Fin ¥r&RL, E01E
Fset’(IRE), “unset”(BUiH), “Don't care’ (A E4LIE)

ICMP K51 B\ ACL BLIAY ICMP 3R3CERY, #Eany’(FE), NIZRRIER ICMP (R
ICMP FE& B\ ACL ¥LIEY ICMP FE{E, & any"(FrH), NFRFER ICMP FB{E
4. B NAT, EREE, WEFR.
ACEZIN
acLEF e[+
ER[Al [ #8 Showing 1 to 1 of 1 entries
|| S| EME | W m:“;m Iﬂtmf; E RO | B S0 | TCPimSsn: ;&Friﬁ
|£_| 100 FE¥F EPE(P) Any  Any  Any  Any
| @ || e || me |
16.3 IPv6 ACL EL &
BUESE

1. B SHMPA“ACL> IPv6 ACL ECE 328, #N'IPv6 ACL BRE"RE, W TEFAFT=.

SHEEEE RPN T RR

ECE I

i A
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ACL &R BB IPv6 ACL FLM A& R

2. B S FAIACL > IPv6 ACE BRE "8, % ACL BF;, B AN TEFA=:
ACEFIR

ACLE= | None

= | Al £8 Showing 0to 0 of 0 entries Q l—

HEIMER

First | | Previous . | Next | | Last

3. HEHANMEEI:
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EMIACE

i )
el el
i ]
i '
(=] [=]

] PN e 0 e (el e
—’ _..@”.. _“._M.u._ _._w.._ _HM_ _.”w_ _“mH_ —’ —’
_._m.m
m m

H ol I B & ¥ o= B il
ﬂ mﬁ » B Py E ﬁw =

il

ljﬂ-] L]
@ mH

|||||| P < e e T e e o [y L T e e T e T e L B e B T s T e e g e B o
B n . (] n T n n ﬂ 1 “ '

hi (] i n i ] 1

“ 1} L] ' i . i i (] !

" L] 1} i 1} ] |

i . L} l i H i i m L) m i

0" ' 0 1] 0 " ' |

il " W " W ] i

W " " " " ¥ |

" " " " 1] ] 1

|||||| L e | | | e |
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FFs

IPv6 ACL BUESEREIZ: 1-2147483647

;M ACL SERIFR 4 A Permit” (52iF) FMMSE ‘Deny” (%) N, UK
“Shutdown”(3& A 1)

Fe MAC ACL BUESEREE: 1-2147483647

iy AR, EFVMAIEE, ICMP, TCP. UDP, i&“any’(FFH), MRREED
W

I8 1P N ACL FLAYJR 1P FI4EAD, & any’(FrH), MRRERRE P

By IP A ACL NI B /Y IP F13ERD, L any"(FTH), MRFEZEHHIP

fR552KEY BN ACL AR S52LEY, DSCP (SeM 0-63) = IP fLscsk (St 0-7),
Heany"(FTR), MFRFERRS KR

i 1 BN ACLAL ARG O, B —im 0S5 ESeE B (SeE 0-65535) , & “any”(Fr
B), NFRRERRRD

B 89is 0 BN ACLAMNEBE R D, B—imASmEEER (el 0-65535), &

“any’(Frg), NFR~EEBEH®mA

TCP #Ri&AL

# N\ ACL HIEY TCP #R7EAL, URG, Ack, PSH, RST, SYM, Fin #Ri& 6z, Eh{E
Frset"(IRE), “unset’(BUiH), “Don't care” (A E4LIE)

ICMP £

BN ACL LAY ICMP R 3CKAE, it any"(FrH), MR REE ICMP KH

ICMP B | A\ ACL HLIAY ICMP FEME, % any’(FTH), NIFRFER ICMP FRIE
4. BEHNA", THREE, WEMR.
ACEzIR
rcLEE [c[v]
Ex[Al 7] 28 Showing 1 to 1 of 1 entries Ql

= &P Bwmir | 0 o i e il icMp
L | BE | aifE | Bl it | 5 | it | 5 E#EO | Bi®0 | TCPiESH Dscp | x| 58
:__ﬂ 200 sF FRE(P) Any  Any  Any  Any _____{\ny An_y |

First | | Previous | [°8] | Mext | | Last

| #wm | e || mee |

16.4 ACL 4EEE

BIRFFIRMUGE, BETREXIHEREEESMEAEHNENL

BRIETR:

1. BESHR PR ACL > ACL 482 &,

HNACL HBEEE"RE, W TERFFR.
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ACLHfER

Q|
|| ®2 | ®0O | MACACL | IPv4ACL | IPVEACL
(] 1 TEl
& 2 TE2
] 2 TE3
i 4 TE4
] 5 TE5
[l R TER
RESXMT R
BLE TN 154 AR
MAC ACL #8E R3O £ MAC ACL BFR
IPv4 ACL #EZim O _E IPv4 ACL BFR(5 IPv6 ACL B F)
IPv6 ACL HEZFHHO L IPv6 ACL BFR(5 IPv4 ACL B F)

2. HERANMEEM, UEIETEHE MAC ACL a, IPv4 ACL b, IPv6 ACL ¢ K ]F
3. BNV, TARECE, B,

IRMMACLEEE

——————————————————

..................

——————————————————

__________________
..................

..................
..................

__________________

17 QoS

QoS (Quality of Service) ATIHERE A HELE RS HRNES, 7 Internet F,
QoS ATFIFEMEEZEENANRSESN . ATNERENBRSE2SHAY, FETUETAR
BAEHETIHE. BEAEN QoS, EXHAKRBITRP T AHE. HE. HER. =
BREZOERBHIIFNBSEHOIEE., T, XTRIEULE, Xr—eNERLSE
REFER, BABERZ Kbit/s. BFE, RRIVERTEMERNTENFHRE. TN
R —MNMEERN, — BB ENTRIERNLMER., flUo ABMNESES, BiTH
FFIEIRE A FESSR AR ERTRERIKBRS, MEKERPLESNETEESF
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REBRAERVSH A RIRERS . WERS, ZRVESAFINZNENEL, TEE,
KAV ESARECEIRTFHNELLER, ATURNEHRGEERENTENE, EENEX
ARREEMEEIBEN . RELNBREAIGEHSBENAERR. EESEH P ML,
AR EE X SINERNE, SMMEEENFENHR XHIRBENLH KRR
T4, REAME S (Best-Effort) BIRIOXE|E A, EXTIRICEENTEM. FELE
IR M B8 AR AT RIE

WX LBRBFA T, BE IPNELHEANAHI, X IPNENRSREDREY T
FHER, Fla0 VolP FMSRERS FEBUR S 3R XA FR N ER Y TESER. WRIRX
BREENAK, $EAFPFAREZN. A7 XHEERERSHRNES. WMILREIE
ZVE, EXMEEBXOBEARHVEEE, #hhzREENARS .

%5 1P NEMR N RS ATEIRFIFIX o WE R EFLSKE, MAERVESKE
XD N ER A AR SREEFMRS VAR, TINEENENRNRSERE A6
HENANTE. QoS HAMNHIER I FRAXAMEIM, QoS o] XML REH T,
BRIFEEMERE, BORXEEE, ANXFARFRETATR, AR SRER
BEHRSRES TETNEMNRSE.

REHIRfE AR B QoS t5ek, 5140 VLAN R X{fEH 802.1p, H#R CoS (Class of
Service) FE&, IP IR DSCP, HIRNARIARAMER, AT RFBRIHIRER, FTE
FEEZE AR E R R B B X R AR TR XR,

VLAN ik 1Ay 802.1p L%

BE _EREZEZE VLAN fi, #84E IEEE 802.1Q X, VLAN fiskdfy PRI F=E& (BD
802.1p flLEZRk), TR CoS (Class of Service) FE, IR TRFHEF K.

VLAN it 89 802.1p L &2k

Destination| Source | 802AGQ |
address address |

TRID

7£ 802.1Q kFHEE 3 LLHFKHI PRI FE . PRIFEREX T 8 #l EL LR CoS, 1%
BILEFNSENRIRFEES 7. 6. . 1#10,
IP Precedence/DSCP FE&

#RIE RFC791 EX, IP Rk ToS (Type of Service) 1 8 PMEbiFARL, HAF 3 Nt
H¥HY Precedence FERARIR T IP |IXAIMLELR, Precedence FEIRX PR E N E For.
IP Precedence/DSCP FEX%
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Version TS Flags/ =
Length i‘.% Len D offsel TIL Proto | FCS IP-SA [ IP-DA | Data

Precedence | D | T [ R | C

I_r_l

IP Precedence
l |
DSICF‘

EL4F 0 ~ 2 3R7% Precedence FFE, HFRMBXE@MA 8 MLER, HEBUERMSERINF
BEANT. 6. . 10, REMERRE 756, KF2HBHEFREFMNEIZFERE
REBHY, PR FA{XREER Ok ~ 5 2k, BRT Precedence FE&5h, ToSEHHEBHED. T,
R=/EL4F: D LLFRFEIREXK (Delay, 0 KKRIEBLER, 1 RFMJMIEIR). THIFRTE
M2 (Throughput, 0 RRIEFEFMHE, 1 KKSEMLE). RILFRTUTEM (Reliability,
ORFREFTEM, 1RFKSTEM). ToSHHHILLYF 6 717 R,

RFCI349FHENX T IPIRCHAI ToS L, ¥EHN T CEL4F, T/ B FF$8 (Monetary Cost) .
2 J&. IETF DiffServ TYE4B7E RFC2474 B85 IPv4 B33k ToS B MILE4F 0~ 5 EBHEN A
DSCP, 734 ToS %% 4 DS (Differentiated Service) ¥, DSCP ZEIR XA B 40 | &
Fi7~. DS FEREEI 6 AL (0L ~5h1) AEX 4 BRE = DSCP (DS Code Point), & 2
AL (6 fr.7 i) RRERLDS FERAIE 3 A2 (0 fiL ~ 2 fir) R FKIEF AL = CSCP (Class Selector
Code Point), #HEH CSCP {EF — DSCP, DS ¥ M #R#E DSCP HY{E %L F MY 69 PHB

(Per-Hop Behavior) .

17.1 EAKIheE

17.1.1 TheeEC &

HMERER, DARAZNMRXENFZTEEARENCBR, B%F XARIIEEMNINR
R AAEEE MR ABIIBEERE AR WL R E KN HIRAERR AFIEEEAR:
SP (Strict-Priority, =4&LERIAFI) . WFQ (Weighted Fair Queue, fIA/AYBAFI) 1 WRR
(Weighted Round Robin, fin#X%igA%I). DRR IAE (DRR (Deficit Round Robin) i&E
EftE RR Y E) .
RELBMNEZEAEXIRESE
1. BHESMMPE QoS> BEAINGE> TEERE XE, HNMERE RE, MW TEFR.
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SREERES XN TE
BB IN 1% AP
RS 25 QOS hEEFF 3=,
E1F {Z{F4E5 4 CoS, DSCP, CoS-DSCP, IP {5tk 4 Fh
mELER
Q]
S S | BmOEE ——————————
i il e CoS | DSCP | IPHESER
B 1 TES 0 BR = =5 ==
0 ' TED 0 BR =2F 25 ==
] 3 TE2 O =H B Y z25
=] 4 TE4 | == =ZF  ZE Z5
T ¥ E TECE n =M = A== =R =R
wmARESFE S XN TR
=R 1% BR
CoS SEREl 0-7
im A {EE ¥ 0 QOS REFF %
CoS #rIE CoS £
DSCP ¥7iC DSCP FE%
IP 52k FRC IP LA RFER

17.1.2 BAFIEE

1. BESMA P QoS> AFIEAR &, HANBIIAK FE, B&'NA" THEE,
T EFrR.
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AT

1@
2 @ ® B
3 @ '®) |3
4 ® e [
5 @ e
8 @ ® |9
7@ ® |13
) e [T
FEEXM TR
EeEI T AR
FEARAR SRR (SP) PR R AR
WRR St E 1 AR
WE BABI & WRR 9% 35 tb 51
17.1.3 CoS M5t

1. BESHMAHMN QoS > BEAINGE > CoS ME"SEE, #H N CoS Ms"FE,, & NA"
TAHECE, MTER.
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CoS-BAZIBRGl

E_.

(5]
4]

S HEREE

o
4]

H

BAFI)-CoSERET

Eaaﬁaaaa|

REEXINTR
e EIN ULAR
Cos 802.1P COS 54k : 0-7
BAFI ARSI 1-8

17.1.4 DSCP Bk 5¢

1. BHSMWPH QoS > HEAINEE > DSCP B3 H, ¥ AN“DSCP M5t RmE,, BN
A", TREE, W TEMR.
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DSCP-EAFInGIzE

mmmmmmmmmmmmmmm

mmmmmmmmmmmmmmm

%)
3
]

32 [{:341

: 3 m 3 N
9w e 985 2 5
fmgmmmmmmmmmmﬂnmm
8y £ & w m m m w 4
g FRF & g8 5
_1mmmmmmmmmmmmmmm
B R R
o il B ol (B B e S e

=
o

BAZI-DSCPIRSIE

p—

—

0[cs0]
8[Cs1]
[

1
2
3

. 0-63

1-8
161

IP R 33k DSCP 5%

s B

i BR

CS3
CS7)]

24
56

4

FEEXITR
LB
DSCP
BAZ




17.1.5 IP L5 i g

1. BESHKFNQOS > EAINGE > IP LARME KE, #HNIP LR THE,
BENA, THERE WTERR.

IP{LFER-BAZ B

ééééééégé

BAFIHP RS ams

ress

[==]

O o~ W |

el el

E

REEXINTR

L EIN Wt R

IP 52k IP 4R 3C3k TOS itk ek 0-7
BAZ smHBAG: 1-8

17.2 5 PRiE
17.2.1 imOPRE
WEEORERSRSMIEBE N @M ER @A EREIRNER, ERBNEO R, 7
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BEOMNH AR EEERRE, RHENAFRSCREHTES . ERAENEOERE, &0
AT B LEEERR, RN BIRCREHTES .
BRIESE:
1. BEHESMAZF QoS > WHMRE > mHAREFRE, #NmORKEERHE, TTEF T
BWERRRD, EEYFRERE, MTE:
iml1PRIESR
Q|
| FE | FE s [ mmcons) | 95 | mEkops)
J . OEf  =H =5
0O 2 T2 =8 zH
[ ] a3 TE3 =EH =5
O 4 TE4 EH e
N 5 TEH =H =5
2. MEFEREM®O, JUEE, REREHRE NANESERE, #AENE, kB
FREFMXAREINME, EEREEER, KETHENARE, TEAT:
i e e
------ 55 |:| TE1-TEZ
____________ [ 7=
A0
Le===cz===ed : l-H—E:
HT
sE || @
& S 405 A
B &I 75 A
A0 Fia T3 5 B PR 2R FF 5%
EE AT ERIPREER, SEER 16-1000000(Kbps)
g FE 73 5 B9 PR R FF <
BE H 7 B MIBRIEER, SEEZ 16-1000000(Kbps)

163



17.2.2 1 ABAFIPRE

fic B A& FE H M BAFI R &
1. BEHESHFEF QoS > WmPRE > HAORAYIRE " FEEHANFTT, WTEFER:

HEIRAR &

O 1 TE =3  =A =3 = = 23
(] 2 TE2 A =5 =5 ZA ZA ZA Z8 28
Ll 3 183 =F =5 =7 28 27 27 =8 28
&= 4 TE4 EA =5 =5 ZA ZA ZA Z28 Z8
O 5 TES = =5 =7 27 =7 28 =5 25
[} 6 TE6 Ef A =/ =7 =5 =5 =25 =5
2. ®FIHO, KT ERUHANIRONIIEESR T, M TEFRR:
R OORAR
I w0 TEI-TE2
: i O FFE
AR 1
: [10000ag | Kbps (16 - 1000000)
i O R
AR 2
: |1000000 | Kbps (16 - 1000000)
P O R
BAE 3
1000000 | Kbps (16 - 1000000}
i O FE
BAEY 4
: 1000000 Kbps (16 - 1000000)
i O FE
BB 5 :
1000060 | Kbps (16 - 1000000)
P O FE
BABY 6§
1000000 | Kbps (16 - 1000000)
P O FE
BAEY T
: 1000000 | Kbps (16 - 1000000)
P O T
BE g
 [1oooooo0. | Kbps (16 - 1000000)
I
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18 & &FIZHT

181 E n:»]j]ﬁ'é

lb\ﬁﬂ%j[’lﬁﬂ%lﬂ%ﬂﬁalb\ﬁ% EIL;\{I:I #, EIL;\%{'EHT]E—J EEEEFE\%Z& [’/{

BT ERIC LR TFTP RS E5.E.

18.1.1 TheEEC &

BRIETR:

1. BESHAZFREISE > BEIE > heEkE X8, #FARSTERERE, T

ﬁ?y“ﬂ:)z'%lﬂﬁlu %%EFE\?I&H%—‘W, @EEEIUFE%Z&#%HB

FEINT:

s | FE
EL EE‘&#JE B
EpHE | 200 ¥ (15- 3600, 2R3k 300)

5 W FR
EE
BEEERE
Note: 585 HF=, fas S =2 @A

i VTR

| BEEEEE
Note: S S, e, BiE 5= @A

¥E O 7=

v |aEE
! Note: 2, S, B8, Bix 5= B

i i
i |
| |
e i
i '
<]
I
ol
I'I]

i |
H |
I I
I I
I I
i i
El
It
o
m
1
i
it

2. BEHSHAETRELSE > BEYE > TERSHFEE XKL, #ABTZERSRE

BENE, WIAETWANNEREZEASRSREE, FEWT:
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TN

[ mm  J ex ) @ |

3. RETANNIRAT MUHERER SRS, ERRETMERNETHNRSRSREE, £
WEpa, iR RERT. FEET:

IR o S e R P
| @ EHE
b1 i R
1PV

18.2 Ping

Ping tr ¢ ARG EIEER IP thilt, ENBEETE, HEHBERNSEITER.
BRIETR:
1. B SMARR&ISH > Ping' K8, BWAETHIRE P it, WANECRE, WTERR

N
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2. Bif'Ping”, RESHTRENK, RIEIERETUENE, FRENRER, WTEAFR

TN

Pingi&s$

e ]
P
]

. we A
| zmm| 0%
MR
| E0E] oms

____________

18.3 Traceroute

Traceroute BT & IX/NAIEIREE BREREZIHERE, XNERFEZZKHE.
BESRE:
1. BHESMAZFREZIZHT > Traceroute” 5, AT B IP #dk, TTRUE XIRXERE
Rtis), 20 TFEERIR:

HEEER L O
| EsEmht |
[ BAPREEY
S TRINE |
P30 (2 - 255, BRiA 30)

[ s=m [ &

2. BNV, RGAuliE, FHNKTM, wERER, mTEMR

167



TraceroutefZ

%acemumtn192153220(19215&22ﬂ130hnpsnmx,EBbﬁepackms
1 182168.2 20 (192.168.2.20) 0.000 ms 0.000 ms 0.000 ms

18.4 JiER(ER

BEENELR DDM 8
BRESE:
1. BESMERIEEIZH > MEREREREHARE, W TEMRT:

ForEthas

Q|
| ®O | BE(C) | BEV) | BRMA) | SEPEmW) | SABEMW) | OF Present | ESEX |
Cy “TEl NIS N/S N/S NIS NIS Remave £E
) THER NiS N/S N/S NS NIS Remove £=
{3y TE3 NIS N/S N/S NS NS Remove ==
3 TE4 36.07 3.13 3252 0.66 D.92 Insert 12
Ty -TES NIS N/S N/S NIS NIS Remaove £
y TEB NiS N/S N/S NS NIS Remove =5
Yy TIET NIS N/S N/S NS NS Remove ==
3y TES8 62.02 327 21.87 0.26 0.31 Insert 2=

18.5 UDLD %

UDLD (Unidirectional Link Detection, E[E%EEM): £—F Cisco THEZEWMIY,
BT EEXAIRREEZNIARNERADIERE. SHERL@EEN (ERER—T
E 4, B0, BWUMRSBEEHE ShTMER, ERLTEZERERESENEIE),
UDLD o] DU ELXFIESR, XAENMNEAFaRELAXEEEE. RagETfsS8ur
Lo, HARERN, XURSSEIAE, F=: UDLD FEMEMImAEE L8
BiE1T,

18.5.1 ThEEEC &

EENEEERMmATTREE
RIEPR:
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1. BRSSP REIZET> UDLD il > MREERE REHNFE, M TEF=

---------------------

_____________________

R
HOREE
Q|
C | ®= | w0 | B2 | mevs | eEvs | 98
J 1 TE1  Z=E F4 0
O 2 TE2 Fa F 0
|:| 3 TE3 F=E FA a
[ 4 TE4 A F 0
1 h TFh” FiA =4 n

2. BFimA, R BB HEANmOKRESRE, WO TEFRR

FEEEE XN TR,

&8I 1% BB
i 0 im0 53k
B XA ZERiRAINEE

5@ UDLD o AN B stz is OfRc ARHE, MERRSEAE
F3: UDLD oJ UM (440 . RS2 EESEFIES 8 #H &% UDLD
SHE ., WEREA UDLD echo M7, % 4T errdisable JRZS

18.5.2 SBBE A

UDLD E¥AEEANEFE O LLIX HELLO & (thiRABESIREN) . M ximiiEirz
Hello B GRS, JHEB—EFHEEISEARTE ., SAEZAMAEEE 2B XK E Hello BT
ZAR R R . HFMBRBBIEREFNEDREFN, S&E—FF] UDLD probe/echo
(Hello) ##E6.
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BRIEDE:
1. BRSSP REIZET> UDLD il > BEEEREHNTE, M TEMT

PRz

Q
‘ﬁ“-; 'E"!';“'“E““" HEBEKS | 98I0 | 965 | BOS | HEER | BNEE
i | HEDNER
AEEEE XM TRAT.
EFIFI 15t AR
w/s FS4%S
Expiration Time Tl & EZ AL RTE)
LRIBEIRTES BEAVRTS
®’& D PBEHIEE ID
REH BEHEEBIR
wmas EEZEOMID
=RsAEE BEEVEEEIR
B A A 8] < I Y8 B A 8]

19 XEEIE

19.1 APEE

RATNEETHRI SRR R, BRNENR, ARTESAAS. BN
BRo
BRIEPE:
1 BESHMAERREEE > AREERE, THUEIZBAMAS: admin, MR AE
ER. WTEMFR:

170



PR

Sx=|Al v |=H Showing 1 1o 1 of 1 entries Q | |

[ admin SEH

[ First | | Previous | (1) | Next| | Last |

[ mm  J em ) e |

2. RARIEA, FMAAMS, ATEHEE, EREROPAEY, FEELRE
MTHE:
ENEAEE
'“F“E | |
wAE | |
r==============.4i e =
__________ m D EE

O R
mj-i-l-ﬂ: admin
28| | |
AT | | |
__________ "o mm
=

19.2 EHEE

19.2.1 FEFAK

BRIETR:
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1. BESMHTHREEEE > BHEE > FHARES, #ANFALR AT, TEAR
“TFTP'E*HTTP", EFEBFEARMELE X (xxbix), B N A", W TR,

l xpxm| @ =&
e ® R

I (O TFTP

= | @ HTTP

L xmm | | mEwe | mERcETe

REF

19.3 ECEEIE

19.3.1 FhFAHK

1 BHSHNGNREEE > KEEIE > FahARRE, #NFAR/EMNFE, BT
BT

| ® FHE
Lo =g

______________
..............

| O TFTP
o

..............
——————————————

| @ ETEE
=
BE| (O s4E=

..............
——————————————

..............

2. ARECENXHFREDE, A AR, EWMHARFNTFIP S HTTP, EEFEHARLE
EXH (TFIP AREEESHENRSS), ERENMNEEXH. 25" YA W TEFR.
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| @ FHE
L O B

..............
——————————————

i O TEIP
| @ HTTP

______________
..............

| @ EES
OR=F—

EBHE: O s4ES

______________
..............

______________

3. BEMELENXHRELSE, SFEEN, EBWMTHAX TIPS HITP, EEFTETHAE
EXHHERSE (TFIP ARFEESHNRSS). 25N A" O TEFAR.

| O &
OR-1
TR
| @ HTTP

............
————————————

| @ EAES
O EBREE
BE| O shES
! (O RAMB=
i () FlashB&

____________

19.3.2 RFEE

BIETTE:

1 BESTINPHREEE > EEEE > REEEXE, #ANRGEEERE, £EFF
BREMRXMEMEGXS, BEH'NA, THARE BHREL RE THEERE
B RE, TR,

--------------

..............
--------------

..............
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&‘}I,%"t:

BHBREHRE, FEBREHEREE", BEISEFHEERE
‘BITEE TREN BHEE N EHEE", ‘FHEE JREN B E a7
B, ‘BoRE TRENRSHEE R TR .

2. BHRAA LARE, RETURETRERFARSEE, . M TEMT.

iz | 58 | =B | English | it

HnhkaFFIAENRES. 25

L

19.4 SNMP Bc &

fa1 B WL B IR Y SNMP (Simple Network Management Protocol) 2% & FiF TCP/IP
PR 2% ) W 2 B IRARE L . SNMP #2487 —Fhi@id iz 7R & B IR AR 9 ROt EANL (BDRZ%
BT Ry XEBRENTE.

SNMP B4 =0T
® {FH: SNMP XARENG, RESEANIESE, E6/0 8. &, ENMRAIRERE

A, mH SNMP |X UDP #R3CARE, EMmZRLERZEEZNIE.
® 2K SNMPHEMERIEEEGEEATRERAZE, WETEEREMSE EAEAD

RERER, HTENIHERRE.

SNMP N AR HEEH 3 MRA, 254 SNMPv1, SNMPv2c F1 SNMPv3, SNMP
REBIEMEEIEZR % NMS (Network Management System) . fRIE##FE Agent. #HENR
Management object M EE{Z 2 MIB (Management Information Base) POER54HAY o

NMS fEAENNEHNE R, WREHTEE, SMHEERETHEEHEER
% LM Agent #2 . MIB IENEEX R NMS B SiafTAWEERLE LA Agent X E,
F Agent Bi3 X% & H MIB B9IR1E, SEAk NMS E91E4 .

SNMP EIRARHY
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Y
Management
object

Device

NMS

NMS ZEMZHIEEEEAE, 82— KA SNMP MR EH TEER/ BANER
¢, T NMS fRS5=8 £ NMS TJ I E& & £/ Agent K HiER, BEEHBEL—IHE
MNEKHNSEIE. NMS o DUEBOE & E8) Agent EFKER Trap 58, MIHEMHEELE
Agent

Agent EWEIRREFFN—IRIEHE, ATHPREERENEREEFMAERXE
NMS 89153k, IEEBHIRTIRA XK E BRI NMS, Agent EUE|I NMS BiBREEE, B
id MIB REMBNIESE, FIERELERMNLE NMS, HREREWESEHCEH,
RELSRIT Agent TFIRIXEEL NMS, @ NMS IRE& & HATACRES T,
Management object

Management object fE# EIEXNR. B—PMRETEEZ T IMHEENR, HEHE
NROUUBREFHENES (N—REAOR), BUTUEFLEEG R4 (WNHEHIE
FHhi) REMNEESHNES.
MIB

MIB B— M EE, 5T HEBEREMENNETE (AIEBH Agent EHHRENE
B). MBEHEFEEFEX THEEREN—RIIBMN. IRNEBER. WRVRE. FRH
AR AN RAVEHRRBIZE . 1B MIB, TTIMSERIX T INEE: Agent Bid &8 MIB, T IY
RARZELRACRSER. Agent BIEEH MIB, o] IR BRENRESSE.

19.4.1 MEEE

1. BHSHIMPHNREEE >SNMPEE > HERE XS #ANUEEE RE BT
BIFfrR o
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View Table

Fa | Al £H Showing 1to 1 of 1 entries Q. I

| First | | Previous | [1 | Next | | Last|
[ =0 ][ P | ] - | ]
RESXMT R
[A=gu] 15t B
View HEH
oD #lE OID
type MWEEE “Included”s{ “Excluded”

2. BRI, HEHENKE, BE VAT THEE.
e RN

-----------------

i Tvoe | @ Included
i rpe: (7 Excluded

sE || =@

19.4.2 ‘AfcE

1. BESMMPHREEEE >SNMPERRE > ARE XS, #NEARE FE, W TEAFR
7TT0

176



Group Table

E=|AI v |£H

Showing O to 0 of 0 entries

Q|

HEIMEFE.

| First | I_Pm’.riut.rsI'INextHLasﬂ

Configure SNMP View to associate a non-default view with a aroup.

| @m | omx | e

RESXMT R

ECE I 15t R

Group A

Version RRA, viv2v3

Security Level RER 5

View ME D HEAE, SUE, BMRE

2. B A, HEHNEE, BEHENA, THEE.

Add Group
Group | |
i@ SMNMPv1
Version | ) SHNMPv2
') SMNMPw3
@ Mo Security
] Security Level | Authentication
' Authentication and Privacy
i i [J] Read
| all
| ! Write
i View |
i : IaII -
! ! [F] Notify

___________________
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19.4.3 BAAFEE

1LBESHTMTNREEE >SNMPEEE > AREE XS, #NBAGKEE SFHE, W
TR,

Community Table

Ex[Al v |=8 Showing 1 to 1 of 1 entries Q

= |Cmmumiy |.Gmu|_:| | Wew| Access

public all Read-Cnly
First | | Previous | [N | Mext | | Last
wo |l oex || B
FHE XM TR
ECE T il
Community EiRr
Group H#
View NEZ
Access BRR, “REHEE"

2. B A, HEHNEE, BEHENA, THEE.
Add Community

! Community | [

I ¥ i i@ Basic

i :fpe: 71 Advanced
! view ! | all

i Access: @ Read-Only
i v (0 Read-Write
E LT '!'.'E I -
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19.4.4 AFECE

1 BESHMAMPHNREERE >SNMPERE > BREE XS, #NAFARERE, AT
BIFT 7R

User Table
et _Ali ¥ | £H Showing 0 to 0 of O entries Q

HIDTEE

Firsf Previous | 1 | Mext | | Last

Configure SNMP Group to associate an SNMPv3 group with an Sh

| @ || e || Eee

RESXMTR
e EIN i)
User RAFP&
Group pA
Security Level ZERH
Authentication TAERR
Privacy Method NI

2. B A, HEHNEE, BEHENA, THEE.
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Group | Itest .

{ ] Mo Security

: Security Level ; 1 Authentication
L Authentication and Privacy
. @ MNone

i Method ; MD5

; ] SHA
Password | |

i | @ Mone

: KMethod : OES
Password | |

19.4.5 Engine ID L &

1. BHSMWPHEEEE > SNMPEE > Engine ID BBB "8, # A “Engine D BLE"
R, MTEFR.

P
]
]
'

Engine ID ;

[3D006292031¢2223000012 (10 - 64 +7<iESIS=r)
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Remote Engine ID Table

S=|al v |£H Showing 0 to 0 of 0 entries Q

| BBl | Engine D | |
HEDAEE |

First | | Previous | |1 [ Next Last.

| @ || s || #ue |

2. EFRPAEHX, HEHENIDE, BHNA, THkE.

19.4.6 Trap EC &

1 BHEMMPNEEEE >SNMPRE > Trap RBE'¥HE, #NTrap BLE" @, T
BIFfrR o

| Authentication Failure | [7] 73
s
T T el
- e

STHEE NI TR
BCE I 1t B
Authentication Failure INEFEIR
Link Up/Down it A Link Up/Down =14
Cold start 2 BN
Warm start Y=t

2. BERNVA, TRECE.

19.4.7 Notification Fc &

1. BHESHMMP IS EIE > SNMP EZE > Notification BB & 32, # A “Notification A
E'5E, WTEFFATR.
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Notification Table

EF Al v | £85

Showing 0 to 0 of 0 entries Q

| BS#Emik | BSEROS | Timeout | Retry | Version | Type | Community /User | Security Level |

HEDTER

0, SNMP Community ne
1, SMNMP User must be cre

First

%ﬁhu-“][ P

Previous

1

Mext

Last

I #e
FEZ XM T &R
e EIN il
Hhiik 7Y ik KAY, “FANEZ", “IPvASIPv6”
AR &=t BR&G =R HLE R
Version SNMP RRA, v1v2v3
Type WEKE “Trap”s“Inform”
Community/User | £EASHF R
Security Level ZERH

fR&EeimAS i5 0S8 E 1-65535, BRIA 162
Timeout FR& 5B RTATE], SERE 1-300 %, ERIA 15 FD,
Retry FiXAE, SCE 1-255 %), BRIA 3T,

2. B A, HEHNEE, BEHENA, THEE.
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Add Notification

L@ EHE
il 3R | IPvd
P "
BEES=Rihht
i © SNMPV1
Version . ) SMNMPvZ
' 7 SNMPV3
i @ Tra
| =0
. Communityrljseri %public'E
i @ MNoSecurity
Security Level . ticat
3 i [¥] Use Default
EES=s0S . —
A || x@

19.5 RMON fc &

RMON (Remote Monitoring, 2/ L& I5H) =& IETF (Internet Engineering Task Force,
Internet THR{ES4H) EXH—Fh MIB (Management Information Base, BIE{EEE), &
X MBIl #REEEMIER. RMON FEZRFXN—IMMNEDEBENMMEPEEREEN,
EHANABEYT THANEEERAEZ—. RMON 81 NMS (Network Management
Station, MZEEIRYL) FEFTERMNEZR S LAY Agent WERS. RMON Agent E177E M4
BB MERN=E L, REFSITHIROPMEZENMNE FNEMREES (WERFEARE
MEE FRIIRCEE, HAFRBEVMEFRRX2EHF). RMON BKHTEETF SNMP
HREN, ©E5WHFLN SNMP 1EZRAE%EA. RMON f# SNMP BH. R EFMLE
WIZFEWKRE, ABKEFNAETRET -SRI FER. RMON 8%BED> NMS 54K
32 (SNMP Agent) [EIFSBIAEZ, NI IXEEMESHhEERE BENL, RMON i
& ks, CUARMERESIE FAET AN RMON probe (BUYL) WEREHE,
NMS E#ZM RMON probe HEEIREEHIEFINEZRIE, XFFITIXIKE RMON MIB
EEMELS, ¥ RMON Agent EFEAMRKIEE (BBHF. Y. HUB &), FE(]
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B A # RMON probe ZHEEHIMZE & . RMON NMS fE/ SNMP IR RG4S 5 SNMP
Agent ZXIHFEELE, WENMKEEEFE, EXMARNZEERTFRERFT, —RAREKER
RMON MIB HIFr BB, ASHRIKENNMEANGEE, XU MIEEEHE, EHAE. HE
EMGEITH, area RFINAKMZHALIAE ZFF7 AL RMON,  IXKMZ #a4 B H %18
A RMON Agent, AT RMON probe INEERIMEE R, BITIETEIMAKM A _EXFF
RMON #J SNMP Agent W) B 5 T I3RS 5 IR W AL HaLim QAR E A B _E R BERR &
IR MEERITEEE, SUXNMEMNEIE,

19.5.1 WXLt

SOt EE R L8N ERZEONSGIHE. ST A5t e MZ ST A E M
EFEARITER. FITHESBEMENRE. CRC RIEHERRXXE. E/)\ (FiBKR) B
RS . SROBRIEURERFHE. BRIRXEE. F A RMON SZitE
Eihge, TUEMHOMEABR. StmOEAPRERN %alaeo
% 1’!5*“%

1 BHESMMPHEEEE >RMONEE > XS EE, ARG AE, 8
BorEimOEXRX ST, WTEfR.

Statistics Table
BigHEE [0 v[®
2 | I—
Frames of Frames of Frames of Frames of Frames Greater
65t0 127 Bytes | 12810255 Bytes | 25610511 Bytes | 512 to 1023 Bytes | than 1024 Bytes.
0

. Frames of
Fragments | Jabbers | Collisions

Drop | Packets | Broadcast | Multicast | CRC & Align | Undersize | Oversize

#®3 | B0
64 Bytes
[ 0

necem Events | Received | Packets | Packets Emors. Packets | Packets
0 0 0 [} 0

O 1 TEl
2 TE2 0 0 0
) 3 TE3 0 0 0 0 0

0 0 0 0
0 0 0 0 0 0 0 0 0
0
7

0 (] 0 0 0 0 0 0 0
0 0 0 0 o ara2s 65725 16757 1852 EE)

ebeBB e

2. TEFmA, REVERR, RIFT TR I A St ERFIRI, SEView”, ol ik A
NE. WTEFR.
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View Port Statistics

WO TE4
) None
8 5ib
L O 108
PO 308
1 13833800

o
125698
| 48073
| BUSE2

| 27980
? 65971
1 16200
1859

3. IEFIEERIFER, BIHRIFFEITESR.

19.5.2 FEEE

FeE7 RMON REARE, MANZENSEERMHEHKENESITHER, ATETL
18, XEEGIHE B I fF 1A EEE REFXMERE. HRE. T BE. TRABARES
ITMEEMBEEIE. FAREHIEEREDE, TUHEEHRTRE, RENTESEHE X
S EHE. Eﬁﬂx%ﬁﬁﬁ?éizﬁuﬁ'ﬂw&o
BIESPER
1 BHESMMPHEEEE >RMONEE > HERERE, #NHEEE R@, 4T
B R,
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History Table

T Al

£H

Showing 0to 0 of 0 entries

Q |

| First | | Previous | u | Mext | | Last |

mn | e[| mee || vew |

REEXINTR

e EIN Wt A

Entry EHAFS

Port BEGITm O

Interval XRFFEIfRA 1-3600 (8], BAr # BIAK 1800 #
Owner FrE&E

Maximum BRAFHEEAE 0-50 Zj8), BRIAA 50

Current HAREEEE

2. M AN, HAPRARENHE, ESHENHNEET.

Add History

i Max Sample ; |5D
--=------==--=_====.J=
Interval | [1800

Entry: 1

“port} [TET ]

| (1-50, 2k 50)

| (1 - 3600, 264 1200)

3. BNV, TABEE, TEFR.
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History Table
b £5 Showing 1 to 1 of 1 entries Q]

[] 1 TE1 1800 50 a0

[ First| | Previous | (1) | Next| | Last |

The SNMP service is currently disabled
For RMON configuration fo be effective, the SNMP service must be enabled.

Em || x| mee || Viw

19.5.3 EHEE

EMHEARREXEHSREANLENR . EHAEXNEHEIERAEEEHRERM
PREEHRENPSEMATENES. EHENTIMLESR: BEHCRERS
K, EMEWHE Trap HE, BEHCRERTRTIFEMEMKL Trap HE, FE
EfT4LHE,

BRIESR
1 BESHNPHREEE >RMONEE > EHREXE, #ANFHEERE, BT
BT 7R

Event Table
S| All £B Showing 0 to 0 of 0 entries Q I

|First | Previous | |1, | Next| | Last|

Lmm [ mm | s |[ vew |
STHR NI TR

fc & 1N 1t AA

Entry EHAFS
Community HEEZ
Description iR
Notification A

Timer Ff 8]

Owner FrE&E

2. mAAI, HEANFHAEEHE, HSHENNEE.
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Add Event

: Entry | 1

H @ Mone

! Motification | Voo

H v Trap

; : (" EventLog and Trap

5 Communmf i: efauit Community

5 Descnpmn !D efault Description
owmer | |

3. B AT, ZTAECE, MTEMR.

Event Table
E‘.;_Tti All : £B Showing 1to 1 of 1 entries Q I
[l 1 Default Description  Mone (0% 0:00:00.00

First| | Previous | [l | Next | | Last

L@ || e || mee || view |

19.5.4 £EHRE

RMON £ZEEUWMIEENEETE (WinDMNRITEEE) #7760, Yk ENEEE
HEEENNAE LT EXNRENS =L EE2G ARRBEHAEXHNAEFRH#TT
HRMLE, SHNEXESHEATRIRN. BRAEXTHERIGE, RFENEERIAL
BT WAEXHNEETE alarm variable %8R E X BIRFE[EfE sampling-time #17X
M, BXHEEMEEMNBRERTIE, —B@8diz@EE iEERES.

1 BHESMMPHEEEE >RMONEE > SE2REXE, #NEERE R@, 4T
B R
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Alarm Table

EﬁﬁﬂE ZB Showing 0to 0 of 0 entries Q E—'
|| Entry | 30O £ oo Interval | Owner | Trigger iy Akl
PEFER
First | | Previous | | 1 Mext La?
| mmo [ mm [ #w |
REEXINTF*R
EeEIN 15 A
Entry LEAFS
i A WMAFTES RO
Counter ELEXHESH
Interval RAEfBIFRTE 1-2147483647 z|8], Hfr: F» ERIA 100 #
Sampling XA Absolute 5 Delte
Owner FrE&
Threshold (Rising) FFREEAE 0-2147483647 = {8]
Event(Rising) EMHAERS|, SEEMEAN, BEREEHABNEH

Threshold (Falling)

TREBBR{ELE 0-21474836475 = j8]

Event(Falling)

EMARS], HEEMEAN, BREEHEREREMS

2. /A, EANEEHEEE, EEHENHNEE,
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Add Alarm

1
TE1 w
Counter | Drop Events v
ir:::::::::::?:::i Absolute
i Sampilnni g Delta
Interval | [100 | % (1- 2147483647, BRiA 100)
i Owne ; | |
: i @ Rising
i Trigger | () Falling
| i (O Rising and Falling

Event{ [1- v

3. BN A, =ARE, WTERR.

Alarm Table

== £5 Showing 1to 1 of 1 entries Q]

O 1 TE1 DropEvents 0 Absolute 100 Rising and Falling

100 20

First | | Previous 'TNext | | Last
The SNMP service is currently disabled.
For RMON configuration to be effective, the SNMP service must be enabled.

(Em [ em [ e |
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