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§ GEB  Trunk @ Excluded @) Tagged © Untagged =
7 GE7  Trunk @ Excluded ) Tagged O Untagged |
8 GE8 Trunk @ Excluded @ Tagged © Untagged [l
9 GE9 Trunk @ Excluded ) Tagged ) Untagged ]
SEEEE XM TR,
ECEIN 15 B
VLAN FEREMN VLAN ID
BR Z VLAN R O R ARER:
Excluded: i AARETIL VLAN
Tagged: if A2 VLAN £ Tagged B &
Untagged: #m A= VLAN BY Untagged B 5
PVID It VLAN 2 & 2w H A PVID
Forbidden i AR R L VLAN X
7.1.3 pRRAEE
—/Ni BARINE] Z AN VLAN:
1. BEHESHMTMNVIAN I8 > VIANERE > AEE XE, #ARRBRER@, ®F
FEERENWmH, SHER, #fTizmHas VAN EMEE:
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Bk E

..........

R |

__________

! ) Forbidden

| @ Tagged

7 Untagged

FEEEE XN TRA=.

ECE I

Wt AR

i 0

FEEENmHAS

R

i M BTAY VLAN R, fEim HIRE HEH

Hybrid: JRE1&, Z&Xin DT IUEREFZ D VLAN B Tagged i B FM1Z 4 VLAN
A9 Untagged i A

Access: 1z Tim O RBEETF— VLAN LA

Trunk: iZ# 3\ T im0 RET PVID £9 Untagged MR, BT IXET %4> VLAN A Tagged
R

2
pal

Itk O /8 FE9 VLAN ID & 7E VLAN ES B M
Forbidden: #EIF# %I VLAN $R3C
Excluded: BT Lt VLAN

Tagged: VLAN Y Tagged FX 5

Untagged: VLAN HJ Untagged f{ 5

PVID: Itk VLAN & =im AH) PVLAN

7.14 %

ABECE

Trunk BEE&, Trunk XERZEORREZHESBRIIEE, CETEERETEEE. Trunk
EORAFZA VIAN BB . Trunk 8588 A9 2512 IEEE 802.1q, |EEE 802.1q = REIHR
EREMNEIERFRAE, X Ethernet MAE T 782, TEIR MAC il FEEFIIM R BIF R
ZEIIAN 4 FF5 89 802.1q Tag
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802.1q ft& =\

Gbytes Gbytes 4bytes 2bytes 46-1500bytes 4bytes
Destination| Source [ | Length/ Data FCS
address | address | 1 Type

2bytes 3bits

1bit 12bits

802.1Q Tag EFEEXNA
FEB KE | B8R o
TPID 2bytes | Tag Protocol Identifier (#r | BR{E 5 0x8100 AfF 7~ 802.1q Tag il
SIARIRTET) |, Formizk | MBAXFF 802.1q AR & UL R X+
&, b, SEEEF.
PRI 3bits | Priority, FRMAIMLER. | BESEE N 0~ 7, EEAML LR M
5. ATYUZMAMBERERN, KX
S ES TS e o
CFI 1bit Canonical Format Indicator | CFl 24 0 i BB 22 814&=, CFl h 1 3%
(FRAEMINIBRAL) |, For | mAELHER, ATHRBEUKRNF
MAC Hhit R 2L HER . | SREIRM . ZEIAKMF, CFl f91EH 0,
VID 12bits | VLAN ID VLAN ID BUESEEZ 0 ~ 4095, FHF 0

#4095 AHMIREBEVE, Frid VLAN
ID B NBESERERZ 1 ~ 4094,

6 X 802.1q XA HIN L XN BIER A EE VIAN ID, DUSHAXBRILBETH—1

VLAN, Al ZE— VLAN M, DIKMIE IXTRR
® FHErichi (tagged frame) : AIANT 4 F75 802.1q Tag AIMI
® TERICH (untagged frame) : JRIGHY. FRIIA 4 F35 802.1q Tag M

Trunk XENZEOAREREEXBIEE, EETRERTESER., Tunk BEORAFSH

VLAN B9hinidid .

Trunk OREERELTE:
1. BESHMHMTAVIAN IhEE > VIAN BB > iwAEE X8, #ANFHEER®", &
FEERENmH, SHER, #fTizmHa VAN EHEE:
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GRS

Q|
_|®8] %0 | 8% | pvD | AcceptFrame Type | Ingress Fiftering | Uplink | TPID |
[l 1 GE1  Access 1 Untag Only =1z ZH  x8100
| 2 GE2  Trunk 1 All 2R ZE 8100
| 3 GE3  Trunk 1 Al BB ZE %8100
] 4 GE4  Trunk 1 Al =15 ZE %8100
] 5 GES  Trunk 1 Al =15 ZE %8100
] f GEB  Trunk 1 All 2R ZE 8100
El 7 GE7  Trunk 1 Al 1= ZFH 8100
] 8 BGEB  Trunk 1 Al =1 ZE 8100
ErrslkE
; 0 GE1-GE4
i @ Hybrid
| (1 Access
i 7 Trunk
i @ Tunnel
E PVID | [1
; b Al
Accept FrameType; 7y Tag Only
! . @ Untag Only
besssszszzzzzzzzzzzszzzzd
: Ingress Filtering | [V 773
: Uplink !
i TPID |
[T e D T i
| mA || =& |

FEEEE XM TRA=.

ECE I 758

im0 FERENHAOS

I i M BTAY VLAN R, fEim HIRE HEET
Hybrid: R &R, 1Z&Ris O T IUERETFT £ VLAN B Tagged im A Z A
VLAN HJ Untagged i A
Access: 1ZIET Tim 0 REEBEF— VLAN R
Trunk: 1ZMR Tim A BT PVID &9 Untagged B R, = IXET %4 VLAN £y
Tagged AR .

PVID i E PVLAN

Accept i O ZE R AR SR EY:

Frame Type | All: FTEIRX

Tag Only: R#ZEIX Tagged R
Untag Only: R$EUX Untagged XX
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Ingress ANAEERINEAX, EEERBRAEEHEA VLAN X
Filtering

Uplink EE4T Ei7ER
TPID VLAN Tag F9IR3IS
7.2 Voice VLAN

REETBIRERML RN EGRLIETTERMEM ACL (Access Control List) XEFH IR
#HITX 5>, FEA QoS (Quality of Service) RIEfZHiRE. AEKAFEE EAENE
B R ER, -HE T Voice VLAN M. fFHE Voice VLAN ThAERYE ORI\EHANEOHN
IR P AR MAC Mt FESR HIBMZ IR RS B S HIBR. B MAC it &R 5%
BEMIEZIRE OUl (Organizationally Unique Identifier) it A93RSCGA A RIEZHURR. 2
W ENEZEIR A IE DB B s Voice VLAN HfEH, Mk T BAEE, S T7THA
FEEEESEIE.

Voice VLAN &9 OUI #itf: OUI #hlitFR7m—> MAC H#iliEER . ¥ 48 fI89 MAC it FniE
L R AESEE T IUHE OUIl #idlk . #EA&E A MAC HbEFn OUIl Hulit ITEE A9 AI%L, H
BRI KERE, a0, MAC H#i3ikg 1-1-1, #8524 FFFF-FF00-0000, ABA¥ MAC
it 5 EAEN BT SEEMNERH2E OUl #iiik 0001-0000-0000,

RERENREFZH MAC HhE BT 24 f7F0 OUI #ilitF9RT 24 RIITER, BRA{FEE Voice VLAN THAE
B9 DA AL BUR R RIBEEIBR, BANEERBETESE.

Voice VLAN 24 B A B Z B X289 VLAN, B AEBITBIE Voice VLAN FE6EE
EFREHIZEOMAZ Voice VLAN #, {FIEZHIERE T Voice VLAN FFfTEH .
MEP L E RN FEES RN ES RN RE. BN TEERERILH
I SEEESHMER, RS FREREFTR~ENHENEZBIEK.

1. BEHESHMPHVLAN 188 > Voice VLAN > INEEFRE "%, HAIEZ VLAN WEEER
H, ATEMR,

""""""""""""

_________________

_________________

=

Cos/8021p! | TTH
Ehic | 6]
Edbidial | [1440

_________________
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| ®=| %0 | %5 | B2 | cosmm |
O 1 GE1 =F Bzl Voicelix
| = 2 CGE2 ZF Ba1 Voicelix
sl 3 GE3 ZEH E# \VoicelEX
= 4 GE4 EFH B VoicelEw
0 5 GEs B&  Voicetfsr
I
T @O GE1
f w5 [ e
:r ------------ 1 @ Hzh
Bt o =1
i e ! @ VoicelgrL
QSR © s
I
BB IN 1% BB
RZS WIT%EFF /2 A Voice VLAN
VLAN IEEMAVIANID S, BUESEEIE 1~4094, #A: 1-3, 5, 7, 9, Hm
VLAN 1 Z230ARY. Hifth VLAN 1777, BIXUNTAG ARINMAR ESE
EfisO,

CoS EFriC MEEHEEEEE X Voice VLAN IRXXMER .,
Z LB (a] FINEZALETE

i A {88 Voice VLAN fJis O
N #% 0 Voice VLAN ##4EE, /9 ABFEAMFILER

QoS &% %% QoS IFWRFNIR XA 2%

2. BEEMHTHEVLAN IhEE > Voice VLAN > Voice OUI BB B & HAIEZ VLAN I
OUl it RECEFRE, HEUTUEAEE Voice VLAN B OUI #ititER, i TEIFT R,
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Voice OUIEE

| Al E==]

Showing 11to 8 of 8 entries

Q |

I

00:EDBB
00:03:68
00ED:7S
0DOE
00:01E3
00:60:BY
00:0FEZ2
00x09:6E

O0EOoaOEO

3COM
Cisco
Veritel
Pingtel
Siemens
MECIPhilips
H3C

Avaya

Em |

wa |

[Frst ] [Previous | [ T Net | [ Last]

3 EEHENMEEN, BHNA THEE MTER.

Voice QUIFE
S7| Al v |28 Showing 1 to @ of @ entries Q| |
] ODDEDBB 3COM
] DD:03:6B Cisco
| ODEDTS  Veritel
[l DDDXME  Pingtel
] O00:01:E3  Siemens
| 006082  NEC/Philips
] O00:0F:E2 H3C
[ DDO%BE  Avaya
] 98:00:36 H7650
[ First| | Previous | () | Next| | Last |
(s I sa )_me | dand bl

TEEMNMFRIUEE, BEEEFHENXTA Voice VLAN, FIEAN IP BIEHNH QB
T A AEFIIIN/RYE Voice VLAN, FHHEIBZREIZ VLAN AfEH . I VLAN2 A Voice

VLAN, EH T % Voice VLIAN Z2ER, RAFIEZEIBERIT. IP HiFXIE UNTAG &
FR, BARARZ Trunk (28550 GE1, ARBERE—1TMBEXR OUl #iit 0011-22

I,

31-05el, EEEBEmER TH Voice VLAN AY2H M &
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Device A Device B

Internet

010-1001
OUuUI:0011-2200-0000
MaskAff-F00-0000

BRIESR:
1. B VLAN, BERTFHEN VLAN, BHESHM T VLAN I8 > VAN B8 > IR
VLAN"3E 8, %1% VLAN2, EERINEICIEE VLAN JIR, SERAE

| ERVLAN SIEVLAN
! L [VaN3 T L VLAN 1 G
: L [vang VLAN 2
5 | |VLANS VLAN 10
i VLAN 1| VLAM B VLAM 20
| bolvLAaN T VLAN 100
: VLAN 8
! VLAN 9
5 VLAN 11 - S

2. F2E SwitchA BUKRIE O GEL 2 Trunk S, S SHU T EYVIAN THEE > VIANRE >
SHORE'FE, %% CEL, AR, MERORRA Trunk

mORcER

Q
_|®=[ w0 | &t | pv | AcceptFrame Type | igress Fitering | Upink | TPID |

[ 1 GE1 Trunk 1 Al =13 ER  0xB100

3. BHSHA R VLAN IEE > Voice VLAN > Voice OUI R B 3%, BB OUI MAC Hudlt
SEE, |EAM, BAIEZRER MAC HhitRT 24 41 00:11:22, BHNA", THEE,
M B
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#EIMVoice OUI

"""""""

..........
""""""

__________

4. FF 25w A GEL By Voice VLAN Ih8E, BHSMAHAIVLAN TgE > Voice VLAN > IfigE
BEE X8 REESHAR %FVIAN2, SHNH. Bk OERESEFRPEFHD GEL
mER, EFEFR, BRXEEAEY, KEHNA, EZROTE:

----------------

wE: VAR

VLAN | [VLANDO10 [+ ]

_________________
"""""""""""

Filii=
E&ﬁiﬂi i"g’g

_________________
"""""""""""

BHLEIE | 1440

_________________

Q

| ®8| w0 %= | &t qosEm |
|D 1 GE1 ERH B# \VoicelEx
[l 2 GE2 EE = VoiceliX

A sa
/35/%\-

& AREHEEEEFiHOL VLAN2 A, FF/Eik M Voice VLAN BaER, NS B X
Voice VLAN R,

7.3 #MY VLAN B2 B

ETUMUERR S VIAN, HRBEREZDZERERIBHMINL (k) KB REH
IR LR X EAEHY VLAN D,

025 & 18 R BB AT B UK R i Fh BT AT VLAN ID HOBRES X R R, RKEINE
untagged (AR5 VLAN #5%5) 0, RIMKIBIZRAIN VLAN ID, a2 EFWHiLKI4 VLAN,
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BMEPIRENRS KRS VIAN 88T, HEBEEMER. a2 SENMNEFHREN
Y AR VLAN ID B9BREF X AR FTHHREE . FED ST AR UL =X FF 31748
REEEH, HREZBIRZNTE RELHESE,

BESE:

1. BESMAMPAVLAN ThEE > i VIAN BB > WMUARESHE, HAYL VLAN 4
EESE, W TNEMR.

mCIBE

==/l [-] 28

NEEC-aR

Showing 0to 0 of 0 entries

Q|

HETER

First F'revi'ous 1 | Mext | | Last

I I

e Bl |

--------------

L [T

..............
--------------

..............
"""""""""

Ox |

______________

FEEEE XN TR,

ECE I

i AR

28 1D

11 VLAN 48

et

Mk &4 ETHER2, LLC, RFC-1042

E

MR T AL EE M 0x600~0xFFFE

2. HEMNMEED, BENA, THEE.
infER
S=[AI ] =8

o] wom | ova |
[l 1 Ethernet Il 0x3888

Showing 11to 1 of 1 entries

Q[

First | | Previous | | 1 | Mext | | Last
| @ | mm ] mee |

3. BHESHMFEVLAN THEE > MY VLAN BB B > A E X%, HER B NS
#OS. VLANID, {#{#i VLAN EEB4sL, W TE:
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Ve e
Fe | Al =B Showing 1to 1 of 1 entries Q I—

[l GEt 1 10

First | | Previous 1 _Neft_ Last |

_omm [ omx ]l mes

ANEPE

BB IPVA 5 IPv6, HFERKRILEIRE ARP ML,
THEZEENMIFRIEA, ITE PCL 5 PC3 @ IME,, BIETEE IPv4, 3 IPv4 X
HEEF| VLANIO R, PC2 5 PC4 Z ol L Eif, BEMLEE IPv6, & IPve il g8z 3
VLAN20 |,

PC3 PC4
1IPV4 IPVE
VLAN10 VLANZ20
‘ gel1/2 SwitchB ge1/3

gel/2
Switcha 9¢1/3

PC1 PC2
1PV4 IPV6
VLAN10 VLAN20

RUESE:
1. B VLAN, BERTFTEA VIAN, BE MR VIAN I8 > VIAN BCE > eI
VIAN"3 8, #4% VLAN1O. VLAN20, @#ARMNECIE VIAN Fik, adNBER

| EHVLAN BlEvVLAN
 VIANZ . VIANT -

: L viang VLAN 2

: | lvans VLAN 10

o VLAN: |y ang VLAN 20

! L VAN 7 VLAN 100

: VLAN 8

i Do WLAN 9

5 VLAN 1 - =

2. BoE SwitchA I AMIZED GE2 5 GE3 4 Hybrid 8= . 7 SALH A “VLAN T8E > VLAN
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RE > iwHOEE XL, %F CE2. GE3, |, EFumHER A Hybrid:
wmRl SR

Q |

m 1 Trunk 1 0x8100
2 GEZ  Hybrid 1 Al =1 ZFE 08100
3 GE3  Hybrid 1 Al I ZFE  x8100
4 GE4  Trunk 1 Al =1 ZEE 8100
| 5 GE5 Trunk 1 All =13 ZE %8100

3. B & GE2 # 0 Untagged fIA VLAN10, GE3 i Untagged Sl VLAN20, 2SSk
FAY“VLAN ThEE > VIAN EEE > 1R E VLIAN'ZE  THRAEFIEFSF VLANIO, FHERF GE2 A4
Untagged im0, #HEEE, ¥ GE3 I VLAN20 #J Untagged i 0, 0 T BT

VLANE S
VLAN [VLANDDT0[=

Q[

) Tagged

1 @ Excluded 7} Untagged =

2 GE2  Hybrid ) Excluded ) Tagged @ Untagged > [l

3 GE3  Hybrid @ Excluded () Tagged (© Untagged "

4 GE4 Trunk @ Excluded ' Tagged ' Untagged & Bl
VLANEIEFE

VLAN I‘LFLANUUE{] :

@ Excluded () Tagged () Untagged

1
2 GE2  Hybrid @ Excluded ) Tagged ) Untagged =
3 GE3  Hybrid 0 Excluded ) Tagged @ Untagged O
4 GE4  Trunk @ Excluded ) Tagged ) Untagged ]

4. F2E SwitchB U AMIE O GE2 5 GE3 L UNTAG AN A EE4E1Z /93 O AN VLAN,
BB 2. 3, ABEER,

5. 7 SwitchA FBCE R O GE1 |4 Tagged AN VLANIO 5 VLAN 20, B S

“VLAN i > VLAN BC& > ®E VIAN'3EE, THAEXFFE VLANLO, %+ GE1 2§ Tagged
M5, FEERE VLAN20
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VLANFPE®
WLAM IVLAN{JU‘I{J :

1 GE1  Trunk ) Excluded @ Tagged ' Untagged ]
wm|wmmm:
C
1 GE1  Trunk 7 Excluded @ Tagged (O Untagged N

6. BB VLAN, SCHLARMESE OB MRS BAIIIML (1) SBEIR D RARK
VLAN ID, BHEHM T VIAN TIEE > Y VIAN BB > HNUARE "3, #AMYL

VLAN AAECE S E, RINKFHILAR N

T £8 Showing 1 to 2 of 2 entries Q I

1 Ethernet Il 0xB8833
2 FEthernet_ll  0xB60D

| First | | Previous | . | Next | | Last |

L @m  Jl mm || mee |

7. #Eim O . AR VLIAN, BHESER PR VLAN ThgE > i VLAN B2& > hilESP
T OB FHEADY VIAN AEEBER®T, SR M, 9504 GE2. 48E4H ID1 A VLANI1O 45
£, GE3. 48E4H ID2 1 VLAN20 45:E

Ve S L=
B\ Al £H Showing 1to 2 of 2 entries Q I

st [Prevous | [ e (o)

7.4 MAC VLAN EC &

EHTF MAC 89 VLAN, HFIZZRIBITEYL N -KHY MAC HHESR K2 VLAN, PIZEETE R AR
INECE MAC H#i3EFD VLAN ID BREF R R, R HYLULEIAYZ untagged (R VLAN Fr
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F) o, WMKIEIZEZRAI VLAN 1D,

TER HAWAFHYEMELERE, FAEEEHEE VAN, R T LiHAFH
ZEMIBANREN. ol REATRNEALEER. NERBERGENGRES, &
L EXMERFERR.

BRIESPE:
1. BESHHPEVLAN THEE > MAC VLAN iCE > MAC AECE &8 # A\ MAC AR E
RE, SEAINEE, FigE—"NMACH, WTE:

MACHHZ
== Al [+ 28 Showing 0 to 0 of 0 entries Ql
|80 | macksi | mE |
| $EED |
[ = H pram H e ] First | | Previous | | 1 | Mext | | Last
1]
L T
""""" @ |
""" MACHSE | |
""""" . |
A || z@&
FAEEEES XM TRMAR,
fig & I 1% BB
28 ID MAC VLAN 48 1D
MAC 4t EEHTE VLAN 19 MAC itk
& FRIER MAC Hbiitis, FEHITE MAC TS 48, HE S IP it B R
—E

TEENIFRIER EATMNEELEEXRRS, BRIAFALSM PC AT
AT, EFTR, Switch B3 0 GE1 5 SwitchA E{7O4E%E. SwitchA T 4704
%15 PC1. PC2. PC3#83%E., 3K PC1l. PC2. PC3 T )31t SwitchA. Switch i5(a] /A 5]
4. IRELE M PC MIAREESE),

BE DR XANTHNEREEET MAC #iHEAY VLAN &4
® GIEMEX VLAN,

® FERMNAMEDMIEFRFINIMA VLAN,

® [ZE PCl. PC2. PC3 Ky MAC it 5 VLAN Bk,
BIEAS HTEREES, FHESMTHIEIE:

® 7 Switch FEZEE O GE1 A PVID 4 100,
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7£ Switch FEC&E 1% M0 GE1 Y untagged 77D VLAN1O,

7£ Switch FECE#E O GE2 [Y tagged AT HAA VLAN1O,

7 SwitchA ER9IZEOFERABIAEE, RIFrE 0O untagged ARINA VLANI,
FXEL PC1. PC2. PC3 f§ MAC i, EZE MAC H#3F 5 VLANI1O %Bk,

EEET MAC #biitY VLAN RIS ENE:
BRIESE:

1 I VIAN, HERTFBL VIAN, BHSAMALVIAN I8 > VIAN BRE > fIE
VLAN'SR &, 3% VIANLO, EARINEICIE VAN Flsk, <drR AARL

...........

| EERVLAN BIEVLAN

 [VIAN3 T . VLANT .
P |veand [ VLAN 2
T VLAN 10
VLAN: |y an 6
DvLANT
[vian 8
[vian 9
[vian 11 - -

...........

2. B2 & Switch MUAMIE D GE1 944 Hybrid, #% M PVID 24 100, #% HJEF VLAN 10 £9
Untagged B, BCE Switch IAAMIED GE2 B9RT 4 Trunk, FE¥ % A 7RMNZE] VLAN 10 A9
Tagged B R5FRH:

wmOBCER

Q|
|i:| 1 GE1 Hybrid 100 Untag Only =] ZH w8100
Fl 2 GE2 Trunk 1 Al 53 =R 08100
[l 3 CE Trunk 1Al 53 = 0x8100
B 4 GE4 Tunk 1 Al =R 2R 0x8100
BRI

Q|

: 1 GE1  Hybrid  1U,10U,100P 1U, 10U, 100P
- 2 GE2 Trunk  1UR10T 1UR, 10T
i ® 3 GE3 Tunk 1UP 1UP |

3. 7£ SwitchA ERZEO{ERBIAGE, BIFF A DI untagged 7N IIAN VLANL B & PCL.
PC2. PC3 fJ MAC #hilt 5 VLAN10 XBX. B£HSMRH A VLAN IhgE > MAC VLAN EC& >
MAC HECE ¥ &£, #A MACAEER®E, 2 73%H A PCl (0022-0022-0022) . PC2

(0033-0033-0033) . PC3 (0044-0044-0044) B9 MAC Hbilt, #7524 48 AIAEHITES, 0

TEFrR:
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MACIHZ

S| Al =H Showing 1to 2 of 2 entries Q I

1 00:22:00:22:00:22
2 00:33:00:33:00:33
3 00:44:00:44:00:44 48

[ First| | Previous | |1 | Next | | Last |

L Em || mx || s |

4. BHESHIMEAVLAN II8E > MAC VLAN BCE > MAC AS8E X8, # A\ MAC A48E

SE, SN, EFmO(REEA Hybrid iwH), EFEHE MAC 4 ID, FEEHPZE VLANID,
RENATHREE:

MACHHER

T | All #£H Showing 110 3 of 3 entries Q I

GE1 1 10
GE1 2 10
GE1 3 10

[ First | | Previous | [1 | Next| | Last]

ERETsS Ty

5. B ELER
PC1. PC2. PC3 TJUifa]/ASIMNL, n#ep HabsMk A RA PC MAEETS(E],

7.5 Surveillance VLAN

MIA VIAN FEBTISARIES . AT RIEXEBEEZHEETFNEESR E5TE
B
BIESPER:
1. BHSHMFAVLAN IhEE > Surveillance VLAN > THEERC B ¥HMARE, MTEA

N
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---------------------

_____________________
---------------------

_____________________
---------------------

| BiFE| 5,
FElE | (1440 4
i
i ACE

&= | w0 | % | B | cosmm |
1 GE1 =ZA 53 #5:EY
2 GE2 = 53 SSuEx
3 GE3 =A 53 RSB
4 GE4 =FA B e
5 GE5 = B e
e — S
. ---------- % |:| GE1-GE?2
| ¥s O 7=
T = i
= o1
e ————C——— ?ﬁlﬁﬁz
______ GosER | ©
=
REEFEEE XM TR,
B &I 15t BF
RZS WBIT%EFF = H Surveillance VLAN
VLAN IEEMAVIANID 5, BUESEEEZ 1~4094, #0: 1-3, 5, 7, 9, H
VLAN 1 230ARY. Hifth VLAN 0757, B UNTAG ARINMAZ ESE
EfisO,
CoS EFrit WERERTEEEFE X Surveillance VLAN IR XL ELLE .
E Bt |a) RIME LA
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! f#8E Surveillance VLAN i O
Y i A Voice VLAN #1E1&3, 2 ABMERFMF TER
QoS KM% W QoS M WRFHIR A 2L

2. BHEEMHAHEVLAN THEE > Voice VLAN > Surveillance OUI B2 B 38, # A OUI Hudit
FEESR®E, W TINEMR.

Surveillance OUIZE
BT £8 Showing 0 to D of D entries Q| |
HEIDMER
[ First | | Previous | [ 1) | Next| | Last|
Lomm J| omm | mee |

M Surveillance OUI

3. HEMNMEEN, B&H'NA", THEE WTEFRT.

Surveillance OUIEE

E?_TT| All v |=H Showing 1 to 1 of 1 entries Q | |
ll:l 95:00:36  H7B50 I
| First | | PrevjuLESI' | Next | | Last |
| #m || em || me |
7.6 GVRP

GVRP-VLAN ;MM ZEE BB M EMMLA— NN B, IR 7T 802.1Q A VLAN
B INREAITE 802.1Q H4kus O EFIZSE ST VLAN,
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GVRP AZ## o] UM E e VIAN BEBE A, VIMMALEN BNAMNERELYS, &
Wi 802.1Q F4REZMZT A LS EIEMEE VLAN,

GVRP H{# 7Y GID M GIP, 5 A4% T GARP fI FIRML T B AR FIFER TS
BA&AEl, GVRP XFE 802.1Q HLk$EEE FiE1T. GVRP VT 7 A 4kskEs, IMIEEP4EE
E REHTERNA VLAN, 7E GVRP [a) FZ5R M1 VLAN Z 8], EEEMNTBRIEZEREZER.
GVRP E#H{5 B F11T AT o] IAE . GVRP i O F & g (EiE  k 3= % a0{a 2 VLAN ., GVRP
T A VLAN R Esh 7R A EIE VLAN

GVRP X#FTEIRFE Z A% VLAN 52, 7£ GVRP 1, TJUFENECE ZHANAY VLAN 15
B, MEFHRE Eth BB o] IS H IR MR VIAN,, Lim m o] U el K ha H iE
ZEIFrEA VLAN, A 7{EH GVRP, &% 5 GVRP ZAEMMLZEOKR (NIC) . 5 GVRP
FRAMNIC TTIXEEE AIINFTFER VLAN, AETAEEA GVRP ML, B THR53
BAMBEERE, LI T RS VIAN EiE.

7.6.1 ThEEECE
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1. BEHESHMPEVLAN 188 > GVRP > MR E XBHNRE, 0 TEFFR:

¥ O m

P e
Join!{ |20

""""" Leave | &0

""" LeaveAll | (1000

FHEE S XIN TR,

=R 1t P

RS GVRP & /A XK

Join 7 1-20 ERSEREINME, BIMESZ—F A8, BKIMEH 20cs,

Leave 7 60-300 EFSEEWME, RMMERZ—F AR, BRIAMEA 60cs.

LeaveAll £ 1000-5000 EFSEENMME, BIMESZ—HAHEM., BIAEXH
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i & MNaormal
SRS | Fixed
L..___________________j Forbidden
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| A%

WA fEREMEEREIR O GVRP FF 3%
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Forbidden: ARa¥FfEim A E/FMa7S VLAN, R, MExris A B
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7.6.2 A%

EFE GVRP ahS RIEERM
BETRE:
1. BESHMPEVIAN THEE > GVRP > HRFIFR EEHFHANFRE, WTEFMT
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wnoj [eei v
| o
| memy © BEE
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UARMZ YN T ENRESESIBERETRCHTEHE R REBERXHEN
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AXMMARMN_EERR, UKL ZERCREE KA,

MAC it A FRNFRMA B RN TER:

® Hi MAC Hbdlt

® ImOATEARY VLAN ID

& AEEILMEALIHRORS

AR A TR RIRCE, RIB MAC HIIRIEE, SXBUATRMZEEL AR

® HIEAFN I MAC itERARPEEERXEN MAC it xR, T

BEERXMIZFRI P A i O &%

o AN YUTH|YUKEI BRI AE F AOIRSC, B MAC Mt A RFREEEXS

NIRXEH MAC it fyFRIAS, ZHEANE KRB #7720 3R XX BR i Bm O MY I
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8.1 7S MAC Mtk

EIZW, TRUEE MAC il Z LRt E) IR EFR MAC it RES, ABENMEREL,
MAC it RFEEAMEH . MAC iR P B E MR IEKZER, F—FRNEBE
— N EFEE, A4 F BRI BARRF A RIUE MR, X447 B RIEZ AT,
MRAEZNLEFERIRHCEHERF, WiZRMHNZUNBENTE. RESGENZLRET
BRI MAC HilE Rk TEE. AP RENELRETE, TRSBEHRI BEAEK
TE B MAC it EIEIR X, Mz THeE. RAAREMNELRERK,
THY T RS RFFZ IR MAC R, MTFER MAC il # X RETR, SBX#HR
VI ERIEMENTLEHT MAC itk 3k, RBFAIEENZAIEIALE, THYLTE
SHBRF A MAC HilE RN, FRRFRASE. —RERLT, #EFAZCNENREE
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®E MAC it 2L B R ESE:

1. BESHHMPHMAC #illt R > 5175 MAC it R 38 FHAFZ MAC it REEEMNE
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MAC RATHERZ YL EIZNE RS MAC H#illk VLAN FSHEZEOEFEES.
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ERERZG MAC H#illt 3R, BSHE 3 ZE 33 1.
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FHEEEBE X TRAT.
&I Wt AR

MAC PIE . BWINFTER MAC #idit, #0: HH:HH:HH:HH:HH:HH,
VLAN AT, FEE VLAN B9 1D S,
i A hIE . W O REE M ANE OB TR.

WA EONIZEECE VLAN M Rim O,
2. HEMHNMEED, 2H' KA THREE.

8.3 MAC Hutlhidig 3R

THRHILEC B E F UEC A EE DT
BESE:
1. BESHMPHMAC HitE > MAC bt ER B HARE, W TEFR:
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ET Al v | £8 Showing 0 to 0 of O entries Q
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8.4 &% MAC Ml 3=

MR MAC #13HE B hZ2e MAC, NiZisA R A FLE MAC MEFENUK A@iE, Hitb
DU EF
BESE:
1. BEESMMPAMAC IR > wO%E MAC Mt R "FERFEARE, WTERFAR:
mZE 2t

E=Al v |£H Showing O to 0 of 0 entries Q

| vLAN | macint | 2® | m0O |

| R ER - - _ :
E First | | Previous | 59 | Mext | | Last

| #m || s || @ |

e ——

B || =&

AEEEE XM TR,

E18I 15 B

MAC Hbit T4 MAC Hitik

VLAN MAC it Fr/E A9 VLAN ID

| MAC HitlE X 7 893 0 ID

9 4 RN

AR ML R AT #7810, RENEZTENE, BESFERLRMERE. B2F
RAUREBSEZHRME E=EIREE, 5|& BXREME MAC it RAREFHENR,
MNSBAFBERERE EZBETH. ABRZIENEFHOIRERE, =HE T 4R
Y STP (Spanning Tree Protocol)

EXZMUMERSRE—HF, £RWHHEEREENENZROAMERNN, N&EH
IEEE 802.1D FE X B9 STP F IEEE 802.1W H/E X AYRE 4 mi &I RSTP (Rapid Spanning
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Tree Protocol) , BE|&HHY IEEE 802.1S F1E X 19 % 4 B t/i MSTP (Multiple Spanning
Tree Protocol)

H R AR, MSTP 3225 RSTP. STP, RSTP 372 STP, =Ffh4 B AN B9 L i an R A

)

= FhAE RTINS RS EE 3R

AN | Be KA%=

STP R — R TTIRBR R, R BREFIAR | EFEX ALK L E R
RED 2., FTH VLAN #Z—4#%
SR ERIR, AR

RSTP TR — IR T ERBRBOM, BRI IEBREFHIZI T
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I SBR R

MSTP R — R TCIRBR R, R BREFLAR | FEX DA FPR LS R
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W ShoR R EH VLAN B AR/ E
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® CHBERIAES: BITFHETT R HBRM L PO R IFERN KB EINEE .
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RIFEE STP ERZHNE, A LEBENMNANRE, FRRAENDRERSTP
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BPDU 3 & 770 FNEFE] BPDU IR X5, SEBTERIATHAR
LR Forim O TR

Hello Time Hello % X #9[8] B A [E]

Max Age Max Age Z1LRT[E]

Forward Delay

Forward Delay Ff[g]

H#

MST % . BREE AR EEERA MAC Hhit.
RHEARERIEE RS MST HIH VLAN BREFER. MSTP A9ETT4

AFE R EIZ IR & T DU TR

2. HEHENMEED. BE'NA" THEE
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9.2 i AXE

A-ERENMNEREE, FRARDOTRIREEOMNSTP ZH, DELTKRE
RIRR
1 $ﬁi§fﬁn’fﬁﬁlﬂé’]“iﬁk’ﬁﬁm¥>Jﬁﬁli| RE'XRE, #HANmAERERE, ETHFEEENR
EREER, EANFMELFE, MTEFRTR
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&) 2 GE2 RA 20000 128 =3 =g “ﬁ =8 Disabled Disabled 0-00:00:00:00:00:00  128-2 20000
] 1 GE3 A 20000 128 =3 Z=E =2/ =3 Disabled Disabled 0-00:00:00:00:00:00 1283 20000
B 4 GE4 BR 20000 128 =7 =1 =F E—] Disabled  Disabled 0-00:00:00:00:00.00 1284 20000
i 5 GE5 ER 20000 128 23 E-1:] 23 =3 Disabled  Disabled 0-00:00:00:00:00.00 1285 20000
B 6 GE6 BH 20000 128 Z/ 2R E 35 =/ Disabled  Disabled 0-00:00:00:00:00:00 1286 20000
B 7 GET REH 20000 128 =/ = =/ =] Disabled  Forwarding  0-00:00:00:00:00:00 1287 20000
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&l 9 GE8 REA 20000 128 =3 Z=E =E == Disabled Disabled 0-00:00:00:00:00:00 1289 20000

Eisl &S

____________ - |:| GE1-GEZ

: e ¥ 8

iﬁm o
§ fise® | | 128
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S e 1 O x4
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AFEERE . BERE—Dm A Rid S AR, £ RTFERE
R LORTS  IUE B B 2 A P Zan B K W im O BC B BUA %
im0, e RURETERFE LIRS,

BPDU Filter B A= BPDU 1T JETNRE
BPDU Guard =4O FF 2 BPDU B9RIFTNEE . BUARAN AL, Hi& & £ /B30 BPDU RIF
INeE, MRFOUE|T BPDU, BERFXLEEOXA, RNBMNER

G, WRMMEAREANEEEARAFTINRE.
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Bal FRoimHREARENESNCNEES X S 8EEEHERS.
B RrBEEROS ST R sEsEE.

KA REFEERDEE S 25T SHEREE.

2. REMNMEEN. B&'NA" THEE.

9.3 SLHIEE

Wi MSTP HB— MM R AL Z M, MR SIREMN, £ Z BRI
7, FARE A —D 2 4 A SEF MSTI (Multiple Spanning Tree Instance) , &4
I I — MST 35 (MST Region: Multiple Spanning Tree Region)

L 3

FBEBIsi2 £ VLAN B— &S, BISEZ A VLAN 2| —Lf], oJINTHEE
FERFEMERSAE, MSTP SNLAIFRIMNITTEAR B R, 75X sfl B0 INSKE iy
. TN BN ERAFMEIDEY VLAN BREFE|— D SEFI R, XL VLAN 7Eis O E A ZIRES
BUR Fif O 73T MSTP SR ADIRTS

BB, SE— N E A VLAN ZFEE MST 24l St . — R ST HEE— N £ A VLAN
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BRIEPE:
1. B SHATE AR > SIHIRE RS, #ALPIEENHE, EFFREENS
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MSTEflRE:

Q
| msT | iR | D | WD | #A0 | W% | Remaining Hop | VLAN |
0 32768 32768-1C:2A:A3:00:00:24 0-D0:00:00:00:00:00 N/A o 0 1-4094
| 1 32768 32768-1C:2AA3:00:00:24  0-00:00:00:00:00:00 M/A i} 0
2 32768 32768 1C2AA3.00:00:24  0-00:00:00:00:00:00 MNIA i} 0
3 32763 3276B-1C2AA3:00:00:24 0-D0:00:00:00:00:00 N/A o 0
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B S B e
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---------------- ﬂzs'am 32788
------------------- ﬁ'i: iD 32768-1C:2A:A3:00:00:24
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R FEEIRGH R R 2R
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3 GE3 20000 123 Disabled Disabled RSTP #15% 0-00:00:00:00:00:00 123-3 1] 20
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5 GES5 20000 123 Disabled Disabled RSTP #5% 0-00:00:00:00:00:00 1235 1] 20
6 GEB 20000 123 Disabled Disabled RSTP #5% 0-00:00:00:00:00:00 1235 1] 20
7 GE7 20000 123 Disabled Disabled RSTP #15% 0-00:00:00:00:00:00 1237 1] 20
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|
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BEOMREETMUEWEOERE MSTI EMAE. BATMEARRE MSTI L
ME—ZORERENMLER NERE VLAN (R EGR R RYIEEEL
K, SEAIEZ VLAN fE S BRI .

Y BAMERMNNER, MSTP SEFITERE AN AR IFHTRETH.

mHOAeE DAH=FKRimO, FEEWH, &HuwH, Disabled
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R LT AT IR R
RE iy ISR A9KEY, B& AR A MR &R A

2. HEHNMMEEN. Bi'NMA" THREE.

BCE MSTP ThEE 15l
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BRIESRE:
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: | EHVLAN SEEVLAN
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e VLAN 10
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i L vy VLAN 100

: b VLAN 8

5 VLAN 9

| VIAN 11 - -

2. BXHIFH FEANRE RO VLAN, B S B VAN I8 > VLAN 2
B> pRAREXRE #NBREE FE, EFKE0O, #AKOEREER, 234
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ERsRES
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i 30 GE1

¢ #Es. Trunk

5 L [2 i 1UP s
i 100 10T

! ] 20T
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i i @ Tagged
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3. B SRR ERMIIY > IRRERE, #NTIRRE, HSHENEE, ©£F
MSTP R, S EW TEFfR.
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| [1c:2a:A2:00:00:24
0

20

4. ECE LB MSTIT FISE5] MSTI2 89 VLAN BREF X R o B SAA T A £ AL > Blix
BB, N'IHIRE, | BERNSH, BTN, REETERT.
MSTLbIRE

Q
| MSTI | GiSGHR | 1D M0 | ##80 | e | RemamingHop | VLAN
0 32768 32768-1C:2AA3:00:00:24 0-00:00:00:00:00:00  MN/A 0 19.141-19,21-4004
1 327683 32768-1C:2AA3:00:00:24  0-00:00:00:00:00:00 MN/A 10
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3
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.
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mﬂﬁég;sggﬁu
L1 O TeEEmO
[ mm || xm
STEE X TR
BB 15t AR
RZS FF B/ %7
IRZR 7 JHERBIERF 0-7
RIS 53 ERPS tIR SCANERIR SCHY VAN ATRRET ZIRIP LGP, X
£ ERPS WY 7 & 452 BB HL A 28 JR X 31X e 3 SOt ik R S PR ZE . B,
VLAN R X RES AR R =4 T N B S BN ARTT A,
=%l VLAN =] VLAN FIsk %8 ERPS iR X
WTR Hf 8] O HEN T, RPL Owner it 0 B FHASEEE B M BT, Sk

WER, %15 WTR Eff#58af/5, E=HPEZE RPL Owner i 0

Guard gl

i AN B 958 Ik B B /B3 Guard ERFEE, FATRIEIRN E# %
FERT S BEIR R-APS JE BB XN MEERADENES

TRER

% ERPS $5BERE IEE T, T UBITIRE ERPS Ay TR R/ A o] AR
KRR EEDEHIAE RPL owner g H
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X ID ERPS I 4R=

IRKEY 04X, 1HFH

Port0 ERPS ZREX Rk O, FTF ERPS TR _EWNR SCHEUIRIR LA 14
Portl ERPS IRAk Rk O, FF ERPS TR EWMUIR AN IRIR LAY 1%
wmAfAeE @m0, R IBRONEE &S558 AP A9 TMUIR ST SRR S .

FiwO, AREEMRAARTS S EAF RPL EMwO, BAEFAER
B, Mt RS 3%

PBEIHO, RPL EMEIHOEER RO, WhE O EEMBAFART
R EAF RPL ERIR O, #H{THEEREHR

T—4REwO;

yi\N-—
TR

® ERPS ThaEsE B/ 20ms Y/ ik S 7 i

11 R

IRE& A& M (Loopback Detection)IhBE IR BECE M T : XXl is O #1TL BFim O AW
TR, XHEEE, BRYMNEXR

WA AT (E) [E)FE, XK IAMGG O Bk E R e B, g/ DR, Rga il
S ML R RYIRER B, MR D ERBE R = . XIF BN F N A FH TIEE=.
1. BESMAARREEN > RELNESE", 0 TEFR.

L O R
;
:
.
| @ e
il
o
| |:| =

_____________________
.....................

wemE | o |

.....................

loopback port Fi&E3E

a1

| mo | & | #s| sows
GE1 Automation £ Forwarding

®S

1

2 GE2 Automation 2F Forwarding
3 GE3 Automaton ZEF§ Forwarding
4 GE4 Automaton ZEF§  Forwarding
5 GE5 Automaton % Forwarding
6
7
8
9
0

100 00O

GE6  Automation EEFE  Forwarding
GE7  Automation £ Forwarding
GES  Automation ZEF§  Forwarding
GE9  Automation ZEF Forwarding
10 GE10 Automation ZEF  Forwarding
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FEZXIT &

[l 15 EA
RS N ERFR, FR/ZER
FrB =% VLAN O MA VLAN, BRIAATFFE
RE N IR R E A
& I Bt 8] MBS B, BUAA 5 F)
PR 52 B8] R BN RS A B A EHA, BRIAC 30 7
%0 iw A%
R RN TIEHES, BahfFah, BIALBEw
RZS i R IRBR A T FF <
3 FURZS i O BPIRZS

12 #HFP &I

LLDP (Link Layer Discovery Protocol) & IEEE 802.1ab HE X f9%% & E A I, LLDP

E—MRENZERIAR, JUBARmRENEERI. R&ERR. BORREER

kR, FEAMEBCHNMEERE, BEEFRIFXEEFEEEBEURENEIEEFEEE MIB
(Management Information Base) YL RFFRER, INENKEERGE R HIMEEEEAY

BERDL.

LLDP T DU AR & HESALERH LML A CHZmRE, AREEKEMNT

iR & {E B IRE MIB I RNRFER. TIEREWTEMRT,

LLDP JRIZAER]
KMt & AL I B E L
LLDPY JEMIB LLDPH EMIB YnEi T - MIB
(A[ik) (Afi&) (k)
t i =@ {AMIB
(T 3% D
LLDP# 1th & £EMIB LLDP iz & & £EMIB
HEOMIB
(A1)
HLitMiB
of—f> LLDPH (AT
LLDP {5 AR
LY r
A b i EE i g 5 R
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LLDP EASCINRIE N

® LLDPiRHuAIS LLDP RIE5RE EWIRHAF MIB. SLE MIB. 0 MIB AR HAhkE
MIB (932 B, SKE#HE CHY LLDP A R % MIB, AR AR & B E XK LLDP ¥ & MIB,

® REAMIS RS SH KM LLDP A XL ITIKIEE .

o FWmImRFAIIRKA LLDP i, EFHECH LLDP minR%E MIB, MERITIHEREEE
X H9 LLDP ¥ & MIB,

® EIJ LLDP RIEUCA LLDP i, BREMRBFEHIMEZHEENFELE, BEEENEEZ
RN ED ., TR & MAC IS A

® LLDP AMESL: MIB FRREAMEEER. BIFRE D, EQ ID. RERR. REH
R, EOFR. MESEIEER.

® ||IDPIiKEL MIB AXRRBFZHEEELE. BFRE D, 0O ID. RELIR. RS
R EOFEKR. MESEITEER.

® | LDP-MED X LLDP A&, HEBLR 0 PIES LLDP-MED S HE# T R, MMEZIEE

ERMNELS, TUEBHTEEST FAFEERG AT T BN HRFNEN,

12.1 LLDP ThEEEC &

BRIELE:
1. BHSHWPHRINRIL> LLDP > NERE 8, #NTEERE FE, WTERR.

__________________________________________________________________________________________________

------------------

.......................
"""""""""""""

_______________________
-----------------------

_______________________

-----------------------

_______________________

———————————————————————

_______________________

_______________________

_______________________

________________________

________________________

________________________

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

FESXM TR

&M

i B

RS
708

FF R 5% A LLDP i
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LLDP R4 | X LLDP W B, LLDP 3R X4 I8 75 =X 4 “Filtering” (3L 3g) |
“Bridging” (34 %),"Flooding”(GZ )3 #f

KixEER A 30 #), SEE: 5-32768 F

Hold Multiplier RIEFEAFER, BRiA 4, SEE: 2-10, REFAILREBHFEIRK
F 65535

EFWRMHER BN 2%, SoE: 1-10%

fRIXFER EiN2®, SEE: 1-8191 7

MR BHNERITE | LLDP-MED s ORE BshER X E KA 3, SEE: 1-10

AN L

HEH LLDP #4E& 5T LLDPDU (LLDP Data Unit) EYIAARMIRSCFRA LLDP BT, TLV
2858 LLDPDU M8 7T, 84 TLV #REX—MER.
2. EEHENMEE. 2HNA", EREE.

12.2 s AREE

BRIEDR

1. B SN PR HAINEI> LLDP > swABRE RS, #NwHEE FE, MTEFT.

mOREE:

Q |

| ®2 | mO & esy |

7 1 GE1 W% 8021PVID
[ 2 GE2 W% 8021PVID
'l 3 GE3 W% 8021PVID
| [Fl 4 GE4 % 8021PVID
RESXMTR
EeEIN 15 A
i A THEES NmO
WA= W& LLDP 3BT
B TLV B TLV/EE, VIAN R
L 35e9:

LLDP HIX T HF THEER, Transmit(RE): R& LLDP R, Receive (RU): Rk
LLDP R, Normal({%): BR &%t UL LLDP 832, Disable(351H): BE AR & IEt AU LLDP

]o
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2. WEMNmORE BRHNEIRAREN. £ VA THEE, W TEFRR.
Enssliss

%0 GE1-GE2
A | @ n®
| © R
B o ua
L JE = Elﬁ
| ERILY SHETLY
| [wOms = [802.1 PVID
BlETLV | | System Name E
i | System Description i
System Capabilities
| 802 3 MAC-PHY ) -
| ERVLAN EEVLAN
[VLAN 1 ; r =
802.1 VLAN Name | |y ap 2
P VLAN 10
|| VLAN 20
| |VLAN 100 - -
A || =@
RS S
ECE I 15t R
i H IHRFREZNim M
R RR g% LLDP 3R 3CAET, Transmit(R&) . R & LLDP &3, Receive (RIX):

S LLDP X, Normal(k): BE& XM LLDP &3, Disable(3<
) BRAKIELAREZER LLDP KX

o] i%E TLV EFETLVEE, VIAN R
802.1  VLAN | %% VLAN name £ &8
name

12.3 MED M4 KEREC B

MED 2% T IEEE802.1ab MI4RE R IMY, LLDP &2 IEEE 4R E R I, o ik HE b
HAY R, MMEEE (RBFIELIZEASR) RFIEE BT DUEBETEES T, FHih
WEERRGOETRM T BMNERFIEN.,

BIESPE:
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1. BHSEMPERINAIL > LLDP > MED ME &R S X8 ARE, M TEFR:
MEDMI4E=EIER

Sx=|Al v |£8 Showing 0 to 0 of 0 entries Q

| WD | B3 | VLAN | VLANiRE | (56 | DSCP |

HITMERE

: First | | Previous | [ 1 | Next | | Last
EREESE

M iy
""""" D! 1 v

| mmzm| [Voice v

""""" VLAN |

,============:===1E e

VLANIFE | Dl it
im0~

' DSCP1 o r

[ =8 || =& |
AEEEE XM TR,
E I Wt AR
S6H% 1D MED $5H#% ID
KRB Fie & 1 & 75 P 28 SRR TLV
VLAN FERZ A VLAN 1D
VLAN #5% VLAN $rEFHTTR
Rk VLAN g9 COS &
DSCP IP 8149 DSCP &

12.4 MED ig O EC &

BRIELE:
1. BHESMMPEHRFNEIL > LLDP > MED st OB E"XBEHARE, M TEF®:
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MEDimhgE

Q | |
B 1 GE1 BH £ = S
= 2 GE2 BH £ = S
= 3 GE3 BH £ o £S5
[~ 4 GE4 BH = & 5
= 5 GE5 EH = = =
= 6 GEE =R = = ES
1 T nR_RET =8 = = b=

Y STy
| [a= | ) [P -
B#TLV ¢ | Inventory G
- . { .' -
e S
Mebwo policy “| 12 .
. E.‘ -
AiFEE | | e+
fmEs | | |6 - 16078zt
ramiE| | (10 - 2578+t
IR
SEEEE XM TR,
SR B
O W AR A5
RS i HERRIRTS
BIIE TLV ATRHH TLV
Network policy B i & AR A%

87



AFRALE BCEMA AR TLV LR E

NEER FEEMEMAAL TV B ERFER
E2HIE EMAMIAL TLV NERBEIE

12.5 _CTE

BRIELE:
1. BESMNPEHRINEIL > LLDP > MXIE KEHNFE, WTEFR:

RS P
Q

&2 | ®%0 | BER () | 98 (FH) | BERES |
1 GE1 33 1450 FHEE
2 GE? 38 1450 FEE
3 GE3 33 1460 sk
4 GE4 33 1450 =TS
5 GE5 33 1450 FEE
G GEG 38 1450 S
S an ddcn o

12.6 KZ&EEE

BRIEPE:
1. BRSSP HEIRIL > LIDP > ARERFERKEHNTE, WTEMR:

wHELSES

-----------------------------

Chassis IDFEE | MACHI

_____________________________
.............................

Chassis ID | 00:E0:4C:00:00:00

.............................
.............................

System Name | switch

.............................
—————————————————————————————

System Description HR-AFGM-24445

.............................
—————————————————————————————

IBEEISMNES | Wi, EEmE

.............................
-----------------------------

ERENEEh | FF, BaS

_____________________________
.............................

.............................

2. Fm RS RBPERRA, SEHFE, JUEBRAXELN LDP HRFAES, BT
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EFrR:
RS«

@ 1 GE1 W
5] 2 GE2 W&
& 3 GEZ W%
@ 4 GE4 MWE
2 5 GES M&
5] 6 GEE W&

=Y A ST, O

12.7 REIER

LLDP %BJE B RRIES B

BEHA
BEH
BH
BH
BEHA
BEH

Q|

1. B S PE HAINRI> LLDP > REFR KR, #ANLLDP RE"FE, M TEFT,

Neighbor Table

S5[Al v |25

Showing 1 to 1 of 1 eniries

Q | |

1C2AA3DZ3T 72 =i Qid

100

12.8 /X &Gt

BRIETR:

[First | | Previous | [ | Next| | Last

1. B S PE AL > LLDP > RXGITRKEHNTE, WTEMAR:
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Global Statistics

Statistics Table

Q
Transmit Frame Receive Frame Receive TLV Neighbor
Total Total | Dismrd.| Error | Discard | Unrecognized | Timeout

GE1 0 0
GE2 0
GE3 0
GE4 15
GEGR ]
GEB 0

qmm#wm_xm
=

Py
- il e = Ly B == il s

b O == T o= [ o BN [ s R = |
I e R e o R [ e Y s
- it ) = G = == Pt e |
R == QR == R s == R Y = |
- O == <= = B < A = | = |

13. DHCP

DHCP f&t

fEEMBMENYT KFINERELRENIRS, WEALEHXBEZR, £FHINTENNE
T (AEFEYIHLELMLE) FTENREBL T HEA P Ut AER . shSENEE
I DHCP (Dynamic Host Configuration Protocol) i+ i B X EFE K & EieL X, DHCP
IR A& Fim/fR$SE: (Client/Server) 77T {E, DHCP Client [5) DHCP Server shZsih1E
KECEISE, DHCP Server IRIERIFIREIENMEEER.

7£ DHCP RSB AT, —MBE&—8 DHCP IREHBMEAZ P i (40 PC FIEHEM) |
WE 1-1 Fr7wo

90



DHCF Client DHCP Client

O LAN —L— 3 V <

2 &

DHCF Client DHCP Client

DHCP Server

B 1-1. DHCPHENH

DHCP {14 IP Hutit 4B

IP itk 43 Fic SR E&
SRR AEER, DHCP BE=Fh IP Ml ALK

o FToHfcthil: AEERADEISER i (10 WWW BRE28%) B EEEm IP i
it, @13 DHCP ¥EEMEE IP it %A P,

® Bl DHCP A& FinHECFEER A TTIRCHY IP Motk

® Ao ECHiil: DHCP AR FindEE BXUARAY IP ik, HEREREIERE, &
HRBEEFNRIEL, BRSHEFHEENE XM B AL,

IP HitIt =h 7S K BUL TR
DHCP Client 5 DHCP Server [8]f9R XX Bidf2a0AE 1-2 FiR.
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DHCF Client

DHep
W‘ DHCF Server

owcp_ o

DHCF Client

D,

DHGP Client oWCP. pok

DH
o Rene DHCP Server
i af*:- i
CK ﬂ
DHCP Client oneP P

1-2.  DHCP Client 5 DHCP Server {|f1R X3 Eitie

DHCP Senver

DHCP & R A T Sk A AR 1P Hilh, EARRMERSRSHRZEXERRNESR,

BEFENT=MER:
(1) DHCP & P B K B R M 4%

DHCP ZFFimE X ERMAERN, FEBEIMNNMES DHCP RRE:FEMNEKR.
RIUBER: B) DHCP BT #, DHCP FRE#:ZMME . BERAmMUTBAR KX
DHCP-Discover I8, RHE DHCP REsA S H TN .

IRELHEL: BD DHCP AR =31R4E IP MU AIBTER . DHCP REBEWEI R KM
DHCP-Discover &3 /g, M IP ittt kit — A E R 2 Boay IP it D BLse & P i, [0
ZEPmAXREESEE P HutME &% B DHCP-Offer R,

EREREL: B) DHCP B iRt IP it MIMER . 21RE £ & DHCP fRE8E1ZF P i
&3k DHCP-Offer iR, & Fim RiEZE—ULEIRY DHCP-Offer 183X, AR &7
R (6% DHCP BR%5 8% [E1 &2 DHCP-Request XX, Z{E B P& & ik &Y DHCP fRE
FIER P AR A,

HIARTER . BN DHCP BRES2EFAIAFTIRML IP HbHEAOBNER . 24 DHCP JRS-88ULE DHCP &
FifEZ ) DHCP-Request IR X5, ERE FimAEE R CAREN P HitfEE%
E 9 DHCP-ACK FIAIRS; BNIRE DHCP-NAK R, R R BE D ELAIZE
5. B EIRSEHREIH DHCP-ACK HIAR S, S BHARKE ARP (B
Fot R D EC R A9 HE) FATHBUEERN, MREN EMNEIREEREIEN, &A%
ZE A,

B& DHCP & ik ARG 8250, HE DHCP BRESBACK KD ECH Y IP k(o] BF
HME A imhy 1P #hitRig,
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(2) DHCP & Fimf RS FK ML
4 DHCP FAHBRERMER, FEBIIUT/ILNPES DHCP RSB EIHKR.

® DHCPEFMBERERERNMERE UWEBEXMEN, AF[E HEE L XHE P #b
it &) DHCP-Request R X BIT], R"FEEH R A 1E DHCP-Discover X,

® DHCP BRE =3I Z| DHCP-Request X fE, MRE FimRIFAMIDI B H I E, WiRE
DHCP-ACK #IAIRSC, 1BHI1Z DHCP & P im4k 54 IR AY 1P ik,

o MR IP MU TIEFDECL1Z DHCP B RimfER (Bl niReEEE M im) , DHCP
B %23 451R [B] DHCP-NAK R X, B s E|/E, EH &K1X DHCP-Discover RICIERH
9 1P Hudik,

(3) DHCP & Fim K IP Hbtik f9FE A A 3UHA

DHCP RS8N EA T FinMEN7S IP HihBEE —ENHEEHR, HEERSHESK
[E13Z IP #illk, #N5R DHCP & A imf BBk 4(E Aiztthil, BEEH IP FY.

HLFREAT, DHCP B Fuptt a7 P it FAARARIA R — 3/, @ DHCP REB{%
X DHCP-Request &3, ASEAL IP FAAMIEFT. AR IP #utE2L, N DHCP fRE=8E N
DHCP-ACK R, %1 DHCP BB 23k BHNFHEA.

13.1 ThiEEC B

DHCP fR& s BECE
BRESE:
1. BHESHMFPADHCP > Tt B XEHART, W TEFFR:

---------------------

_____________________
---------------------

iR
DHCP Portfit &3
Q

| £S5 | ®O | ¥ |
1 GE1 =
2 GE2 =2
3 GE3 z=H
4 GGE4 zH
5 GES =H
6 GEB =2
7 =E7 =
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2. £ DHCP Port EEB R HiEFimAFIFK, KRB ENGORER®@, W TEFR:
o e

i O GE1-GE2
LW O FE

=
& pa =W

® {#FH DHCP BR%-885 DHCP Relay TheE, ik O#PEEIRE HFEE

13.2 HbititbAc &

DHCP BR% =8 IP #hlitth AL &

BRIELE:
1. BESHMAHRDHCP > MIhEE KEHANFE, W TEFR:

IPRMERISE

e R = Showing 0 to 0 of 0 entries Q |

HEIDTeER

| First | | Previous | ' | Next | | Last |

#m | ex [ #e
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HOEBE | | |(1 to 32 FHB==7D)
_— |
"""""""""" il |
'"""""""""""i HHEEEES] (1 T |
PHabE | EiEn |
S |

. onszmsE ) A

 onsemsE! O AE
, ﬁﬁmﬂ} 1 B[00 v| st (00 v] %%

______________________

e
'& pa =W

® ittt MEERBUIARER B B A WKt

13.3 VLAN ZE0O bt A &

DHCP s3I O < RECE
BESPER:
1. BHESHM P DHCP > VIAN O AR E S8 H N\ DHCP fRES=3ARAE, #&
HRINHEANRSSRAREE, MTEFAR:

DHCPRES 4
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DHCPIES==4E%

————————————————————————

________________________
————————————————————————

........................

2. £ VLAN #Z O bl R % £ VLAN O F1 DHCP fRSS#84H, mir N TR EXR,
MTEMRR:

VLAN [ itehibitege
#NO MGMT VLAN v |
DHCPEESER4E Y|
REA

13.4 B PimdE

BEEZPIRER
BRIELE:
1. B SHKM PR DHCP > BAmSIRCEHNTE, MTEFT:

B imylE=

T Al v | £8 Showing 0 to 0 of O entries Q

HEOTER

First | | Previous | P4 | Next | | Last
RiER

135 FFIRHSHER

BEENEER FimfpSHERMN
BRIESR:
1. B SR DHCP > BFmESESHER EHNTE, MTEF:
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ST Al v |£8 Showing O to 0 of O entries Q | |

l HEITER '

| @ | e | [ First | | Previous | () | Next| | Last |

=
'& pa =W

& ESYPER IP EREE KT IP it N ECSEER

14 A%

14.1 EAKIhek

14.1.1 ThEERcE

BRIETR:
1. BESMNPR AR > BATIEE > DEEE XEHNTE, N TEMR:

FEEER | O =5
L O mmsnes
- __; ® B#IMACVID
| O BfIPMVID

| ® BHIMACVID
1 (D BasiP-viD
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14.1.2 BSAEBERE

R|UEFMNAFBBERAR, ¥AE VAN FRBAIERE—NMABAR, HEKAEs
BEBREFNRADENEREWEN VLAN 1, RET KEMNTHR. IGMP ITEITE Tk
Ylim OB R EERE— 28 VAN USRS BEIERECE 21 VLAN, X1, A8
MERBEAARE VLAN AR, NP8 TH5E. s, BTHE VAN 587 VLAN &
BE, FAtZeMMEREsTHRIE.

BIEPER

1. BESMMPNAE > BEAE > #5EBREXE, #ASRSHEBEERTE, &
AINRHFNE R SERT, ST RIZMENELFENFHESERET, REN TEMRR:
HifE

PhE [IPvd [+]
E.;_T:EAII j%ﬁ Showing 0to 0 of 0 entries Q!
| VLAN | B | BRR | XE | BRI |
| R
First F're'u;ious 1 Mext | | Last
| @m | ez || mee || Bz |
A
L wanl [T =)
tpjﬁas [1Pvd]=
. mm |
| Axes B0
GE1 "
1 |GE2 (W
= |GE2
JE’Em; GE4
GES
GER
GET
GES - ¥
N
FAEEES XN TRMAR,
[i=esl 1% BB
VLAN AIBAPTEM VLAN ID, THIEFEE ZFAEH VLAN
IP RRA 2H1% P Mol Y RRA R v4 12 V6
AR LN R L
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PR MNERERLR, TTIAEIE
2. REMNMEEN, B&'NA" ZHEE.

14.1.3 BEHRwAOBRE

EEMEEAREERmAER
BRIESR:
1 BESMNPRARE > EATIE > BhuwmORE XEHARE, MTEMR:

G NE S

1Pk
E=|Al v |£E Showing O to 0 of O entries Q| |

=
[ First | | Previous | |4 | Next| | Last |

ECES

14.1.4 ¥ ki O E

EENEFEREERLROER
BRIEDR:
1 BESMMPR AR > BRI > BmORE XEHANFE, M TEMR:

RO

IPEEE | Pvd v |

E= Al v |£8 Showing 0 te 0 of 0 entries Q|

HRIT4E5%

[ First| | Previous | (4 | Next | Last |

| @m || s || s |
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14.1.5 3% O PR

FLEMNE Hinm M HIBHE R
BIEPR:
1. BESMNPR AR > BRI > wARSKEHNTE, M TEMR:

i PR

IPREAS
Q| |

2] 1 GE 258 =5
=) 2 GE2 256 =5
O 3 GE3 256 P
=) 4 GE4 256 =5
2] 5 GE5 258 =
=) i GEB 256 =5
= T RET 1 == ==

14.1.6 FEMNEE

B B & FH A HED IEIRR

BESE:

1. BRSSP AR > BATIRE > SEANRE ZEHARE, WTERFRR:
S ]
IPEEAs [ 1Pv4 v |
ST Al v |£H Showing 0 to 0 of O entries Q| |

l HEIMER I

EERIETS Y First| | Previous | [ | Next| | Last|

2. BEHSHMTAERE > BATIE > SEANSE KEHENLRERRME DS ELE
SiE, WTEMR
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IPEEE [ IPvd ¥
Q|
_ | ®S | %0 | #D |
1 GE
2 GE2
3 GE3
4 GE4
5 GE5
& GEB

14.2 IGMP Snooping

IGMP {51 (Internet Group Management Protocol Snooping) 2iz{TE_B&R& LN
ARBARYG, BTFEREFIAREE.

Z17 IGMP {1 B — B R &R IT U R A9 IGMP 4R SC# 704, him A MAC 2%
ST RS XR, FRBEBXEAMH KR R ARBEIE.

MTEFFR HZEEEEFEFTIGMP Tk, AEHFEE—EH % Z"FE
Fiz177 IGMP il /e, EMABEANBREEIEASEZEH & mE_EWRARSIEE
WS, BRAMABEENASEZRN &,

Multicast packet transmission Multicast packet transmission

without IGMP Snooping when IGMP Snooping runs

‘—%‘ Multicast router ‘—%‘ Multicast router

|
|
|
|
|
|
!
Source l | Source
|
|
|
|
| Layer 2 switch
|
|
|
|
|
|
|
|
|
|

Layer 2 switch
Host A Host C
Receiver Receiver

Host A Host C
Receiver Receiver
Host B

Host B

————» Multicast packets
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14.2.1 IHHEECE

IGMP Snooping, FBTF IPv4 WM&, EREBNME, BEEEBSNA A EVZ BN EH
t, BEETE VIAN |, 1EF, (TR EB=F1 T 28 &% IGMP/MLD ) X7 AR EHRH
TRk R, MNNEEMEFABRSEE _ENEPHREL,

B EN T LAY IGMP Snooping THEESE TR FRERES, AUBEFREIBRIINE

& IGMP Snooping ZhE.

BESE:
1. BHSHMMF R AR > IGMP Snooping > TIEEECE "3 HE, #H N IGMP-snooping E2& 57
H, FATEEECEN VAN F8, EFFEREMN VLAN, KBt NTFHECE 7@,
WM ER:

_____________ %S| [ s

T i

BE o oupa
| BEmoE | V) 7R

HIEVLANEISR
Q |

& mﬁm._mmnmmmﬁmm
(] ZA/ EH 2 125 10 2 1 =
1 2 =5 BA 2 125 10 2 1 =32
& 10 E=H =i 2 125 10 2 1 =H/H
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WEB-Based#:ithitk 5155

BT =H Showing O to 0 of 0 entries Q |

HETER

| First | | Previous | . | Next | | Last|

ECN RN TN

16.5.5 SiAELA

BRIELER:
1. BHSHNPHNTE > NIV > KIEEREEHENSTE, WTEMR:
aidEdlE
Sx[Al v |=8 Showing 0 to 0 of 0 entries Q

ISR

[First| | Previous | [ | Next| | Last |

s ][ mx |
16.6 DOS BB

16.6.1 TheEEC &

ATREZBNNZE M, o UFFEBRIAHINEHER
BELE
1. BHSMMFRLL > DOS Jhld > MIRE XL, #A DOS iEHER/HEE"
AABA B POD Wi, ‘Bl Land Wi, “ZFEEHN MACHEE", “EF ICMP 7K
8, BfF A", EREE, FEOTEFR.
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R . iﬁéﬂﬁ% @ e
_______ WjJJ:LandREE ¥ 7=
| zﬁﬁamunpﬁns«!ﬁﬁﬂ & 7
 EREENTCPROSERR | v e
I %;;%E"a&'nﬁi{{ﬁ%é & e
e BALLNu ScanBicE: | V) R
r -------- FAIEX-Mas s{:anREE ¥ =
i ﬁj-t-ﬁ:-r;_s;*}r-l-émlkil& & 7
e rir}it_%i;'r;'s_%ﬁ'ri'sﬁén—_ @ Fa
P z= iCMPﬁ‘HE & e
!- R =
p ENICP SYHE Rt
e | @ e

EEICPEAE,
R | @ Farw
| PingREAKE | [V TP

| [p12 >3 535, B4

E=— T e e | @ A

TCPEAHdrA

i

o e e S | @ A
! IPveERINT R _
! | 1240 =75 (0 - 65535, 2
] | @ AR

BALE SmurfIE | 5 -

16.6.2 wHOBCE

AT im A 78 DOS BFB ik I

BRIESR

1. BESHMTN %E >D0S BildE > wHEE XS, #HA' DOS BiXdEimHRE",

WMTEFfR.
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iRl S

1 GE1 =HE
| 2 GE2 =M
3 GE3 =H
| 4 GE4 =M
I 5 GE5 ZH

2. i OF s e, #ANERUROEE, FRMXFEA DOSBFHIHEE, NTE
Fromo

e s s s e

| 0O GE1-GE2
v Ay =]

R

16.7 #h7S ARP #&&

16.7.1 TheEEC &

BRIELR:
1. BHSHNPHN RS > IS ARP KT > MREE RKEHNTE, WTEFMF
 sate] [ AR
VLANT = =
| [VLAN 5
VLANE

| i
i
S ]
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2. A%, BRERUENRARERE, PR TEAE:
R

Q |

— 1 E1 . asMALIIE | B . - 2:
O 2 GEZ2 = £ = = AJRE
o 3 GE3 & ok i = AIRE
O 4 GE4 = = =® = ARiE
O 5 GES = & o E= ARiE
O 6 GEB % o = = AJRiE
R

| GE1-GE2

| O TR

VO FE

RS =

i O T

16.7.2 X &It

BRIETR:
1. BESHMMHN LTS > sIFS5ARPRRE > RXGITEEHNFE, WTEFMT:

it

Q |

& 1T GE] 1] 0 1] 0 1] 1]
=] 2 GE2 1] 0 1] 0 1] o
O 3 GE3 0 0 0 0 0 0
O 4 GE4 o 0 o 0 o 1]
O 5 GES 1] 0 1] 0 1] ]
=] 6 GEB 1] 0 1] 0 1] 1]
= fBEF 0 0 0 0 0 0
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16.8 DHCP Snooping

HFZ2eMER, MESERUTEBTEICKAL LNEABLN 1P #illk, #IAR

F M DHCP BRE=33KENHY IP HiEFA A YA MAC Mt RR . AN o] OB
BITEMSKZER DHCP FHRMAZLTNRICEAFN P HitER. AT MEI=fT7
¥ IBSEEE BB DHCP Snooping JIREMSAT DHCP 1R, iCERAFAH IP HiHER. B #&
MEPNMRBMBELREN DHCP RS, BoURSHKARBRIHERN P, ATHEA
FEEBIT B DHCP BREE83KER P Hifit, DHCP Snooping Z&H &I A i DRE A
FEEBOSAETRD. EE®KORS5EEM DHCP RESF|EZENAIZEZN®O. F1E
5 O XTEREIR) DHCP X IEEH A, MTRIET DHCP &P imskEUEHAY IP Hilt, R
FERORAS A AN DHCP BRE:EZARO . MEMNNMSER O

Z| DHCP BRZE8MI/ A DHCP-ACK #1 DHCP-OFFER 3RXM&EZE, MMB5IET DHCP
B PinikEEIRe P Hotit.

DHCP Server

DHCP Client DHCP Client

Internet

Eth1/0/1

Switch A Switch B
(DHCP Snooping) (DHCP Relay)

DHCP Client  DHCP Client

DHCP Snooping #2#Y4H Y
DHCP Snooping g I A7 ERKKEFRA M DHCP RS =:IAENAY 1P HibF1 /A~
MAC HhitER:
® 50F DHCP-REQUEST 1R
® [X0fF DHCP-ACK 1R

16.8.1 TheEEC &

J2F DHCP-snooping
BESRE:
1. BHESHMF LS > DHCP Snooping > INREECE " E, # N\ DHCP-snooping Bt &7
H, AESALBRREEMKORE, wOREFREFTEENNHA, STHER, FHAFEM
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B Am, TR

———————————

| ETVLAN EEVLAN

! |VLAN 1 A
. b VLAN 2

VLAN 10
VLAN 20

' VLAN 100

___________

i g5k
Q |

L w2 | w0 | G| senaies | RE |
1 GE1 =8 =5 FIRE
B 2 GE2 EH £H AIRE
[ 3 GEx =H =M AIRE
] 4 GE4 =H £S5 AIRE
O 5 GEb EH =5 AIRE
[ 6 GE6 EH &5 ARE
[ 7 GET EH =5 AIRiE
B 8 GEB EH =5 AIRE
= 0 GFY  =E 3= IR
T NI iinvasesiiissesiiiispeiiesessiiiiiesssseiisessediisensye i
—— ﬁ [:i GE1-GE2
| B O 7
| mesmes | [ 7R

EJE E[] pps 3 AR

FEE X Rn TR

e EIN Wt A

RS F+/2 537 DHCP-snooping
VLAN DHCP-snooping 431 VLAN 5
g A it & DHCP-snooping B OS5
B1E Zim A2 & AEERA
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& Rimtb e EETEEFintbit—EMieE

PRIE mORERARERS, REERE
2. HEMHNMEED, 2H'NA", THEE.
im &=
Q | |

(= T GEl =iz =3 100
= 2 GE2 BB BA 100
=] 3 GE3 = =3 HREE
& 4 GE4 EH =5 AERE
i E RER E = =) =/ AREYE

16.8.2 RISt

BRIETRE:
1. BEHESHKMPH RS > DHCP Snooping > IRX ST EEFAFRE, WTEFT:

WO

Q |

(] 1 GE1 o 0] ] o 0

O 2 BEz2 ] 1] 1] ] 0

=] 3 GE3 1] 1] 1] 1] 0

= 4 GE4 o 0 0 o 0

| 5 GES 1] 1] 1] 1] 0

[~ 6 GEGB ] u] 4] ] 0
16.8.3 Option82 ThEEEZ &

EMEPINREFAELIRA DHCP %=, BURSEAFBIHERMN P, AT
fERFRERIT A AR DHCP ARES85 5B IP #itlE, PS7024 KM 3Z#41 89 DHCP Snooping
T, AFERDEEIETROERMETRO.
® (EEHN R5AAMDHCP R EZE N AIZEZN O (55 O X EKE| 4 DHCP

WX IEEHER, MARIET DHCP & A imkBUEREY P Hbilt .
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® REEmA BA5EEM DHCP RE=HEENIHD .. WMRMNE LR HZEWE| DHCP

PR %% 280 7 A9 DHCP-ACK #1 DHCP-OFFER 3RXX & FEF, MBAiLET DHCP & Fimik

BEERAY 1P L,

Option 82 & DHCP R X Y h 4k IB{S B3£I (Relay Agent Information option)
ZIETHCF T DHCP B P ig A B {2 2 . DHCP H 4k (5 DHCP Snooping &%) 1 F| DHCP
K P& 1%% DHCP BRES|BEVIEKRIRE, o AFEIZIRSCH AN Option 82 311, M{EEIE
RENL DHCP B i, KW EFimMLEMit#HEFiEE . X #F Option 82 IETAIAR 58818
o PARBIZIE TS S 61T 1P it N S E a0 B ok eg, REE MR AN BT .

Option 82 & % o] I{B & 255 NFiLI. HEX T Option 82, MENDEEX—
FiET, BRREXFANPFEI:  Circuit ID FEIS Remote ID FiETR,

T RFC 3046 XF Option 82 MARXESZ—ME, AR FEFERBEFTEHITET. U
KMZZHANFEA DHCP Fr4kix &, X FF Option 82 FIEIMY BRERER, HEIAERLT
MEZAROTE.

sub-option 1 MAAREZEWE| DHCP B FimiERIRXMixAFTE VLAN K%
SUKHAERS (HARSINREAHBADERSHE 1) .
sub-option 2 FAAEEZEIKRE] DHCP B FiniEKIRXA DHCP H4% &M
MAC #idl, sub-option 1 FIRNAREKE] DHCP &FAMIERBXMHEOFE VLAN B4R
SMUEIHAERS HAORSINBRE NKODERSEK 1) MTE.

0 7 15 23 31
Sub-option Type (x01) Length (0x06) Circuit ID Type (0x00) | Circuit ID Length (0x04)
VLAN ID Port Index

sub-option 2 HIRAZEWE] DHCP & FimiEKIRXA DHCP H4kiE &A% MAC
ik,

0 7 15 23 31
Sub-option Type (0x02) Length (0x08) Remote ID Type (0x00) | Remote ID Length (0X06)

MAC Address

DHCP H4k%#¥ Option 82 T {EHHI
DHCP % fi#iBid DHCP A4k M DHCP ARS8 K BL IP 31k £9i4 72 5 B 4 M DHCP BRSS
FRIKE 1P MRS REAAERE, HELHEI. BE. EENFIAENHE, XEBRAN
28 DHCP rh#ksc#5 Option 82 A TYEMG, BAmMT:
(1) DHCP H4kix &I E| DHCP EKIRXE, BRERX PR EEHR Option 82 I, Ff
HATIER A9 IR
® RIEKRIRXFEE Option 82, DHCP HHEFLIZIBEE MK INIZIRH TR
B (EF. HABEEEARER Opton 82 HIMERIRXHEFH Option82 IEIME
RIFMXIFEH Option 82 ) , ARKIERKIIE AL DHCP fRE ==,
® {NRIERIBX IR Option 82 T, M DHCP th#4ki% & Option 82 IR INE
R Rt k4, DHCP AREES.
(2) DHCP Hr4ki& & U % DHCP fRE=309IREIIR X G, BRIBRXFH Option 8258, A
[E%#H DHCP ELEFEEMRIEEKRE DHCP & P,
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L 3

DHCP B Fim K IFEMIEKRKR XA R®MM, 2 514 DHCP-DISCOVER #k 3
DHCP-REQUEST X . HTAR B4 DHCP IRE 2315 & 15 KR SCAI LM HIAR
B, ALK EFLIE DHCP-DISCOVER #Hk X H #) Option 82 58, A LLIE
DHCP-REQUEST #R3XH 9 Option 82 {58, Eltk DHCP AR 4ki% & 45 7E X P AR S -h B
A Option 82 %I,

THAECE T DHCP Snooping, B3 #F Option 82 ThE/a, HUKEIHY DHCP & Fim &
%A DHCP 5K iR 5 H Option 82 INAT, IRIBECEMALEREM FENARARE,
DHCP Snooping X$#& X A LRI A E
BRIESR:

1. BHEMMW PN “L4EL > DHCP Snooping > Option82 THEER B "X 8, #H A
DHCP-snooping Option82 HIREMECE SR @, B & Option82 £ F[REMKAEE, EFES
EREMmO, SEERiE, #HAiKO Option82 ¥MELER®E, M TEFFAx=:

| O RREEY

Remote ID |
es
i Remote ID | 1¢:22°33:00:34:24 (Switch Mac in Byte Order)
il hE%

Q |

[ ®e | w0 | % | soreHs | I
[l 1 GE1 =8 =5 ‘
|[! 2 GEZ2 EH ==
[l 3 GE3 =H =5
|[] 4 CE4 =EH £=
|
il 5 GE5 ZEH == ‘
||'__! 6 GE& ZEH = |
BB, oo s e s s e s
__________ 0 GE1-GE2
! W [0 FE
' G

e lEHSE: @ =&
] | T g

I
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SHEEXRAIN TR

[TA=R1 15t AR

Remote-id iH3E Option 82 F Remote-id FEMKNA (tLtLWBAFABEXHEAE
aaaaaaa)

g 1 E&F 2 Option82 MmO S

AFIEET im0 FF /2 Option82 Thék /g, ST ARG EAR:
1R4%: RIFRCHH Option 82 EIMAT I HITE X

EF: EFRX
i BHIRXPH Option82 FE%, R Circuit ID BLE KA E B ik
NEHEL

L) 335

Option 82 FE&H XY Circuit ID FIEIE, Remote ID FIEIM KA MECEHRFIR N, o]
PEEEL T NEREE, BEEIFEASEE.

DHCP Option82 A ECE AR FHA M, &HNixE @ DHCP Server & i AY DHCP
X AL Option82 IEMA A .

LiEINE DHCP ARE#3H9 DHCP EINIRXCH, MR/ HEFH Option 82 EI, N
Mg Option 82 FE#IT#A, MRW/XFEF Option 82 HI, NEEEEL.

2. HEHNMEEN. B MA" THEE MTE.

¥ BrEEY
Remote ID ; ;
|aaaaaaa

----------------

________________

D  HCP Snooping X#¥§ Option 82 EC& 24, 40T EF7w, Switch AY3% 0 gel/5 5 DHCP

FR&2eis4RE, ¥ 0 gel/l. gel/2. gel/3 4|5 DHCP Client A, DHCP Client B, DHCP

Client C #83%& .,

® 7& Switch EFF/Z DHCP Snooping Ifi&E.

® ZE Switch ¥ 0 gel/5 4 DHCP Snooping {5{Ei M.,

® 7& Switch EFF/E DHCP Snooping X #F Option 82 IhfE. &1tk gel/3 AR,
E% Option 82 #%3z#4] Circuit ID 5 Remote-id BRIAMEE .
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(HE

‘ DHCP Server

gel/5

Switch
DHCP Snooping

gel/1 e1/3

gel/2

N

Client A Client B Client C

fic# DHCP Snooping 3Z3% Option 82 ThiEtHFME

BRESE:
1. FFEX 41 DHCP Snooping IheE., BEHESMM AR “LE > DHCP-Snooping > TsEEC
BB, #ANTREE RE, AR, WTEMAR®.

| WS A=
r‘-::::::::-E WLAN EﬁVLAN
i VLAN 1 = VLAN 10«
i L {vian 2 WLAN 20
i OiAR i WLAM 100

...........

2. R BimH gel/5 A DHCP Snooping E1FisH. , EEHENEE, BHEX . REW
TEMfR.
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3.

GE1 EH E=322] FIRE

1

2 GEZ2 EH 2R HIRE
3 GE3 =EH Z/H HRE
4 GE4 EH EH ARiE
5 GES &BH 2R ARiE
6 GE6 EF [ ARiE
7 GE7T ZEH =l AIRE

FEUARMEH O gel/3 LECE, X DHCP #R3CAY Option 82 H Remote-id, £ &HSMH

FRy“ZL 4 > DHCP Snooping > Option 82 THEEECE "3 &, ## A “Option 82 EEECE", £
Fupd, #ARORENT, EFERNEE, BH'NA THREE. AENTERAR.

4.

| @ BREEY
Remote ID |
| |[d33aaaa |

e

! Remote ID | @3azaas

Q| |

GE1 EH =5
GE2 ZEA EF

GE4 ER =5
GES ER 5

»
2

] 3 GE3 RBEH Ea
4
5

FEMARMEHA gel/3 LEEE, X DHCP #k3CHY Option 82 H Circuit-id. B SR

f9“%Z4 > DHCP Snooping > Option82 Circuit ID JHEEECE "3, # A\ “Option 82Circuit-id
e E", AMimORE, #AKOERENE, EFENEE, 2H VA THEE. 7
H TE MR,
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Option82 Circuit IDZ&

B | Al £H8 Showing 11to 1 of 1 entries Q I

GE3 10 geli3

| First | | Previous | B | Next | | Last|

L o@mm J oem ) me

16.9 IP Source Guard

IPIERGHA (IPSG) F—MET IP/Mac 89w MR ST B, o AR LE B85 o
Y 1P IR . IPSG T RURIE = E WM& 2&unix A9 P AR AHr, o] DURIER
ZENNREFEBL A CIEEN IP HUHP NEH M EHNE, SELE B IRMRER

16.9.1 iw A E
RIESR:

1. BESHMMPEN RS > IPSource Guard > iARE XEHANTE, WTEFRF:
R

Q|
o 1 GEl =W P i s
@ 2 GE2 =E P 0 ARE
0 3 Gea =@ IP b ARE
B 4 cE¢ = P 0 ARE
] 5 GE5 TR P Lo
ErsligE

————————————————

________________

________________

________________
————————————————

________________
————————————————

________________

FEEEE XM TR,

146



EHIM Wt A
| i A% F
RS i A FF RS
RIS IP: BRI IPRERGIPEIRIR P il
IP-MAC: A{UTER IP #usik, T BT iERE MAC Hidik
RAEH i A BT AR

16.9.2 IMPV 487

7£ DHCP WZ&H, 8753k B IP Mt/ B~ (3E DHCP FI/F) XYWL 0] 8B #7 7 2 Fh L,
24058 DHCP Server. #31E R DHCP Request IR X 5. X 44 5% DHCP A EE &
MEHRT —EMRERE

AT HREIFIEIE DHCP BRI, T /BIR&RIE DHCP Snooping 4B Sk 4 AiE M
FIERZS MAC RIMIBE . 2 fa, W& FIRIEZE D TAA Y DHCP A XN A DHCP Snooping
GhE RIMB TN INITI S ERIX L A E9ERZS MAC RN, #Iﬂﬁﬁé]‘ﬂﬁm FIFHME MAC &
TIHBE N . A, RER MAC 587 MAC RIMLE AR XA sE95EITZED, SUERX
SWEF AN FiZEOTHIEDHCP AR, REEEAFIEE T LKA 898875 MAC
F=IM, HikXAeE@E, SR CEEER

BRIESE:
1. BHEHRFELL > IP Source Guard > IMPV 452 38, # )\ IP Source Guard
M ERERE, SdRN, FE IP-MAC-Port-VLAN #8248, 0T EATR:

IP-MAC-Port-VLANYBESE

EZTTEIAH E| =5 Showing 0to 0 of 0 entries Q

|Ll|nu|m|w|lpﬁﬁ|§ﬁ|ﬂ|m|
}'2%[}"%% |
] First | | Previous | [ 1 | Mex | | Last

| mm | mx || mee
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HEMIP-MAC - Port-VLANSEE

=
L vl |

| @ IP-MAG-PortVLAN

\ ) IP-PorEVLAN
MACHSRE | |
Pl | | /[es 55.25

FEE XM T R

e EIN Wt A

]| GhE A i H S

VLAN #E ) VLAN ID

4 WEHEXR, B IPMV PV FH
MAC #idik 48 7E A9 MAC ik

P ik 4hE Ry P Hhdl

2. HEHENMEEN, BE'NMA" STHREE.

IP-MAC-Port-VLANSlz=3E
SF[Aan v =8 Showing 1 to 1 of 1 entries Q
| ®0 van | wmackn | Pish | mE x5 ad
GE1 1 00:0D:11:11:22:22 192 168.1.123/ 255 255 255 255  IP-MAC-PortVLAN F|E  NA

First | | Previous | |1 | Next | | Last
| @m || em | mee | - :

3. BHEEHRKFHLE > IP Source Guard > BUBEREF X2, W TEM®:
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...................

___________________
...................

...................
...................

...................
...................

...................
———————————————————

...................
...................

___________________

17 ACL

B & M4 AR B9 KRR E A HN, X WL% 24 A9 32 I A X 5 B8 A9 0 B A A 48 B3R A
BEENA. LJIXTA?E-@L TIHYE, ST IABE R IR B A XML& AYA(e), [E RSt ] R
B, TAMNKZEIE. ACL (Access Control List, i5jaliz&l%IR) B2 B xR ST
FC AR N FO AL R VR SR SCEN B TR RS T AE

YA D ZREIR X, BIRIE S Alim B R AR ACL MRS S A F B 1T
S, FEIRFHEFENRXZE, REMLEENREATFRZILENNEESEL. A
ACL EX KBRS IENN, Lol UEEEFTEMREHITXHHINEESIA, 0 QoS Hii
SHEMNEE X, BITR B LEMNFHEMELIE, HEEHE TR (ACL) T INSLIEHR BT
EINEE. G REERATHRESNRINFIIEREMHNES. YEED LEKEUR
B, THENILEEEFRSBAN ACLABLL, EipRFIRPIEEHNIRERM L, FEL
BEWFTHE. ACL BE—RIMNTELHIHIFESHTHE, XELMFTUREED
BB MAC Hisit. BHY MAC ik, & IP Hbsik. BEY 1P il lﬁmm* ACL Bit—&
F) MR LGRS TN, XELATMNEFIEEARMI. B, KOS%.
RIBNEER, o ACL AT LR
® EA IP ACL(Basic IP ACL) : RIRIEEIEE AR IP ik I E KN, ACL ID SEFE : 100~999,
° 2}1 IP ACL (Advanced IP ACL) : RIEEIEE AR IP Hbik. BAJY IP . 1P &K ATH

KB EHE=. NEESFIEMU. ACLIDSERE: 100~999,
° _J= ACL (L2 ACL) : RIBEHIEERIE MAC Hidit. B9 MAC HbdiE. 802.1p 4K,

“EWRBEZEZEEHEMN. ACLIDSEE: 1~99,

17.1 MAC ACL Bt &
“E ACL: 1RIEJR MAC H#b3E. B A9 MAC H#idlFr. VLAN fieRk. — BN EREE " 2
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BHIEHN,
BRIESE:
1. BEHESMAAFRYACL> MAC ACL BLE "8, HANMAC ACLEE"F®E, W TEMT.

| acEs| |
REEEES RPN TR
fic & 10 15 BF
ACL & FR B E MAC ACL R0 B9 & FR

2. B S FAIACL > MAC ACE BB "X 58, % ACL BFk, B AN TEMR=:
ACEZF:Im

ACLE= | Mone

T | All £H Showing 0to 0 of 0 entries 0. I

First| | Previous | (4 | Next| | Last |

SR A RPN T RAR

BC B IR 15 BF
ACL &R it MAC ACL TUEEE Y ACL FIFI &

3. HEMHNMEEI:
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L AcLES a

| = | I

feE——— | @ a

i e O EE

: L O ®i@E0

: | © s

! & MAC |

E b il

S e | @ s

! H#h MAC

: /|

R | ® s

AR |

i P Oxf

e | ® e

i VLAN ;

EL -------------- JE I 1 - 4094

i | @ Aa

: 28021p :

L ! | | 5

| s8 || =@ |

REEEES RPN T RAR

B &I 15t BF

Fe MAC ACL BUESEEI=Z: 1-2147483647

;1 ACL Fh1ERIFI IS 4 Permit” (A1) MMEE Deny” ($B48) MM, MR
“Shutdown” (& Him H).

JBE MAC I\ ACL 3 A93E MAC Hb3it Fndgag ., 38 HHHHHH, % any’(FFH),

MR REE MAC,

B HY MAC W\ ACL #LIES B B9 MAC i, 488 HHHHHH, & any’(Fr
B), NFRIER MAC,

IAARMEE | B\ ACL #REIUAY XKML, BUESEERZ: 0x600-0Xffff, ¥ any”(FFH),
MR RERIAKMZKE,

VLAN N ACL FAY VLAN, BUESEREIR: 1-4094, ik any’(FFE), WR-ER
VLAN,
802.1p B\ ACL # A VLAN g A&, BUESERIRZ: 1-7, & any"(FFH),

M FRRIEE VLAN R,

4. BENA, THEE, WMEMFT.
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ACLE=F |a
B Al £8 Showing 1 to 1 of 1 entries Q I

An].r Any Any !.r Any
(st [Previous | (] [Next [ Last|

1 stiF Any  Any  Any

L omm  J[ em ) mes

17.2 IPv4 ACL Bc &

E K IPv4 ACL (Basic IP ACL) : RIRIEHIREAYE IP it FIEHN . ACLID SEHE:
100~999,

SR IP ACL (Advanced IP ACL) : 1RIBEIREAVE P ik, BAY IP Hbuib. 1P RE A
PR UM E=. WEEEHEENN, ACLIDSERE: 100~999
BIESPER
1. BHSAMMPAACL> IPv4 ACLECE SR, #HNIPVAACLEEE RE, W TEFIR.

| acaz! |
REEEE RPN TRAR

EC & T 1% B

ACL &R RE IPv4 ACL FL I A9 &2 FR

2. B S FAACL > IPv4 ACE BRB &8, % ACL &k, B AN TEM=

ACEZIR
AclE= [b]s]

E—_T:INI : £ZH Showing 0to 0 of 0 entries Q I—

(First | | Previous | (] [ Next | [ Last

3. HEMENHEEIL:
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EMIACE

2
— = e 6
@@ ®® 8 @
! = - T S |
5! " —“_m.“
o Aomw B o i i
EEE B o8 M ow I I m m E LB ELE By Wow
PR = A @m & i i G kE B R E @ Gt b R SR kAN
.”@,._ _m_.m_ __a_ _|_ ,u_ . 1 H = m H m. .@. _@ a m m m m. i _.nm._ .”,.M._

n " = n B n " a n T n n (]
Pt & i wmiegr B ¢ A4 ¢ 4 A S
; iy " 0§ fom o8 i i § 1A

i 1] i i L) i i i L]

0 i i f : f i " :
Lr||LrII||||||“r||I||||II|LrI||||ILr |||||| e L B T | L L_.|||I|||II|."| ||||||

1-2147483647
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IPv4 ACL BU{E
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w1k

ACL FIERSFL IS A Permit” (S01F) MIEE Deny” ($848) #N, MUK
“Shutdown” (3 FAim ).

73 D, L AIETY, ICMP, TCP, UDP %, & any’(FTA), NIRFER
Y

i 1P N ACL FLAJR 1P FI4EAD, & any’(FrE), MRRERRE IP

B9 1P B\ ACL LA B 9 IP F0#E4L, & any"(FFR), NIFRTEREM IP

&l BN ACL MEMAIPRS5LEY, DSCP (SEFE 0-63) = IP L4k (SEHE 0-7) |,
wany"(FrB), NFRREERSHKE

TR O N ACLI AR O, B —im O S5 & SeE R (SE/E 0-65535) , & “any”(Fr
B), NFRRERRRO

B #9im H BMANACLHNMENmA, B—imHSHESEEER (el 0-65535) |, i

“any’(Frg), NFR~EEBEH®mA

TCP #R&AL

W\ ACL #LNJEY TCP #RERL,  URG, Ack, PSH, RST, SYM, Fin #R:E4AL, &1k
FHeset"((RE), “unset’(BUH), “Don't care”(R{E4LIE)

ICMP 25 |\ ACL #LIAY ICMP IR3CKE!, i any"(FFH), MIRRER ICMP %2
ICMP FE] BN ACL FNAY ICMP FEE, & any"(Fr ), MRRERE ICMP FRIE
4. BE VAT, EREE, WEFR.

ACEZIN

acLEF e[+

ER[Al [ #8 Showing 1 to 1 of 1 entries

2000 | e [ " F B P . . _ icmp
:|__| BS | =hifE | #h I!tlt|iﬁ I!it|m EEO | BE S0 | TCPiwsE: Elﬁ
|£_| 100 TtiF FREIP) Any  Any  Any  Any

[ mm [ e | mes |

17.3 IPv6 ACL Fic &

BRIESR

1. B ST A“ACL> IPv6 ACL ECE 328, #N‘IPv6 ACL BRE"RE, W TR,

SHEE & RPN T RR

B B IR 15 BA
ACL &R & B IPv6 ACL F B9 B 7R
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2. B S FAIACL > IPv6 ACE BRE "%, % ACL BFR, B AN TEMA=:
ACEZIR

ACLE= |None

Ex=| Al || £8 Showing 0o 0 of 0 entries Q I—
; ;
RETEE
First| | Previous | |1 | Next | Last

3. HEHANMEEI
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EMIACE

2
— = e 6
@@ ®® 8 @
! = - T S |
5! " —“_m.“
o Aomw B o i i
EEE B o8 M ow I I m m E LB ELE By Wow
PR = A @m & i i G kE B R E @ Gt b R SR kAN
.”@,._ _m_.m_ __a_ _|_ ,u_ . 1 H = m H m. .@. _@ a m m m m. i _.nm._ .”,.M._

n " = n B n " a n T n n (]
Pt & i wmiegr B ¢ A4 ¢ 4 A S
; iy " 0§ fom o8 i i § 1A

i 1] i i L) i i i L]

0 i i f : f i " :
Lr||LrII||||||“r||I||||II|LrI||||ILr |||||| e L B T | L L_.|||I|||II|."| ||||||

1-2147483647
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SEEZ:

-

N

IPv6 ACL BUE

i A

& Xt BRI T 3R E

=|
== PTRXN

FEE

ECE I




w1k

ACL FIERSFL IS A Permit” (S01F) MIEE Deny” ($848) #N, MUK
“Shutdown” (3 FAim ).

Fe MAC ACL BUESEREE: 1-2147483647

iy AR, EFVMAIEAE, ICMP, TCP. UDP, i&“any’(FFH), NRREED
W

8 1P I\ ACL FLAYJR 1P FI4EAD, & any’(FrE), MRFERR P

By IP A ACL NI B /Y IP F13ERD, L any"(FTH), MRFEZEHIP

&l BN ACL MEMAIPRS5LEY, DSCP (SEFE 0-63) = IP L4k (SEHE 0-7) |,
Heany"(FTR), MFRFERRS KR

T 1 BN ACLAL ARG O, B —im 0S5 ESeE B (SeE 0-65535) , & “any”(Fr
B), NFRRERRRD

B #9im H WA ACLHMNAEIRA, B—iwOSHEEHEE (SEE 0-65535) , it

“any’(Frg), NFR~EEBEH®mA

TCP #R&AL

N\ ACL MLMEY TCP #RE4L, URG, Ack, PSH, RST, SYM, Fin #r&46L, #h1E
FHeset"((RE), “unset’(BUH), “Don't care”(R{E4LIE)

ICMP k2!

BN ACL LAY ICMP R 3CKAE, it any"(FrH), MR REE ICMP KH

ICMP F &% B\ ACL ¥LIEY ICMP FE{E, & any"(FrH), NFRFER ICMP FB{E
4. B NAT, EREE, WEFR.
ACEZIR
rcLEE [c[v]
Ex[Al 7] 28 Showing 1 to 1 of 1 entries Ql

= JEIP Bwmir | 0 e RsSaEm IcMp
| ES | aE | B wit | Wi 5 ERO | BRSO | TCPimSh oscr | T
:__ﬂ 200 siF BRE(P)  Any  Any ANy Any _____{\ny An_y |

First | | Previous | | 1| | Mext | | Last

(mm [ ex [ #e |

17.4 ACL = E

BIRGFIIRMUGE, BETREXIHEREEEMEAEHNENL

BRIETR:

1. BESMMPRACL > ACL 48 38, #N'ACL EEE FE, M TEM=.
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ACL#ER:

Q
| ®= | WO | MACACL | IPAACL | IPVEACL |
1 GE1
2 GE2
3 GE3
4 GE4
5 GEb5
6 GEG
RESXMT R
[A=gu] 1t B
MAC ACL #8E R3O £ MAC ACL BFR
IPv4 ACL #E im0 _E IPv4 ACL BFR(5 IPv6 ACL B F)
IPv6 ACL HBEZFHHO L IPv6 ACL BFR(5 IPv4 ACL B F)

2. HEMRANMEEBM, UEIETFEH MAC ACL a, IPv4 ACL b, IPv6 ACL ¢ 15+
3 BNV, TAEE, EFrR.

FMACLEEE

------------

...............
"""""""""

...............
"""""""""

...............
"""""""""

_______________

18 QoS

QoS (Quality of Service) ATIHERE A HELEF RS HERNES, 7 Internet F,
QoS AFIFEMEEZEENANRSESN . BTNERENBRSE2SHAN, FETUETAR
BAEHETIHE. BEEN QoS, EXHNAKRBITRP T AHRE. HE. HER. =
BREZOERBHIIFNBSEHOITE., T, XTRIEUHE, Xr—eNERLSE
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METIYEE, BAOAE R Koit/s, FE, RAVESRAFIMENFENFHME, TN
B —MEERRE, — BN ENFRIERENFER, S0 AR EER, B
FSFIEAE G A EBEM AR SR TP IRFRS, MIRMLER NS NEEZERF
REBMERVSH A RRERS . WERS, ZRVSAFINZNEMNEL, TEE,
KRV ESARECEIRTFHNEL LR, ATURNEHRGEERENTENE, EENEX
ARREEMEREIREN ., RELNBRLEAIGEHSBENEAERR. EESEH P METF,
AR EEEX SINERNE, SMMEEENFENHR XHIRBENLH KRR
T4, REAKIE S (Best-Effort) BIRIOXE|E A, EXTRICEZENTEME. FELE
IR M B8 AR AT RIE

MELBRBFA T, BEE IPWNELHEANAHIL, X IPNENRSREDREY T
FHER, Fla0 VolP FMSRERS FEBUR S 3R XA FRNER Y TESER. WRIRX
BREENAK, $EAFPAAREZN. A7 XHEERERSHRNES. WMILREIE
ZVE, EXMEEBXOBEARHVEEE, #hmAzREENARS .

%5 1P NEMR N RS ATEIRFIFIX 5 WE R EFL SKE, MERVESKE
XD N ERAARM SREEFMRS AR, TINEENENRNRSERE 6
HENANTE. QoS HAMNHIER I FRAXAMEIM, QoS o] I ML REH T,
BRIFEEMERE, BORXEEE, ANXFARFRETATR, AR SRER
EMRESRES TETMENRSEN.

REHIRfE AR BB QoS t5ek, 5140 VLAN R X{fEH 802.1p, H#R CoS (Class of
Service) FE&, IPIRXER DSCP, HIRNAIARAMER, AT RF/FBRIHIRER, FTE
FEEZEA M E R R e B B AR FE RS X R,

VLAN ik 1Ay 802.1p L%

BE _EREZEZE VLAN ti, #R4E IEEE 802.1Q X, VLAN fiskdfy PRI FE& (RD
802.1p fLEZRk) . ZFR CoS (Class of Service) FE&, RRTRFEREFR K.

VLAN it 89 802.1p L e 2k

Dastination Source |
address address |

TRID

7£ 802.1Q kFHEE 3 LL4FKHI PRI FE . PRIFEREX T 8 #l EL LR CoS, 1%
BRILEFNSENRIRFEERS 7. 6. 10,
IP Precedence/DSCP FE&

#RIE RFC791 X, IP Rk ToS (Type of Service) 1 8 PMEbiFARL, HAF 3 it
FFH) Precedence FERIRIR T IP XAV, Precedence R X MIALE 41 EIFT7R.
IP Precedence/DSCP FEX%

159



Version TS Flags/ =
Length i‘.% Len D offsel TIL Proto | FCS IP-SA [ IP-DA | Data

ﬁ 1 2 3 4 5 B8 7T

Precedence | D | T [ R | C

I_r_l

|P Precedence
l |
DSICF‘

EL4EF 0 ~ 2 7% Precedence FFER, RFMXEREY 8 MLAR, HRALLBNSERINF
BEHNT. 6, . 1F10, REMLELERE 756, KREEARBAEFERREHMERFEE
REBH, BPRERAXEEFER 0R ~5%., BRT Precedence FEXIM, ToS #HAIEEHE D, T.
R=/EE4E: D Lb4FRmIEIRER (Delay, 0 RFRIEFER, 1 RFMER) . TEL4FRT
HE (Throughput, 0 RFRIEFFUE, 1 KRSEMUE) . R IEFRTTEM (Reliability,
ORREETEMN, 1RRSTEM) . ToSEHHHILLEF6 717 RE.

RFCI349FHENX T IPIRCHAI ToS L, ¥EHN T CEL4F, T/ B FF$8 (Monetary Cost) .
2 &, |ETF DiffServ T{E4B7E RFC2474 F35 IPv4 RT3k ToS B R EILE4F 0~ 5 B ENX A
DSCP, 3f¥& ToS 1244 4 DS (Differentiated Service) 5. DSCP TR X PB4 k&

Pi7~. DS FERAYRET 6 £ (0 ~5fr) AMEX D RS AL DSCP (DS Code Point) , & 2
(6 fi.7 i) BRBE AL DS FERAIME 3 £ (0 iz ~ 2 i) B HIEFE AT CSCP (Class Selector

Code Point) , #HREIHY CSCP R %K —2& DSCP., DS 5 m1R¥E DSCP A9{EEF4H A PHB
(Per-Hop Behavior)

18.1 EAIheE

18.1.1 TheEEC &

HMERER, DARAZNMRXENFZTEEARENCBR, B%F XARIIEEMNINR
R AAEEE MR ABIIBEERE AR WL R E KN HIRAERR AFIEEEAR:
SP (Strict-Priority, &K F]) . WFQ (Weighted Fair Queue, IIFL/AFBAGY) 1 WRR
(Weighted Round Robin, X% iaBA%I) . DRRIAE (DRR (Deficit Round Robin) iEE
EHtE RR Y R) .
RELBMNEZEAEXIRESE
1. BHESMMPE QoS> BEAINGE> TEERE XE, HNMERE RE, MW TEFR.
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SREERES XN TE

BB IN 1% AP

RS 25 QOS hEEFF 3=,

E1F {Z{F4E5 4 CoS, DSCP, CoS-DSCP, IP {5tk 4 Fh
wml BlE
B s | 3 e T
| S| W | Cos | MO 2o Reen | i
[ 1 GE1 0 BH =5 =ZH =8
[ 2 GEZ 0 =H =l =ZH =222
W 3 GE3 0 BE EBH =H ZH
H 4 CE4 0 BE =H =5 =g

wmAREFRE S XN TR

(=R 1% 8P

CoS SEREl 0-7

im A {EE ¥ 0 QOS REFF %

CoS #rIE CoS FE&

DSCP ¥7iC DSCP FE%

IP 52k FRC IP LA RFER

18.1.2 BAFIEE

1. BESMM PR QoS> BAFIARE &, HNBIIAK FHE, & NA"

WTEFR.
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AT

1@
2 @ ® B
3 @ '®) |3
4 ® e [
5 @ e
8 @ ® |9
7@ ® |13
) e [T
FEEXM TR
EeEI T AR
FEARAR SRR (SP) PR R AR
WRR St E 1 AR
WE BABI & WRR 9% 35 tb 51
18.1.3 CoS M5t

1. BESMAHMN QoS > BEAINGE > CoS MR, HN"CoS s 5H, , & N,
TAHECE, MTER.
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CoS-BAZIBRGl

E_.

(5]
4]

S HEREE

o
4]

H

BAFI)-CoSERET

Eaaﬁaaaa|

REEXINTR
e EIN ULAR
Cos 802.1P COS 54k : 0-7
BAFI ARSI 1-8

18.1.4 DSCP Bk 5%

1. BHSMMPA QoS > BEARINEE > DSCP BRE"3E&, HADSCP & FHE, , BH'N
A", TREE, W TEMR.
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DSCP-EAFInGIzE

mmmmmmmmmmmmmmm

mmmmmmmmmmmmmmm

%)
3
]

32 [{:341

: 3 m 3 N
9w e 985 2 5
fmgmmmmmmmmmmﬂnmm
8y £ & w m m m w 4
g FRF & g8 5
_1mmmmmmmmmmmmmmm
B R R
o il B ol (B B e S e

=
o

BAZI-DSCPIRSIE

p—

—

0[cs0]
8[Cs1]
[

1
2
3

. 0-63

1-8
164

IP R 33k DSCP 5%

s B

i BR

CS3
CS7)]

24
56

4

FEEXITR
LB
DSCP
BAZ




18.1.5 IP {525 i g

1. BESMMPHQOS > EATNME > IP ILERMEN IR, HNIP LERRE FE, |
BENA, THERE WTERR.

IP{LFER-BAZ B

ééééééégé

BAFIHP RS ams

ress

[==]

O o~ W |

el el

E

REEXINTR

L EIN Wt R

IP 52k IP 4R 3C3k TOS itk ek 0-7
BAZ smHBAG: 1-8

18.2 i B3 PRI

18.2.1 i APRE

FLE 3 ORREE IR HI IR O e ShRX S R EIRRNE R, EREMEOR LR, &
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EOMETE EEERRE, MRENAARCREHTES .. TRAEMNEOEKE, &0
BIANT R LEERE, SRAMNAERXCREFHITES .

BESRE:

1. BEHESHAEF QoS > WHRMRE > imARE XL, #HANinOREEEIE, IWEF I
EEREmH, SELFRELEE, WTE:

wnPRIESE
Q
A0 HO
He | #0 ——— e
Y5 | #E(Kbps) | #3 | EE(Kbps)
1 GEl =322 =]
2 GE2 #EH Z=H
3 GE3 =H =H
4 GE4 ZR E e
5 BES == =H
6 GE6 ZEH =]
7 GF7 =H ==
2 MBEFERENHA, TULE, RELAETREA NANERURE, EANEX A, EE

FRMXARENRE, EEREER, EEXHMENMART, TEMNT:
EBEETIRE

_____ n |:| GE1-GE4
=
)\D B icrvic FAr— ATOnAAH
e :
] F 7
HO —
R
R
i & S E0% A
BECE I 75 A
A0 Fia T3 15 B PR 2R FF 5%
EE AT ERPREER, SEER 16-1000000(Kbps)
0 s T R BRI T3
BE H 7 B MIBRIEER, SEEZ 16-1000000(Kbps)
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18.2.2 1 ABAFIPRIE

fic B A& FE H M BAFI R &
1. BEHESHFEF QoS > WmPRE > HAORAYIRE " FEEHANFTT, WTEFER:

EUMES

a’r_________|

ez1 A 2= ] =7 ] =3 25 P ] =5

@ 3

=] 2 GE2 ZA =7 3 =7 =3 =H Eii) =R
@ 3 GE3 =H =5 =E =3 =5 =53 o 22|
= 4 GE4 EH 25 ] 25 =5 o] £/ 7
(7] 5 GE5 A ] E i Ea =3 A Edi) £
(=] 6 cE6 EA 25 E 25 =3 o] £/ 2R
=] 7 GFT = =5 =5 =5 =5 = =5

2. EFmO, SivEsrHEARONSEERE, W TRFR:

22 H C1RA T
| | GE1-GE2
i BT
PAB 1 |
+ |1000000 Kbps (16 - 1000000)
P O F&
BABI 2
t |1000000 Kbps (16 - 1000000)
O FE
: |1000000 Kbps (16 - 1000000)
O FE
BAEI 4
: |1000000 Kbps {16 - 1000000)
i O TR
BAZY 5 ! =
: |1000000 Kbps (16 - 1000000)
=
PAZI 6 !
t |1000000 Kbps (16 - 10D00D0)
T =
BAZY T
: [1000000 Kbps (16 - 1000000)
L O TR
BAFY 8 | _
: [1000000 Kbps (16 - 1000000)
gEE || =@

167



19 & &FIZHT

191 E n:»]j]ﬁ'é

lb\ﬁﬂ%j[’lﬁﬂ%lﬂ%ﬂﬁalb\ﬁ% EIL;\{I:I #, EIL;\%{'EHT]E—J EEEEFE\%Z& [’/{

BT ERIC LR TFTP RS E5.E.

19.1.1 TheEEC &

BRIETR:

1. BESHAZFREISE > BEIE > heEkE X8, #FARSTERERE, T

ﬁ?y“ﬂ:)z'%lﬂﬁlu %%EFE\?I&H%—‘W, @EEEIUFE%Z&#%HB

FEINT:

s | FE
EL EE‘&#JE B
EpHE | 200 ¥ (15- 3600, 2R3k 300)

5 W FR
EE
BEEERE
Note: 585 HF=, fas S =2 @A

i VTR

| BEEEEE
Note: S S, e, BiE 5= @A

¥E O 7=

v |aEE
! Note: 2, S, B8, Bix 5= B

i i
i |
| |
e i
i '
<]
I
ol
I'I]

i |
H |
I I
I I
I I
i i
El
It
o
m
1
i
it

2. BEHSHAETRELSE > BEYE > TERSHFEE XKL, #ABTZERSRE

BENE, WIAETWANNEREZEASRSREE, FEWT:
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TN

[ mm  J ex ) @ |

3. RETANNIRAT MUHERER SRS, ERRETMERNETHNRSRSREE, £
WEpa, iR RERT. FEET:

IR o S e R P
| @ EHE
b1 i R
1PV

19.2 Ping

Ping tr ¢ ARG EIEER IP thilt, ENBEETE, HEHBERNSEITER.
BRIETR:
1. B SMARR&ISH > Ping' K8, BWAETHIRE P it, WANECRE, WTERR

N
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2. BEf'Ping”, RFEZHTEEN, BIEMURETNENL, FRtiXER, WTEMR

TR

Pingi&s$

. ¥ am
| mem o4
e 4

| EmE| 0%

. RME; 0ms
P OEAE! 0ms

____________

19.3 Traceroute

Traceroute BT & IX/NAEHIEREE BREREZIHERE, XNERFEZSKHE.
BESRE:
1. BHESMAZFREZIZHT > Traceroute” 5, AT B IP #dE, TTRUE XIRXER
Rtis), 20 TFEERIR:

HEEER L O
| EsEmht |
[ BAPREEY
S TRINE |
P30 (2 - 255, BRiA 30)

[ s=m [ &

2. BERNVA, RGAuiE, FHNKTR, wERER, mTEMR
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TraceroutefZ

ftraceroute to 192.168.2.20 (192 168.2.20), 30 hops max, 38 byte packets
1 182168.2 20 (192.168.2.20) 0.000 ms 0.000 ms 0.000 ms

19.4 B 0O Mz

BB O TheE, @id S &Y B R 5 B Sk H i D N B9 2 HRRTS, T LMLtz ic
ENE(RE SM £H).
BRIETR:
1 B Smafg&isl > BOMHRE, EFEFENAMNKRA, WTEFT:

2. Bf*Copper Mik", REFHMNR, FHEMNHATH, WHEWKER, OTEMR:
Copperflli:t{&H

r-". ______________________________________________________________________________________________ hl
mews ;
I WO GE1
i Open Cable

EE 10M

19.5 XERIER

BEENELR DDM 8
BRESE:
1. BESMERIREIZH > XMEREREREHARE, W TEMRT:
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FotEbsk

Q

| ®0 | B=) | BEV) | SRmA) | SEREmW) | SABEmMW) | OF Present | ESEX |

| TE1 3r.e3 326 16.44 0.25 0.00 Insert E5

I TE2 NIS MNIS NIS N/S N/S Remove ==
TE3 NIS MIS NS N/S MN/S Remove =5
TE4 NIS MNIS IS N/S MN/S Remove £

L mw | #wm |

19.6 UDLD ¥

UDLD (Unidirectional Link Detection, H[a$5E&# M) : —F Cisco T HE ZEWMY,
ATEEXAFRLRR L ERZANAMEENDIELRE, YHNEEEREN (ERER—NT
s, B, O UEEEERIE SRR, ERTERRERESTROEIE) |
UDLD BJ UG MEXFER, XABNMNEAFERLEESEHES . RrEE T SET
ZEA, FAZERN, XTESSBOAE, TR UDLD BEHERRmAZ S8
P

19.6.1 ThEEECE

EENMEEERMisATXEE
BRIELE:
1. BESHMAHNREISET> UDLD Y > MNREREXEHNFE, W TEFMT:

---------------------

_____________________

[&s] wo Bt meks | emgs | 9R |
1 GE1 i@ ==A o
2 GE2 @ A o
| 3 GE3 @ = 0
4 GE4 =A@ FA 0
5 GES FAE A 0
' ~CR 2 - | n
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2. BFmOA, KB HEANROEESRE, MTEMR
EaORs

————————————

____________

| © =

____________

FEEEE XM TR,

E{m 15408
]| i A%k
Y XIA: ZERimOIRE

5@ UDLD o AN B szt Eis OfRc ARHE, MWERRSEAE
F51: UDLD oJ UM B (440 . RS EESEFIES: 8 #H &% UDLD
SHE ., WEREA UDLD echo M7, % 4T errdisable JRZS

19.6.2 SBBEA

UDLD EERESNESNE D LA% HELLO 8 (iR ABLASEN) . HHyIERE
Hello B GRS, JHEB—EF@ERISERTE ., SAEZAMAEEE 2B XK E Hello BT
ZAR R R . HFMBRBBIEREFNEDREFN, S&E—FF] UDLD probe/echo
(Hello) ##EE.

BIESPER:
1. BHESMMPRIZEISE> UDLD il > BEEE XEHARE, W TEFR

PRz
Q

LFEMEHS | BED | BEE | BOS | HSERE | BEEE
HBINER

Expiration
Time

FHEEEE IR,
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=R 1t B

) FS4%S
Expiration Time FlmZ ARS8

Y AR ERTS BEAVRTS
®’& D BEAIRE ID
REH BEHVEEBIR
b AmEsy EEEOMID
JEHEERR BEEVEEEIR
i€ i A (8] < I Y8 B A 8]

20 EREE

20.1 APEE

RATNEEHRI SRR E. BRNENR, ARTESAAR. BN

B
BRIEDE:

1 BESHMAERREEE > AREERE, THUEIZBAMAZ: admin, MR AE

ER. WTEMFR:

APKR
T Al v |£8 Showing 1 to 1 of 1 entries Q
| BPE | PR |
admin |

First | | Previous | P | Next | | Last

| &

I e

2. RmAINES,

WmTE:

ANARKE, [REfEdsiRil, EXEFNAREN, e E
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EMAPEE

APE |
= |
BT |
----------------  =EE
G

B e
-------- Fﬁ pz admin
B |
B |
---------------- . =ES
B
=

20.2 EHEE

BRIETRE:
1 BESHMMAREEEE > BHEE > AR EE, #XNARFE, AR TFIP
FHTTP", EEFEHRNREG X (xxbix). BHNA", W TEMR.

—————————————————

File Type i

.................
—————————————————

Action | @ Upgrade

.................
.................

I (O TFTP
| @ HTTP

_________________
.................

_________________
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20.3 GLEEE

20.3.1 FH&

1 BHSHNGREEE > KEEEIE > FFRFESE, #NFAR/E0FE, MTEMR
o

i O TFIP
| @ HTTP

................

E | | EE | s

2. ARECEXHFREDE, A AR, EWMHARFNTFIP S HTTP, EEFEHARE
EXH (TP ARNFEESHENRSS)  EFENNEEXHF. 25 NA, W TEFR.

------------

____________
------------

____________

————————————

____________

------------

............

3. ZMEENHFRESE, SE &N, EWMTHAN TIPS HTTP, EEFETHMNE
EXHHERE (TFIP ARZEESHNERSH:) . BH'NA", WTEFRR.
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e o mh
i @ TP
52 @ HTTP
@ ETEE
DO EEEE
RS O =hiEs
| © RAMAR
! i @ FlashB=

20.3.2 REEE

BRIETTE:

1 BESTNPHREEE > EEEE > REEEXE, #NREEERE, £EFF
BREWRXMMEGXS, BH'NA, THARE BHREL RE THEERE
B RE, TR,

o EAEE

B O SRR

O momE
. @ EIEE
AR o coms

| mA || wssres

&‘;I%Z

BHREHRE BEBREHEREE", BEFSEZHEERT.
“ETERE TREN BIEE S ENEE ENEE TRER BHEE H =T
B ‘BRE TURERSNERE R TR .

2. BETAEALARE, RETUBEHEERFEARNEE, | M TEMR.

iz | 58 | =B | English | it

BinokaFFAEdiE. 25

1
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20.4 SNMP B2 &

BT 2R B IR MY SNMP (Simple Network Management Protocol) £ 52 N i TCP/IP
PR 2% ) W 28 B IRARE L . SNMP #2481 7 —Ffi@id iz 7R & B IR AR A ROt EANL (BDRZR
EETEL) REBRENTE.

SNMP By =40
® HH: SNMP XARIENH, REFREANIIEE, E6/0E., RE. KNMEHNRERE

F, E SNMP X UDP R AKE, EMXEERSERENISE.
® SEXK: SNMPHMERERIIEEGEEAARMARZE, UETEERENL EAERT

PREAGFLR BHTENRHERE.

SNMP Y AR BEEH 3 MRA, 254 SNMPv1, SNMPv2c F1 SNMPv3, SNMP
ARG EEMKEIEZR S NMS (Network Management System) . fCIR#FE Agent. #E X
% Management object A1 EIE{Z B & MIB (Management Information Base) PUER42H 5% .

NMS fEAENNEZEHNE R, WREHTEE, SMHEERETHEEHEER
% Ry Agent T2 . MIB FIZ M HEN R . NMS @it '51:?‘?7_%& IBIRE FH Agent £ &,
i Agent @it XHi& & MIB B9321E, ST NMS f945%

SNMP EIRARHY

Management
object

Device

NMS

NMS EMZZ I EEEEAE, B— KA SNMP MK R £ TER/ BN R
45, BT NMS RS # £, NMS T ER & £ Agent RIHIER, BEFEHX—ITHE
MNEAEHSEIE, NMS T UHEBOR & EES Agent EFNA XM Trap 58, MK AH EIRES
Agent

Agent EREEREPMN—IMRIEH#E, ATHPHEERENEREIETWAEXRE
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NMS 89153k, IEEBHIRTIRA XK EERA NMS, Agent EUEI NMS BiBREEE, B
it MIBREMMBRIESE, FIEREERMNLE NMS, HREREWENEHECEMHH,
RELSRIT Agent TFIRIXEEL NMS, @ NMS $IRE& & HATACRES T,
Management object

Management object fE# EIEXN R . BE—NMEREUTHRERZIHEENR, HEE
NRAUBREPHENES (O—RZAR) |, BT UEREES, R4 (AR
FEiil) REMEESHNES.
MIB

MIB @— M EE, BT HEBEREMENNETE (AIEBH Agent EHHIRENE
B) . MBEBEEFEX THEHREN—FIEM: WROBR. FROVRE. IRH
AR AN RAVEIRRBIZE . 1B MIB, FTIMSERIX T INEE: Agent Bid &8 MIB, T IY
KA FLRAVRSER. Agent BIEEH MIB, o] IR BRENRESSE.

20.4.1 EERE

1. BHSHIMPHNREEE >SNMPEE > HERE XS #AUEEE RE WT
BIFfrR o

View Table

E/ﬁé.ﬁ;“ E £H Showing 110 1 of 1 entries Q r

| View | OID Subtree | Type [
all A Included |
; First | | Previous | S | MNext| | Last

TS

SEHEXMTR

ECEIN 15 BF

View UEZ

oD L& OID

type FEZEE “Included”s{"Excluded”

2. B A, HEMHNEE, BEHENA, THEE.
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Add View

: View | |
| OID Subtree | |
i T { @ Included
| YP€\ ) Excluded

20.4.2 HECE

1. BESMKPHRIEEEE >SNMPERRE > ARE X%, #NEARE FE, W TEAFR
7TT0

Group Table

ST Al v |£H Showing O to O of 0 entries Q |

HIMES

[First | | Previous | [ | Next| | Last |
Configure SNMP View to associate a non-default view with a aroup.

[ mm ) mm ) e

STHEE NI TR

e EIN 15 BA

Group H#

Version RRA, viv2,v3

Security Level R

View NE D HEAE, SHE, BMRE

2. B A, HEHNEE, BEHENA, THEE.
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Add Group

_.,F____.,
n '

. @ SMNMPv1
Version | ) SNMPv2
y Vo SHMPY3

@ Mo Security
Security Level | Authentication
Authentication and Privacy

|
i)
Sioa
0
P
i

J] Read

20.4.3 FA{FECE

1LEHSMMPNREEE >SNMPRE > HAERE X8, #NRAKEE R |, W
TEMT=.

Community Table

=\ Al I%E Showing 1 to 1 of 1 eniries Q |

[ public all Read-Cnly

[First| | Previous | (4 | Next| | Last |
The access right of a community is defined by a group under advanced mode.
Configure SNMP Group to associate a group wit ha community.

[ mm ) mx ] me

STHE NI TR

e EIN il
Community il
Group H#
View NEH
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Access R, REHES.

2. BEANT, EEHNEE, £EHNA, TREE.
Add Community

! Community | [

I ¥ i i@ Basic

i :fpe: 71 Advanced
! view ! | all

| Access: @ Read-Only
i v (0 Read-Write
E lar '!'.'E I =

20.4.4 FFBECE

1. BHSHIMPHNREEE >SNMPEE > BAEREXE #NABAFEERE BT
BIFfrR o

User Table
et _Ali ¥ | £H Showing 0 to 0 of O entries Q

HIDTEE

Firsf Previous | 1 | Mext | | Last

Configure SNMP Group to associate an SNMPv3 group with an Sh

| @ || e || Eee

FEZ XA TR
BC &I 1t B
User RArP#
Group pAS
Security Level ZEH 7|
Authentication INERRT
Privacy Method InZZIET

182



2. BN, HEMHEEE, BEHNA, THREE.

Add User

Gmnpi Itest :

i ] Mo Security

A Security Level ; | Authentication
L Authentication and Privacy
. @ MNone

i Method | MD5

! i SHA
Password | |

i | @ Mone

: Method ! DES
Password | |

20.4.5 Engine ID B &

1. BHSMMPHEEEE > SNMPEE > Engine ID BBB "8, # A “Engine D BLE"
R, MTEFR.

——————————————————

..................
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Remote Engine ID Table

S=|al v |£H Showing 0 to 0 of 0 entries Q

| BBl | Engine D | |
HEDAEE |

First | | Previous | |1 [ Next Last.

| @ || s || #ue |

2. EFRPAEHX, HEHENIDE, BHNA, THkE.

20.4.6 Trap Ec &

1 BHEMMPNEEEE >SNMPRE > Trap RBE'¥HE, #NTrap BLE" @, T
BIFfrR o

| Authentication Failure | [7] 73
s
T T el
- e

STHEE NI TR
BCE I 1t B
Authentication Failure INEFEIR
Link Up/Down it A Link Up/Down =14
Cold start 2 BN
Warm start Y=t

2. BERNVA, TRECE.

20.4.7 Notification Ec &

1. BHESHMMP IS EIE > SNMP EZE > Notification BB & 32, # A “Notification A
E'5E, WTEFFATR.
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Notification Table

EF Al v | £85

Showing 0 to 0 of 0 entries Q

| BS#Emik | BSEROS | Timeout | Retry | Version | Type | Community /User | Security Level |

HEDTER

0, SNMP Community ne
1, SMNMP User must be cre

First

%ﬁhu-“][ P

Previous

1

Mext

Last

I #e
FEZ XM T &R
e EIN il
Hhiik 7Y ik KAY, “FANEZ", “IPvASIPv6”
AR &=t BR&G =R HLE R
Version SNMP RRA, v1v2v3
Type WEKE “Trap”s“Inform”
Community/User | £EASHF R
Security Level ZERH

fR&EeimAS i5 0S8 E 1-65535, BRIA 162
Timeout FR& 5B RTATE], SERE 1-300 %, ERIA 15 FD,
Retry FiXAE, SCE 1-255 %), BRIA 3T,

2. B A, HEHNEE, BEHENA, THEE.
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Add Notification

L@ EHE
il 3R | [Py
i i 1PvG
BRE=githht
i © SNMPV1
Version . ) SMNMPvZ
v ) SMNMPv3
i @ Tra
L
. Communityrlilseri %public'E
i @ MNoSecurity
Security Level . t
3 i [¥] Use Default
EES=w0sS . —
R

20.5 RMON EC &

RMON (Remote Monitoring, 2/ L& I5H) =& IETF (Internet Engineering Task Force,
Internet TIR{ESH) EXH—F MIB (Management Information Base, BIEEEE) |
22X MBIl frEEEMIER. RMON FERATN—MMERTDEBNMNEK P EHETEN S
M, ZEEFNAREYTZTHMEEEROEZ—. RMON &3 NMS (Network Management
Station, MZEEIRYL) FEFTERMNEZR S LAY Agent WERS. RMON Agent E177E M4
BB MERN=E L, REFSITHIROPMEZENMNE FNEMREES (WERFEARE
MEE FRIIRSCEE, HATES TN ERBEEEE) . RMON BKHTE2E T SNMP
RREY, ©5UFM SNMP 1222485 A . RMON £ SNMP BEH. BERBEENHL
WIZFEWKRE, ABKEFNAETRET -SRI FER. RMON 8%BED> NMS 54K
32 (SNMP Agent) [EIFSBIAEZ, NI IXEEMESHhEERE BENL, RMON i
BN EEE, eIRAMAERESE: FHAT AN RMON probe (BRMWANL) HEEHE,
NMS E#ZM RMON probe HEEIREEHIEFINEZRIE, XFFITIXIKE RMON MIB
EEBES; ¥ RMON Agent BEEEANKIEE (BEHSS. A, HUB F) |, FEA]
B0 # RMON probe TIREAIM L& M. RMON NMS f# A SNMP HE K45 SNMP
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Agent XIFIEEE, WENEZEEEFE, EXMARNIEETERS, —RAEEKR
RMON MIB HIFr BB, AZHRIKENNMEANGEE, XU MIEEEHE, EHA. Bt
EMGEITH, area RFINAKMZHALIAE ZF77 AL RMON,  IXKMZ #a4/ B H %48
AN RMON Agent, B4 RMON probe TNEERIMLZ1RHE, BILmfT7E IAARMZ A £ X FHF
RMON #§ SNMP Agent, MIE¥EE] KBS AN im0 EERME DB ERE.
EIRGITHMRSEITERER, TUTMEHNEE,

20.5.1 /XLt

—JL-L-I_QE.'L:( IS )iﬁy%ﬁﬁ?%ﬁl._ti/\ ”,_-TFIE H E/] gJEL'L'["on —JL-L-I_QHZJEL-L-[— E’]EMIZ,;LI‘I‘ZH’@'JEE’\] Eﬂ'
BFHENRITES. SFIHERSEMERRE. CRC REHERKRXE. &/ (FBKX) B
HORIRSCEL. . SRR ERFHE. EBRIRXEHF. FA RMON ZitE
EIheE, TSR O AEEARER. Ll‘l‘iﬁalilﬁﬁﬁq:‘f'iii._ﬁ’]%ala&o
BRIESE
1 BESMAMPHNEEERE >RMON BBE > XSt FEE, #NRX G RE, T2
EHT%ﬁﬁD*H?é?EjC—JLT[', MTEMR,

Statistics Table
msnes [0 2] ®
ar

Packets
Received
0

Broadcast
Packets
0

Multicast
Packets
[

CRC & Align
Errors

Undersize
Packets

Oversize
Packets
0

Frames of
64 Bytes
0

Frames of
6510127 Bytes
0

Frames of
128 t0 255 Bytes
0

Frames of
256 to 511 Bytes.
0

Frames of
51210 1023 Bytes
0

Frames Greater
than 1024 Bytes
0

Drop
Events
0

Fragments

Jabbers ‘ Coliisions

es
= | Received
7 1 eE 0
GE2 1428687503

0
19817937 16507610 3264342
0 0 0
0 0 0
0 0 0

15108524 4327043 359564 15708 1398 5699
0 0 [ 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

2
3 cE3 0

O 4 GE4 0
5

0 0 0 1
0 0 0 0
0 0 0 0
GES 0 0 0 0 0

7 GE7 3431989 0 1823 127 118 0 0 0 0 3529 5524 610 348 446 1366
[ 8 cEs 0 0 0 0 o 0 0 0 0 0 0 0 0 0 0 0
7 9 GES 1430654354 0 19386787 16050667 3290189 0 0 0 0 0 0 14458645 4442206 402534 65485 19316 601

2. TEFmA, REVERR, RIFT TR I A St ERFIRI, SEView”, ol ik A
NE. WTEFR.
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View Port Statistics

e =
ol e
| @ 5
. mﬁﬁjvmﬂ
KT L ROL T SR | 30%:
R Received Bytes (Octets) | 0
r_DropE\rents :
THHHHHH:HE;;;;gE;EJU
Eiéi.?éééfﬁééil&?&:ééﬁj 0
T Mutticast Packets Recetved | 0
Irzz_{;ncg:p:;pgnlzzrror:s :
e,
e
ey
e iy
st I
FramesofﬁriB}l'les :
f""”:"?Féﬁ:é?&?é?ﬁT{?Eﬁ:s:" 0
T rames of 128 f0 255 Bytes | 0
T Frames of 256 to 511 Eﬁ:éd 0
T Frames Greater than 1024 Bytes |

3. IEFIEERIFER, BIHRIFFEITER.

20.5.2 (HRELE

FeE7T RMON REARE, MANZENSEEREHMKENESIHER, AT7TETL
12, L%%ﬁhmw%ﬁﬁﬁﬂ% REFXMEARE. HRE. T BE. TRABARES
ITMEEMBEEIE. FRREHIEEREDE, TUHEEHRTRE, RENTESEHE X
Eriﬁﬁ\m%xﬁﬁﬁﬁhiﬁumﬁ%o
BIESPER
1 BHESMMPHEEEE >RMONEE > HERERE, #NHEEE R@, 4T
B R
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History Table

T Al

£B8 Showing 0to 0 of 0 entries

Q |

| First | | Previous | u | Mext | | Last |

mn | e[| mee || vew |

REEXINTR

e EIN Wt A

Entry EHAFS

Port BEGITm O

Interval XRFFEIfRA 1-3600 (8], BAr # BIAK 1800 #
Owner FrE&E

Maximum BRAFHEEAE 0-50 Zj8), BRIAA 50

Current HAREEEE

2. mdr AN

Add History

LOHABSRARENE, HEHENNERED.

© Entry! 1
anSa.mpie |50 (1-50, Bk 50)
A || zm |

3 BNV, TABEE, TEFR.

189



History Table

S Al £B Showing 1 to 1 of 1 entries Q I

[ 1 GE1 1800 50 50

[ First| | Previous | [4 | Next| | Last|

LEm [ em [ #ee || View |

20.5.3 EHEE

EMHEARREXEHSREANLENR . EHAEXNEHEIERAEEEHRERM
PREEHRENPSEMATENES. EHENTIMLESR: BEHCRERS
K, EMEWHE Trap HE, BEHCRERTRTIFRMEKEL Trap HE, FE
EfT4LHE,

BRIESR
1 BESHINPHREEE >RMONEE > EHERE XS, #ANFMHEE T, BT
BIPT7R

Event Table
S| All £B Showing 0 to 0 of 0 entries Q I

|First | Previous | |1, | Next| | Last|

Lmm [ mm | s |[ vew |
STHEE NI TR

fc & 1N iR

Entry EHAFS
Community HEEZ
Description iR
Notification A

Timer Ff 8]

Owner FrE&E

2. mAAI, HEANFHAEEHE, HSHENNEE.
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Add Event

: Entry | 1

H @ Mone

! Motification | Voo

H © Trap

; : (" EventLog and Trap

5 Communmf i: efauit Community

5 Descnpmn !D efault Description
owmer | |

3. B AT, ZTAECE, MTEMR.

Event Table
E‘.;_Tti All : £B Showing 1to 1 of 1 entries Q I
[l 1 Default Description  Mone (0% 0:00:00.00

First| | Previous | [l | Next | | Last

L@ || e || mee || view |

20.5.4 HERRE

RMON £ZEEUWMIEENEETE (WinDMNRITEEE) #7760, Yk ENEEE
HEEENNAE LT EXNRENS =L EE2G ARRBEHAEXHNAEFRH#TT
HRMLE, SHNEXESHEATRIRN. BRAEXTHERIGE, RFENEERIAL
BT WAEXHNEETE alarm variable %8R E X BIRFE[EfE sampling-time #17X
M, BXHEEMEEMNBRERTIE, —B@8diz@EE iEERES.

1 BHESMMPHEEEE >RMONEE > SE2REXE, #NEERE R@, 4T
B R
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Alarm Table

EﬁﬁﬂE ZB Showing 0to 0 of 0 entries Q E—'
|| Entry | 30O £ oo Interval | Owner | Trigger iy Akl
PEFER
First | | Previous | | 1 Mext La?
| mmo [ mm [ #w |
REEXINTF*R
EeEIN 15 A
Entry LEAFS
i A WMAFTES RO
Counter ELEXHESH
Interval RAEfBIFRTE 1-2147483647 z|8], Hfr: F» ERIA 100 #
Sampling XA Absolute 5 Delte
Owner FrE&
Threshold (Rising) FFREEAE 0-2147483647 = {8]
Event(Rising) EMHAERS|, SEEMEAN, BEREEHABNEH

Threshold (Falling)

TREBBR{ELE 0-21474836475 = j8]

Event(Falling)

EMARS], HEEMEAN, BREEHEREREMS

2. /A, EANEEHEEE, EEHENHNEE,
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Add Alarm

[GET [=]
| Drop Events

@ Absolute
) Delta

|1{:u:} BE (1 - 2147482647, BhA 100)

@ Rising
1 Falling
1 Rising and Falling

Threshold | [100 (0 - 2147483647, EKik 100)

! Event : | 1- Default Description

Threshold | |20 (0 - 2147433647, BRIk 20)

Ewenti | 1 - Default Description

3. BN, =ARE, WTERR.

Alarm Table

E'w—_T<|m| . £H Showing 1t 1 of 1 entries Q I—

1 GE1 DropEvents 0 Absolute 100 Rising 100  Default Description 20 Default Description

TFirt] Provious | B Mot st

[ mm  J[ ms ][ e
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